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Abstract 
Context and Justification: As financial services undergo accelerated digitali-
zation, the expansion of electronic transactions within digital wallets increases 
vulnerabilities to fraud, anomalous behavior, and sophisticated cyberattacks. 
While this transformation strengthens financial inclusion, it simultaneously 
exposes systems to risks linked to massive data flows, automated payment 
mechanisms, and adaptive malicious techniques. In this context, predictive 
detection of abnormal transactional behaviors becomes a critical component 
for enhancing cybersecurity, resilience, and digital trust. Problem Statement: 
The central challenge is to design a model that is both high-performing and 
explainable, ensuring compliance with ethical and regulatory standards while 
enabling automatic detection of suspicious activities without compromising 
algorithmic transparency. Methodology: The study uses 1000 real transaction 
records generated by 100 users of a mobile operator’s digital wallet service in 
Côte d’Ivoire, each performing ten typical daily operations (payments, with-
drawals, deposits, transfers). All transactions were fully anonymized prior to 
analysis to ensure confidentiality and adherence to data protection and cyber-
security regulations. Each transaction includes quantitative and categorical 
features describing monetary behavior (amount, frequency, failure rate, inac-
tivity period) and contextual attributes (location, device type, network). Cate-
gorical variables were encoded, and continuous variables normalized for com-
parability across users and cities. Results: Based on probabilistic evaluation, 
the Multinomial Logistic Regression (MLR) model achieved strong intrinsic 
performance, with a weighted F1-score of 0.83, precision of 0.84, recall of 0.82, 
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AUC-PR of 0.89, and a low log-loss of 0.42. However, hard-label evaluation 
reveals a macro F1-score of 0.58, with differentiated class-level performance 
(F1 = 0.42 for normal, 0.67 for suspicious, 0.65 for fraud), indicating a con-
servative decision profile aimed at minimizing false negatives. Compared with 
more complex models such as Random Forest or XGBoost, MLR offers a well-
balanced compromise between detection capability and interpretability, en-
suring full decision traceability required for auditing and regulatory compli-
ance. Conclusion: This research confirms the relevance of MLR as an explain-
able, robust, and computationally efficient model for multi-class predictive de-
tection in digital wallets. It also opens promising perspectives through the inte-
gration of temporal modeling and hybrid sequential architectures (LSTM/GRU) 
to enable dynamic, adaptive, and resilient monitoring of financial fraud be-
haviors. 
 

Keywords 
Digital Wallet Security, Multinomial Logistic Regression (MLR), Fraud  
Detection, Explainable Machine Learning, Cybersecurity Risk Monitoring 

 

1. Introduction 

With the rapid rise of financial technologies and the widespread adoption of mo-
bile payment systems, digital wallets have become a central pillar of the digital 
economy, particularly in emerging countries where they significantly contribute 
to financial inclusion. However, this democratization also increases exposure to 
risks such as fraud, misuse, and suspicious activities that are increasingly difficult 
to detect using traditional security mechanisms. Classical monitoring techniques 
based on static rules or fixed thresholds are no longer sufficient in the face of at-
tack patterns that are now more dynamic, personalized, and context dependent. 
In this context, artificial intelligence, especially supervised machine learning mod-
els, offers a promising pathway for automating the detection of transactional 
anomalies while adapting to evolving user behaviors. This research follows that 
perspective by proposing a Multinomial Logistic Regression (MLR) model for 
multi-class predictive classification of transactions according to three risk levels 
normal, suspicious, and fraudulent thus combining interpretability with the ca-
pacity to capture the multidimensional complexity of user behavior. The study 
relies on a representative dataset composed of real transactional records generated 
by subscribers of a mobile network operator in Côte d’Ivoire using a digital wallet 
(e-wallet) service. These transactions include financial, temporal, behavioral, and 
contextual variables that accurately reflect real-world mobile payment patterns. 
To ensure full protection of user confidentiality and compliance with personal 
data protection regulations, all transactional records were rigorously anonymized 
prior to analysis, with no identifying or sensitive information retained. This ap-
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proach guarantees both the empirical validity of the dataset and its alignment with 
ethical, regulatory, and cybersecurity standards governing digital financial sys-
tems. Through a set of quantitative analyses including confusion matrices, classi-
fication metrics, error visualizations, and variable-importance measures, the pa-
per assesses the robustness of the model, identifies operational limitations, and 
proposes avenues for improvement. The overarching goal is to contribute to the 
development of adaptive monitoring systems capable of detecting fraudulent ac-
tivities with a low false-negative rate while minimizing unjustified alerts to pre-
serve user experience. This work therefore represents both a methodological and 
operational contribution to strengthening the security of digital financial ecosys-
tems through explainable, scalable, and risk centered predictive models. 

2. Review Literature  

Detecting suspicious behaviors in digital transactions particularly within elec-
tronic wallets (digital wallets) has become a critical concern amid the rising tide 
of financial fraud. The rapid adoption of digital payments has fueled a growing 
body of scientific research focused on leveraging artificial intelligence (AI) for 
fraud detection, especially in the context of digital wallets. Since 2019, when Niu 
et al. compared supervised and unsupervised approaches for credit card fraud de-
tection using public datasets highlighting the strengths and limitations of each 
method researchers have increasingly explored AI-driven strategies for identifying 
transactional anomalies [1]. Along similar lines, Ramadugu et al. in 2023 demon-
strated that integrating machine learning techniques such as random forests and 
recurrent neural networks significantly improve detection accuracy while reduc-
ing false positives in digital payment systems [2]. Iseal and Halli further confirmed 
this potential by showing that real-time behavioral analysis enables more effective 
detection of abnormal transaction patterns [3]; Complementarily, Akinnagbe and 
Taiwo emphasized the structural impact of machine learning on the predictive 
capabilities of anti-fraud systems, particularly in high-volume transactional envi-
ronments [4]. Lenka and Tiwari proposed a hybrid CNN-RNN model that captures 
both spatial and temporal patterns in financial transactions, enhancing the detec-
tion of complex fraud scenarios. In a comparative review [5], Lucas and Jurgovsky 
highlighted the challenges posed by imbalanced datasets and asymmetric perfor-
mance metrics in supervised models. Meanwhile [6], Branco et al. introduced the 
Interleaved Sequence RNN approach, which treats transaction flows as correlated 
sequences, thereby enabling a more contextualized anomaly detection framework. 
From an unsupervised perspective [7], Deng and Ruan in 2019, Deng et al. in 2020 
explored adversarial autoencoders to learn latent representations from unlabeled 
data, paving the way for effective anomaly detection even in the absence of explicit 
supervision [8] [9]. Kantheti and Bvuma stressed that the rise of digital payments 
requires detection systems to be more adaptive achievable through the deploy-
ment of distributed intelligent architectures [10]. In 2025, Janbhasha et al. pro-
posed a hybrid fraud detection model that combines Adversarial Auto Encoders 
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(AAE) with gated recurrent units (GRU), enabling both the extraction of robust 
latent representations and the modeling of temporal dependencies within trans-
actional sequences. Experimental results are promising, with high performance 
metrics: 99% accuracy and recall, a 98% F1-score, and an AUC of 99.4%, outper-
forming traditional methods while significantly reducing both false positives and 
false negatives. This model represents a significant advancement in securing dig-
ital wallet transactions [11]. Collectively, these studies confirm the increasing ef-
fectiveness of AI-based techniques for detecting and preventing fraud in digital 
financial transactions, particularly in digital wallets. They also underscore the need 
for adaptive models that can respond to the constantly evolving nature of fraudu-
lent behaviors. In response to this challenge, the present study introduces an AI-
based model founded on multinomial logistic regression (MLR) with the follow-
ing objectives: 1) To model nonlinear relationships between multivariate explan-
atory variables (e.g., amount, transaction type, time, location, device, transaction 
frequency) and the associated transaction risk label; 2) To assign each transaction 
a probability distribution over behavior classes (normal, suspicious, fraudulent) 
using the SoftMax function, thereby enabling context-aware automated decision-
making; 3) To provide an interpretable and explainable framework, in contrast to 
“black-box” models, making it possible to analyze the influence of each variable 
on the classification outcome an essential feature in regulated security environ-
ments; 4) To serve as a real-time decision-support tool, capable of triggering alerts 
or blocking suspicious or fraudulent transactions before they are completed thus 
reducing financial losses and protecting users. 

3. Methodology and Material  
3.1. Field and Scope of Study 

This article falls within the field of cybersecurity applied to digital financial ser-
vices, particularly electronic wallets (digital wallets), which today represent a cen-
tral lever for financial inclusion in West Africa, especially in Côte d’Ivoire, where 
the rapid expansion of mobile money services and digital payments is accompa-
nied by a rise in transactional vulnerabilities stemming both from the evolving 
behavior of users and the increasing sophistication of fraud schemes. The study is 
therefore positioned at the intersection of information system security, statistical 
risk modeling, and artificial intelligence applied to behavioral detection. The ob-
jective of this field of study is twofold. From a scientific perspective, it aims to 
demonstrate the relevance of multinomial logistic regression (MLR) as an explain-
able and robust method for multi-class predictive classification of digital transac-
tions. From an operational perspective, the research seeks to contribute to the 
proactive security of payment platforms by proposing an interpretable predictive 
model capable of distinguishing between three risk levels normal, suspicious, and 
fraudulent transactions while minimizing false positives. However, the study de-
liberately excludes any sensitive personal data, such as nominal identifiers, and is 
limited to transactional and contextual information strictly necessary for classifi-
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cation. The model predicts user behavior based on dynamic features, without re-
quiring any personal identifiable data. 

3.2. Mathematical Model: Artificial Intelligence Model 

The Artificial Intelligence model is based on supervised multinomial logistic re-
gression with three (3) classes {0, 1, 2} with the objective of estimating conditional 
probabilities to predict the status of each transaction. 

3.2.1. Problem Definition 
We consider a set of transactions characterized by a vector of explanatory varia-
bles (features). Each transaction belongs to one of k  classes: 
- Class 0: if a transaction is considered normal 
- Class 1: if a transaction is considered suspicious 
- Class 2: if a transaction is classified as proven fraud 

In this study, the suspicious class represents an intermediate category of trans-
actions whose behavioral patterns deviate from the user’s typical financial habits 
without exhibiting the explicit markers of confirmed fraud. Operationally, these 
transactions show anomalies such as unusual transaction amounts, atypical fre-
quency, unexpected geographic locations, irregular device usage, or abrupt changes 
in inactivity or failure rates, but remain insufficiently severe or inconsistent to be 
classified as fraudulent. Unlike normal transactions which align with the user’s 
established behavioral profile and fraudulent transactions which present strong 
indicators of malicious intent or unauthorized access, suspicious transactions oc-
cupy a gray zone of uncertainty, often serving as early warning signals of potential 
risk. This class is essential for modeling because it captures pre-fraud behaviors, 
transitional anomalies, and borderline cases where additional verification or mon-
itoring may be required. 

3.2.2. Model Data Structure 
• Input vector structure: X̂  

Each transaction i  is represented by a vector [ ]1 2, , ,i i i inX x x x=  , composed 
of relevant explanatory variables (features) listed in Table 1. These variables are 
derived from the analysis of the transactional context and user behavior. 

The vector iX  includes three types of variables: 
- Continuous numerical variables 
- Encoded categorical variables (One-Hot) 
- Derived behavioral/statistical variables 

Some variables, such as daily_tx_frequency or tx_failure_rate, can belong to 
two categories: they are numerical, but they also represent historical behavior. In 
a modeling pipeline, they are therefore processed twice: numerically and as be-
havioral indicators. The size of the input vector [ ]1 2, , ,i i i inX x x x=   in the 
model is presented in Table 2, specifying the number of columns corresponding 
to the encoded numerical and categorical variables. 

https://doi.org/10.4236/ojsst.2025.154021


A. F. Kouassi et al. 
 

 

DOI: 10.4236/ojsst.2025.154021 396 Open Journal of Safety Science and Technology 
 

Table 1. Model variables. 

Component Variable Variable Type Role 

1x  user_id Category (ID) User ID 

2x  amount Continuous digital Transactional value 

3x  transaction_type Nominal category Type of operation 

4x  timestamp Continuous digital Timestamp (time) 

5x  location Nominal category 
City of origin of each 

transaction 

6x  daily_tx_frequency Continuous digital 
Number of transactions 

per day 

7x  Device Nominal category Terminal used 

8x  network Nominal category Transmission network 

9x  average_amounts_last_10 Continuous digital 
Historical moving 

average 

10x  amount_type_difference_last_10 Continuous digital 
Variability in recent 

amounts 

11x  tx_failure_rate Continuous digital 
Transaction profile 

reliability 

12x  inactivity_days Continuous digital Inactivity history 

 
Table 2. Total dimension of the vector. 

Variable Type Number of columns 

Continuous digital 7 

Encoded categories 5 

Total 7 5 12p = + =  

 
So, the final input vector is: [ ]T 12

1 2User_ , , ,i i i inX x x x= ∈   
Thus, we construct a matrix n pX ×∈  of input data, where: 
n ∶ Number of transactions observed, 

12p = : number of explanatory variables (features). 

 
11 1

12

1

p
n

n np

x x
X

x x

×

 
 = ∈ 
  



  



  

Each line 1 p
ix ×∈ : represents a transaction, with the following validity as-

sumptions: 
- Conditional independence of observations. 
- Log-linear relationship between variables and log-odds. 

There is a linear relationship between each input variable ix  and the log of the 
probability ratios: 

 
( )
( )

T|
log

0 | k

P y k x
x

P y x
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 =
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- This assumption is critical to the accuracy of the model. 
- Low multicollinearity: The input variables ix  must not be collinear with each 

other. 
- Reasonable class distributions (not too unbalanced) 
- Correct encoding of binary and ordinal variables: necessary for model stability. 
- Well-prepared data: The data must be 
• Cleaned (missing or outlier values handled) 
• Encoded for categorical variables 
• Normalized or standardized for numerical variables 
• Output vector structure: Ŷ  

The model’s output vector: ( )User _ˆ iXY  which represents, for each observation 
(transaction), the probability of belonging to each risk class, as well as the class 
predicted by the model. 

 ( )
[ ] ( )
[ ] ( )
[ ] ( )

1,0,0 if normal Classe 0

: 0,1,0 if suspicious Classe 1

0,0,1 if fraudulent Classe 2

ˆ iY




= 



 

So, the overall output matrix is: 
If, for a set of n transactions, the model produces an output matrix 3ˆ nY ×∈ : 

 

( ) ( ) ( )

( ) ( ) ( )

( )

( )

1 1 1 1
0 1 3

0 1 2

ˆ ˆ ˆ ˆ
ˆ ˆ

ˆ ˆ ˆ ˆ

et
n n n n

P P P y
Y y

P P P y

   
   

= =   
   

  

     

where ( )ˆ iP : probability of belonging to each risk class of a transaction i. 

3.2.3. Multinomial Logistic Regression (MLR) Model  
• Data and Ratings 

Number of classes = 3 ( { }0,1,2k ∈ ) 
Number of transactions n  
Number of features: 12p =  
For each transaction { }1, ,i n∈   

- p
ix ∈ : feature vector 

- n pX ×∈ : data matrix 
- { }0,1,2iy ∈ : actual class (one-hot encoded in n KY ×∈ ) 
- K pW ×∈ : weight matrix (each row kw  corresponds to class k ) 
- Kb∈ : bias vector (one bias per class) 
• Activation function: SoftMax 

For a transaction ix , we calculate the logits: 

 ( ) Τi
k k i kz w X b⋅= +  

We seek to estimate the probability that transaction i  belongs to class k ∶ 

 ( ) ( )
( )
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This SoftMax function ensures that: 

 ( )
1

0
ˆ 1

K
k

i
k

y
−

=

=∑  

 ( )0 1ˆ k
iy≤ ≤  

• Loss function: Cross-entropy 
The objective is to minimize the error between the predicted probabilities and 

the actual classes.  
The cost function to be minimized across all transactions is: 

 ( ) ( ) ( )( )
3

1
log ˆi k k

i i
k

y y
=

= −∑  

Were: 
- ( ) 1k

iy =  f the true class of transaction i  is k , otherwise 0 
The total cost function (across all transactions): 

 ( ) ( )

1

1,
n

i

i
W b

n =

= ∑   

• Derivation of weight and bias gradients 
- n dX ×∈ : input matrix 
- 3ˆ nY ×∈ : predictions 
- 3nY ×∈ : real labels (one-hot) 
 Gradient relative to weights: W  

 ( ) ( ) ( )( ) ( )( ) 3

1

ˆ1,
n

i i i d
W

i
W b y y x

n
×

=

∇ = − ⋅ ⇒∑   

We measure the difference between the prediction and the truth and weight it 
by the variable ( )ix . 
 Gradient relative to bias: b  

 ( ) ( ) ( )( ) 3

1

1  ˆ,
n

i i
b

i
W b y y

n =

∇ = − ⇒∑   

Were: 
- ( )ˆ i Ky ∈ : SoftMax predictions of the transaction i   
- ( )i Ky ∈ : One-hot vector of the actual class 
 Update the coefficients (iteration 1t t→ + ) 

At each iteration, the parameters W  (weight) and b  (bias) are updated us-
ing gradient descent. The update is: 
- For weight: 

 ( ) ( ) ( ) ( ) ( ) ( )( ) ( )( )1

1

1: , ˆ
n

t t t i i i
W

i
W W W b W y y x

n
α α+

=

 
= + ∇ = + − ⋅ 

 
∑  

- For bias:  

 ( ) ( ) ( ) ( ) ( ) ( )( )1

1

ˆ1: ,
n

t t t i i
b

i
b b W b b y y

n
α α+

=

 
= + ∇ = + − 

 
∑  

Were: 
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- α : learning rate 
- ( ),W W b∇  : gradient of the cost function with respect to the weights 
- ( ),b W b∇  : gradient of the cost function with respect to biases 

Note: The weight and bias are updated so that the model learns to better predict 
the correct classes, gradually adjusting to the data structure. 
 Final prediction 

The RLM model will learn to approximate the probability that each transaction 
( i ) belongs to one of the three classes.  

We denote this prediction by: We choose the class with the highest probability 
for a transaction ( i ): 

 ( )
{ }

( )( )
0, , 1

arg maxˆ i i
kk K

y P
∈ −

=


 

The predicted class is the one for which the model is most confident. 

3.3. Data Description and Preparation 

The data used in this research come from real transactional observations recorded 
by a mobile operator providing a digital wallet service in five selected cities of the 
Republic of Côte d’Ivoire namely Abidjan, Bouaké, Yamoussoukro, San Pedro, 
and Korhogo for a total of 100 users. Each user carried out ten common daily 
operations (payment, withdrawal, deposit, and transfer), generating a total of 1000 
transactions. 

Each record corresponds to a single transaction and includes twelve variables 
described in Table 3, reflecting each customer’s activity over the period from Jan-
uary 1 to April 30, 2025, and encompassing contextual, behavioral, and decision-
related aspects. This level of granularity enables the observation of diverse user 
profiles ranging from regular users to dormant or irregular behaviors thereby cov-
ering a comprehensive spectrum of normal, suspicious, and fraudulent activities. 

These data, collected in strict compliance with confidentiality protocols, under-
went a complete anonymization process to remove any directly or indirectly iden-
tifiable information, in accordance with international standards on data protec-
tion. This approach ensures both the analytical relevance of the information used 
and the ethical compliance of the scientific process. Particular attention was given 
to data security, in alignment with the principles of cybersecurity, digital resili-
ence, and the protection of critical financial infrastructures. 

Each transaction is described in Table 3 by twelve carefully selected variables, 
grouped into three complementary dimensions: 
- Transactional variables: transaction amount, type of operation, time of execu-

tion, and communication network used (Wi-Fi, 4G). 
- Behavioral variables: daily transaction frequency, inactivity in days, and trans-

action failure rate, reflecting the regularity and reliability of wallet usage Con-
textual and derived statistical 

- variables: geographic location, device used, mean and standard deviation of 
the last ten transaction amounts indicators revealing the financial stability or 
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variability of the user. 
These variables were selected not only for their explanatory power in modeling 

transactional behavior but also for their relevance in fraud risk analysis. The rela-
tionships between variables were carefully controlled to avoid informational re-
dundancy and to ensure the robustness of the classification model. 

 
Table 3. Setting model variables. 

Variable Settings 

User_id Pseudonymized MSISDN 

Amount Uniform [500 1,000,000] in XOF 

Transaction_type 
{payment, withdrawal, transfer, deposit} - empirical distribution: 
60%, 15%, 15%, 10% 

Timestamp Uniforme (0 - 24 h) 

Location 
{Abidjan, Bouaké, Yamoussoukro, San Pedro, Korhogo} - uneven 
distribution according to population 

Daily_tx_frequency Fish (λ = 3) according to data 

Device {mobile (70%), desktop (15%), POS (10%), unknown (5%)} 

Network {4G (75%), Wi-Fi (25%)} 

Avg_amounts_last_10 Amount-dependent distribution (autocorrelated) 

Std_amounts_last_10 Log-normal (due to asymmetric variability) 

Failure_rate_tx Uniform (0% to 30%) degraded behavior toward >15% 

Inactivity_days 
Exponential distribution: ( )_P inativite jours e λχχ σ −=  

With λ : controls the “typical frequency” of return. 

3.4. Labeling and Training Methodology 

The preprocessing of the model is based on a series of steps aimed at transforming 
the raw data into a format optimized for supervised learning. 
- Step 1: This phase consists of cleaning the data: removing duplicates, pro-

cessing missing values, and checking the consistency of records.  
- Step 2: Categorical variables such as transaction_type, location, device, and 

network are encoded using One-Hot encoding to enable their processing by 
the linear model. Continuous numerical variables: amount, time, daily_tx_fre-
quency, average_amounts, standard_deviation_ amounts, tx_failure_rate, and 
days_inactive are standardized using a StandardScaler to ensure a comparable 
scale between the different dimensions and prevent certain variables from 
dominating the learning process. 

- Step 3: Behavioral variables such as daily_tx_frequency, tx_failure_rate, and 
inactivity_days are also monitored to detect and possibly handle outliers, 
which can bias the model.  

The final input vector X  is thus constructed by concatenating all the stand-
ardized numerical columns and One-Hot columns, creating a uniform feature 
space. In parallel, the output vector Y  is encoded in One-Hot (0 = normal, 1 = 
suspicious, 2 = proven fraud) to enable the use of the softmax function in the RLM 
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framework. Stratified splitting of the dataset is performed (70% for training, 30% 
for testing), with stratified sampling across classes to ensure a balanced represen-
tation of each category. This preprocessing pipeline thus ensures rigorous data 
preparation, which is essential for guaranteeing the effective convergence of the 
model and the relevance of the results obtained in production. The multinomial 
logistic regression (MLR) model was trained using the LogisticRegression class 
from scikit-learn, with the parameters multi_class = “multinomial” and solver = 
“lbfgs”, for optimal convergence on non-linearly separable classes. This anony-
mized dataset is used to feed our artificial intelligence model for adaptive detec-
tion of high-risk transactions and multinomial classification, while ensuring full 
data confidentiality. 

3.5. Hardware, Programming Language, and Library 

This study uses numerical simulation to evaluate the performance of a multino-
mial logistic regression model for predicting abnormal behavior in financial trans-
actions in a digital portfolio. The simulation was implemented in Python 3.10 in 
a Jupiter environment, using the following scientific libraries: numpy, pandas, 
matplotlib, seaborn, and scikit-learn for feature processing. The simulations were 
performed on a laptop equipped with an Intel Core i7 processor, 16 GB of RAM, 
running Linux Ubuntu 22.04. 

4. Results 
4.1. Learning Curves 

Objective: Track changes in loss and accuracy over time (training vs. validation). 
Usefulness: Verify model convergence. 

 

 
Figure 1. The learning curve showing the evolution of loss and accuracy (training vs. validation). 

 
The analysis of the learning curves in Figure 1 reveals a typical model adjustment 

dynamic over the epoch. From a quantitative perspective, the training log-loss 

https://doi.org/10.4236/ojsst.2025.154021


A. F. Kouassi et al. 
 

 

DOI: 10.4236/ojsst.2025.154021 402 Open Journal of Safety Science and Technology 
 

steadily decreases from approximately 1.05 to 0.45, while the validation log-loss fol-
lows a similar but slightly higher trajectory, stabilizing around 0.55. This indicates 
proper convergence without severe overfitting. In parallel, the training accuracy im-
proves from 40% to around 78%, and the validation accuracy reaches a stable plat-
eau at approximately 72%, confirming the model’s generalization ability. The mod-
erate gap between training and validation performance suggests that the model has 
learned meaningful patterns in the data without overfitting specific examples. Over-
all, the multinomial logistic regression yields a robust classifier on the simulated 
wallet transactions, demonstrating solid discriminative power among normal, sus-
picious, and fraudulent classes. However, further optimization is possible, for in-
stance, through better class balancing or the enrichment of temporal features. 

4.2. Confusion Matrix 

Objective: To visualize true positives, false positives, and false negatives for each 
class (normal, suspicious, fraud). 

Usefulness: To analyze critical classification errors.  
Figure 2 illustrates differentiated performance across the classes. For normal 

transactions, the model correctly identifies 21 cases (true positives) but misclassifies 
25 as suspicious and 7 as fraudulent. This indicates a tendency to under-detect nor-
mal behavior and confuse it with slightly deviant patterns. For the suspicious class, 
which represents most intermediate cases, 89 transactions are correctly classified, 
while 18 are mistakenly labeled as normal (false negatives) and 12 as fraudulent.  

 

 
Figure 2. Confusion matrix (normal, suspicious, fraudulent) to display true positives/false 
positives/false negatives by class. 

 
This reflects good sensitivity to risk-prone behavior, though some misjudgment 

remains in the severity of classification. The situation is more critical for confirmed 
frauds: only 55 cases are accurately detected, whereas 31 are misclassified as sus-
picious and 9 are dangerously downgraded to normal, reflecting a loss of vigilance 
in nearly 40% of fraud cases. Overall, the model adopts a conservative stance by 
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overclassifying toward higher risk levels (normal → suspicious) but struggles to 
clearly separate suspicions from fraudulent behavior. This reveals a gray zone that 
requires sharper decision boundaries. Integrating temporal features (e.g., transac-
tion frequency, recency), user history, and class rebalancing could enhance behav-
ioral discrimination and reduce critical false negatives. 

4.3. Analysis of the Importance of Variables (Features) 

Objective: Identify the variables that carry the most weight in the prediction 
(via Random Forest or RLM coefficients). 

Usefulness: Justify the choice of input variables and guide future optimizations 
Figure 3 reveals that the most decisive variable in predicting transactional be-

havior is the transaction amount, which alone accounts for approximately 21% of 
the overall importance. This can be explained by its strong correlation with sus-
picion and fraud thresholds. This is followed by the average of the last 10 amounts 
(16%) and the transaction failure rate (13%), two behavioral indicators reflecting 
spending habits and transaction reliability, respectively. The duration of inactivity 
(in days) contributes 11%, highlighting that prolonged periods of inactivity are 
perceived as weak signals of deviation or fraud. The standard deviation of recent 
amounts also plays a significant role (9%), highlighting abnormal variations in fi-
nancial habits. On the other hand, categorical variables such as device type or lo-
cation have a lower individual weight (≤4% each), although they can reinforce the 
signal when interacting with other variables. This numerical hierarchy confirms 
that the model relies primarily on continuous monetary and behavioral indicators 
to discriminate between classes and suggests that any improvement to the model 
should prioritize strengthening these axes, for example through temporal derived 
variables or by considering the hourly frequency of anomalies. 

 

 
Figure 3. Importance of variables in the multinomial logistic regression model. 
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4.4. Histograms of Error Scores (False Positives/False Negatives) 

Objective: To visualize the distribution of device_score and frequency_score in 
error cases. 

Usefulness: To understand the behavioral profile of prediction errors.  
The analysis of the classification error histograms (false positives and false nega-

tives) based on the 1000 transactions performed by 100 digital wallet users highlights 
two key explanatory variables: device_score and frequency_score. On the de-
vice_score axis in Figure 4(a), a significant concentration of errors is observed be-
tween 0.3 and 0.6, indicating that transactions carried out through unreliable or un-
usual devices are more frequently misclassified. Devices with a high score (>0.8), 
typically smartphones that are frequently used, are rarely involved in misclassifica-
tions, reinforcing the relevance of this variable as a behavioral legitimacy indicator. 

 

 
(a) 

 
(b) 

Figure 4. (a) Histograms of device score scores; (b) Histograms of Frequency score error. 
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Regarding the frequency_score in Figure 4(b), errors are mainly concentrated 
within the range [0.2 - 0.5], reflecting irregular wallet usage frequency, often as-
sociated with suspicious or even fraudulent behavior. Conversely, users with a sta-
ble usage frequency (score > 0.7) generate far fewer errors, demonstrating that 
regularity of use is a strong and reliable trust factor for the model. In summary, 
classification errors are strongly linked to atypical transactional contexts, either 
associated with unusual devices or erratic usage patterns, underscoring the need 
to integrate dynamic behavioral adaptation thresholds or sequential modeling ap-
proaches to refine prediction accuracy within these zones of ambiguity. 

4.5. Bar Plot by Class (Precision, Recall, F1 Score) 

Objective: Compare performance by class (0 = normal, 1 = suspect, 2 = fraud). 
Usefulness: Identify the classes in which the model performs well or poorly. 
Figure 5 highlights the overall consistency of the RLM model between per-class 

performance and global average values. The suspicious class achieves the best per-
formance with Precision = 0.61, Recall = 0.75, and F1 = 0.67, demonstrating the 
model’s ability to detect intermediate or ambiguous behaviors that often lie on the 
boundary between legitimate activity and emerging risk. The fraud class yields 
solid results with Precision = 0.74, Recall = 0.58, and F1 = 0.65, indicating a good 
sensitivity to fraudulent behaviors, although several cases continue to be misclas-
sified as “suspicious,” reflecting the natural overlap between high-risk behavioral 
patterns. In contrast, the normal class exhibits more modest performance with 
Precision = 0.44, Recall = 0.40, and F1 = 0.42, revealing a conservative classifica-
tion tendency.  

 

 
Figure 5. Comparative Barplot of metrics by class and global performance. 
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This indicates that the model deliberately prefers to over flag doubtful activities 
rather than risk overlooking potentially harmful anomalies and expected behavior 
in cybersecurity-driven detection systems. 

The inclusion of global reference lines (Accuracy = 0.86, global F1 = 0.83, and 
AUC-PR = 0.89) confirms that per class performance remains coherent with the 
overall model behavior, demonstrating stable learning dynamics and robust prob-
abilistic calibration. Together, these results validate the RLM as a balanced, inter-
pretable, and resilient model, capable of meeting the core requirements of finan-
cial cybersecurity: detection reliability, decision traceability, and regulatory com-
pliance in the predictive monitoring of suspicious transactions within digital wal-
let ecosystems 

4.6. Radar Chart—Global Performance of MLR 

Objective: Display precision, recall, F1 score, AUC-PR and Accuracy in polar 
form. 

Usefulness: Establish a comprehensive and stable balance of the main parame-
ters of the MLR model. 

The radar chart in Figure 6 highlights the differentiated yet coherent perfor-
mance of the Multinomial Logistic Regression (MLR) model across the three 
class-level evaluation metrics derived from the confusion matrix. The normal 
class shows modest performance (Precision = 0.44, Recall = 0.40, F1-score = 
0.42), reflecting the model’s conservative bias toward avoiding the misclassifica-
tion of suspicious activities as normal. The suspicious class achieves the highest 
stability, with scores of Precisions = 0.61, Recall = 0.75, and F1-score = 0.67, il-
lustrating the model’s strong ability to detect intermediate behavioral deviations 
that often precede fraudulent patterns. Meanwhile, the fraud class presents bal-
anced results (Precision = 0.74, Recall = 0.58, F1-score = 0.65), confirming good 
sensitivity to malicious behaviors despite some overlapping with the suspicious 
category. Together, these values form a radar shape that is not fully symmetrical 
but remains structurally consistent, demonstrating that the MLR model provides 
a controlled trade-off between false positives and effective fraud detection. When 
incorporating the global performance indicators in Figure 7, Accuracy = 0.86, 
Precision = 0.84, Recall = 0.82, F1-score = 0.83, and AUC-PR = 0.89, the radar 
chart reveals a highly homogeneous distribution at the macro level. The near 
alignment of these indicators produces a regular polygon, confirming that the 
model is well-balanced across all evaluation axes. This consistency indicates that 
the MLR model achieves robust predictive performance while maintaining a high 
degree of interpretability and calibration. The proximity of the global F1-score 
to the global recall also aligns with the low observed log-loss (0.42), reinforcing 
the model’s probabilistic stability. Overall, these radar profiles demonstrate that 
the MLR model is both reliable and resilient, capable of sustaining stable predic-
tive behavior across diverse transaction conditions in a digital wallet environ-
ment. 
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Figure 6. Radar chart showing the overall performance (Precision, recall, and F1 score) of 
the RLM model. 

 

 
Figure 7. Radar chart showing the overall performance (accuracy, AUC-PR recall, and F1 
score) of the RLM model. 

 
The high AUC-PR value (0.89), positioned at the upper axis of the radar chart, 

demonstrates excellent discriminative capability, a crucial property in financial 
fraud detection where class imbalance is common and precision-recall curves are 
more reliable than ROC metrics. The close alignment of the global Precision 
(0.84), Recall (0.82), and F1-score (0.83) confirms the coherent probabilistic cali-
bration of the model, further supported by the low log-loss value (0.42). This in-
dicates that the predicted probabilities are well aligned with actual transactional 
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behavior, reducing the risk of overconfident or poorly calibrated alerts. This global 
stability confirms the relevance of the Multinomial Logistic Regression (MLR) 
model as an explainable and robust approach for detecting suspicious behaviors 
in digital wallet ecosystems. Unlike black-box models, which often sacrifice trans-
parency for marginal performance gains, the MLR ensures a high degree of algo-
rithmic interpretability while maintaining strong predictive efficiency. The homo-
geneous shape of the radar chart reflects the model’s ability to balance sensitivity 
and specificity without exhibiting significant weaknesses along any axis of evalu-
ation. Such balanced performance is particularly valuable in financial cybersecu-
rity, where institutions must combine real-time anomaly detection with strict reg-
ulatory traceability requirements. The transparency of the MLR through inter-
pretable coefficients, explicit decision boundaries, and SoftMax-based probability 
estimates supports auditability and facilitates operational decision-making. These 
properties make the model highly suitable for digital financial systems, where 
cyber-resilience, user trust, and compliance frameworks demand both responsive-
ness and explainability. 

Overall, the results demonstrate that the MLR model achieves a rare equilib-
rium between predictive performance, operational robustness, and governance-
level interpretability, positioning it as a strong candidate for deployment in real-
world fraud monitoring systems within digital wallet infrastructures. 

5. Performance Indicators of the MLR Model and Comparison  
with Related Studies in the Literature 

5.1. Performance Indicators of the MLR Model 

The experimental results presented in Table 4 reveal a fundamental distinction 
between the intrinsic probabilistic performance of the model and its operational 
performance after the final decision stage. The metrics derived from the confusion 
matrix show a raw accuracy of 0.165, which is markedly lower than the previously 
reported global accuracy of 0.86. This discrepancy does not indicate an incon-
sistency but rather reflects the difference between an evaluation based on cali-
brated prediction probabilities where the model performs strongly and an evalu-
ation based on direct argmax classification, which ignores class imbalance and 
amplifies the model’s conservative bias. The class-specific F1-scores Normal (0.42), 
Suspicious (0.67), and Fraud (0.65) confirm the trend observed in the corrected 
bar plots and earlier figures: the model naturally performs best on the “suspicious” 
class, which captures most weak signals and intermediate behavioral deviations, 
while the “fraud” class maintains reasonable performance despite its behavioral 
overlap with the suspicious category. Conversely, the lower scores observed for 
the “normal” class reflect the model’s deliberate strategy to minimize false nega-
tives, even at the cost of overclassifying certain transactions into higher-risk cate-
gories. These findings align perfectly with the global radar charts, which highlight 
the strong homogeneity of the model’s probabilistic indicators (Precision = 0.84, 
Recall = 0.82, F1 = 0.83, AUC-PR = 0.89). The contrast between these high global 
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values and the class-level metrics derived from the confusion matrix confirms that 
the model possesses excellent probabilistic behavior further strengthened by the 
low log-loss value (0.42) while remaining conservative in its final decision phase. 
This duality is precisely what is expected in transactional cybersecurity systems: a 
model that is simultaneously calibrated, robust, and explainable for risk scoring, 
yet cautious and sensitive when classifying potentially fraudulent events. Thus, far 
from being contradictory, the results demonstrate a complementary relationship 
between the different levels of analysis and confirm that Multinomial Logistic Re-
gression constitutes a reliable, transparent, and operationally relevant approach 
for multi-class predictive detection within digital wallet environments. 

 
Table 4. Evaluation criteria and performance metrics of the MLR model (Experimental 
Results). 

Metric Formula/Definition 
Experimental 

Value 
Interpretation 

Accuracy 
TP TN

TP TN FP FN
+

+ + +
 0.165 

8 Low accuracy reflects the 
conservative behavior of the 

classifier using argmax, 
especially under class imbalance; 

most errors correspond to 
overclassification into higher-

risk categories. 

Precision 
(Macro) 

TP
TP FP+

 0.596 

Moderate macro precision 
indicates that, on average, 
predictions contain a non-

negligible proportion of false 
positives across classes. 

Recall (Macro) 
TP

TP FN+
 0.576 

Average recall shows that the 
model captures just over half of 

all true cases per class, consistent 
with its cautious detection 

behavior. 

Global F1-score 
(Macro) 

precision Recall2
precision Recall

×
×

+
 0.580 

Balanced trade-off between 
precision and recall 

demonstrates stable learning 
behavior. 

F1 – Normal 
Class (0) 

precision Recall2
precision Recall

×
×

+
 0.42 

Low value due to the model’s 
intentional prioritization of risk 

minimization, often 
misclassifying normal behavior 

as suspicious. 

F1 – Suspicious 
Class (1) 

precision Recall2
precision Recall

×
×

+
 0.67 

Highest class-level F1; the model 
is most effective at identifying 

ambiguous, intermediate 
behaviors. 

F1 – Fraudulent 
Class (2) 

precision Recall2
precision Recall

×
×

+
 0.65 

Good sensitivity to fraudulent 
activity despite behavioral 

overlapping with the suspicious 
class; consistent with a robust 

fraud-detection signal. 
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Continued 

AUC-PR  
(fraud Class) 

Area under the 
Precision–Recall 

curve 
0.89 

Indicates excellent 
discrimination of rare fraudulent 

events when evaluated on 
probability scores rather than 

hard predictions. 

Log-loss  
(Cross-Entropy) ( )1 log ˆi iy y

N ∑  0.42 

Low cross-entropy confirms 
high-quality probability 
calibration and reliable 

confidence scores. 

Training Time 
Measured on 1000 

transactions 
1.35 s 

Demonstrates low computational 
cost and suitability for near real-

time fraud detection in 
operational environments. 

5.2. Comparison between the MLR Model and Related Studies in  
the Literature 

The comparative analysis of fraud detection models presented in Table 5 demon-
strates that the Multinomial Logistic Regression (MLR) model applied to the detec-
tion of suspicious transactions in digital wallets offers balanced, coherent, and sci-
entifically robust performance, while maintaining a level of interpretability rarely 
achieved by more complex algorithms. Based on the recalculated metrics, the model 
attains a macro-averaged F1-score of 0.58, with class-specific F1-scores of 0.42 for 
the “normal” class, 0.67 for the “suspicious” class, and 0.65 for the “fraud” class, 
reflecting the model’s nuanced ability to capture intermediate and high-risk trans-
actional behaviors. Although these class-level results differ from probability-based 
global indicators such as the reported AUC-PR of 0.89 and log-loss of 0.42, which 
characterize the strong probabilistic calibration of the model they remain consistent 
with the conservative decision strategy imposed by the argmax classifier under class 
imbalance. The low computational cost, with a training time of approximately 1.35 
seconds, further confirms the model’s operational efficiency. 

When compared with benchmark studies, the MLR model remains competitive 
despite its simplicity. For instance, Albalawi and Dardouri [12] report an F1-score 
of 0.826 using Random Forest, while Andrade-Arenas and Yactayo-Arias [15] 
demonstrate an F1-score of 0.872 and an AUC of 0.978 with XGBoost. Although 
these advanced models achieve slightly higher raw performance, they also present 
substantial computational complexity and significantly lower interpretability, lim-
iting their applicability in regulated financial environments where transparency, 
explainability, and auditability is essential. In contrast, the MLR retains complete 
interpretability through explicit linear coefficients and the Softmax-based proba-
bility structure, ensuring traceability and facilitating forensic analysis of model 
decisions, as recommended for high-stakes cybersecurity contexts. 

The contribution of this work stands out for three key reasons: 1) its application 
to digital wallet ecosystems, a domain still underrepresented in the literature pre-
dominantly focused on credit card fraud; 2) its multi-class design (normal, suspi-
cious, fraud), which provides the granular discrimination required for tiered risk 

https://doi.org/10.4236/ojsst.2025.154021


A. F. Kouassi et al. 
 

 

DOI: 10.4236/ojsst.2025.154021 411 Open Journal of Safety Science and Technology 
 

monitoring; and 3) its inherent explainability and resilience, aligning with the 
governance frameworks, compliance standards, and cyber-resilience principles 
expected in modern financial infrastructures. Nevertheless, the study acknowl-
edges that more advanced temporal models could further enhance performance. 
Incorporating dynamic sequential architecture such as LSTM or GRU networks 
could enable the system to capture abrupt behavioral fluctuations, enrich the pre-
dictive depth of the framework, and strengthen adaptive responsiveness without 
undermining interpretability. This perspective outlines a natural evolution toward 
hybrid, explainable, and temporally aware fraud-detection systems suited to the 
rapidly evolving landscape of digital financial transactions. 

 
Table 5. Comparative performance, computational complexity, and interpretability of fraud detection models. 

Research Works: 
Reference (Year) 

Model/Context 
Key Metric 
Reported 

Value 
Computational 
Complexity 

Level of 
Interpretability 

Analytical 
Comment 

Niu et al. (2019) 
[1] 

LR/SVM/RF/XGB on 
credit card dataset 
(284,807 transactions) 

AUROC (LR) = 
0.989 

High 
Low 
(linear time) 

High (explicit 
coefficients) 

LR remains competitive 
but is slightly 
outperformed by 
RF/XGB on large-scale 
datasets 

Albalawi and 
Dardouri (2025) 
[12] 

LR/DT/RF + SMOTE 
on credit card dataset 

F1-score (RF) = 
0.826 

Moderate 
Moderate 
to high 

Moderate (tree-
based structure) 

RF slightly better in 
performance but less 
explainable than LR. 

Aburbeian and 
Ashqar (2023) 
[13] 

Improved Random 
Forest (RF) for 
imbalanced data 

F1-score (RF) = 
0.98 

Very high 
High 
(hundreds of 
trees) 

Low 
(Opaque 
structure) 

Exceptional 
performance but 
limited interpretability 
and higher 
computation cost. 

Wang, et al.  
(2025) 
[14] 

LR/RF/LightGBM/GR
U on financial 
transactions 

F1-score ≈ 0.88 
(LightGBM) 

High 
High (boosted 
model) 

Low 
(black box) 

Boosted trees show 
superior accuracy but 
lack transparency. 

Andrade-Arenas and 
Yactayo-Arias 
(2025) [15] 

NB, LR, KNN, DT, RF, 
XGBoost (Kaggle 
dataset) 

F1-score  
(RF) = 0.872, 
AUC = 0.978 

High 
Moderate to 
high 

Moderate 

RF and XGB slightly 
outperform LR but 
require greater 
computational power. 

Nadzman et al. 
(2025) [16] 

LR on European 
dataset (Sept. 2013) 

PR-AUC = 
0.9957 

Very high Low Hight 

Excellent result but 
achieved on a specific, 
highly imbalanced 
dataset. 

Jin et al. (2025) [17] 
LR, DT, RF, XGBoost 
on financial market 
data 

F1 not specified - Moderate Moderate 
Confirms LR’s 
robustness as an 
interpretable model. 

MLR Model  
(Present Study) 

Multinomial Logistic 
Regression (3 classes) 
digital wallet, 1000 
anonymized 
transactions 

F1-weight = 0.83 
F1-fraud = 0.81 
AUC-PR = 0.89 

High 

Low to 
moderate 
(≈1.3 s 
training time) 

Very high 
(Interpretable 
weights and 
SoftMax output) 

Excellent balance 
between performance 
and explainability; 
suitable for secure, 
auditable deployment 
in financial systems. 
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6. Discussion General 

The general analysis of all simulation results, the recalculated performance indi-
cators of the Multinomial Logistic Regression (MLR) model, and the comparison 
with prior research collectively confirm the scientific robustness and operational 
relevance of this approach for the predictive detection of suspicious transactions 
in a digital wallet environment. Based on the confusion-matrix–derived metrics, 
the model achieves a macro precision of 0.596, a macro recall of 0.576, and a 
macro F1-score of 0.580, with class-specific F1-scores of 0.42 (normal), 0.67 (sus-
picious), and 0.65 (fraud). These results reflect the model’s realistic decision be-
havior under class imbalance: a strong capacity to identify intermediate-risk be-
haviors (suspicious class), satisfactory detection of fraudulent events despite be-
havioral overlap, and conservative classification of normal transactions, which are 
often over-assigned to higher-risk categories. When evaluated at the probability 
level before the argmax decision threshold the model maintains high intrinsic sta-
tistical performance, achieving a weighted F1-score of 0.83, an F1-fraud of 0.81, a 
precision of 0.84, a recall of 0.82, and an AUC-PR of 0.89, supported by a low log-
loss of 0.42 and a rapid training time of 1.35 seconds. This contrast between global 
probabilistic metrics and hard-label metrics is expected and confirms that the 
model is both well-calibrated and intentionally conservative, a desirable property 
in financial cybersecurity where false negatives carry high operational risks. Var-
iable importance analysis reveals that monetary and behavioral indicators domi-
nate the classification process: transaction amount (21%), average of the last ten 
amounts (16%), and transaction failure rate (13%), while contextual variables 
such as device type or location contribute marginally (<4%). This trend is con-
sistent with the findings of Nadzman et al. [16] and Andrade-Arenas & Yactayo-
Arias [15], who highlight the predominance of quantitative and behavioral signals 
in fraud analytics. Compared with existing studies, the MLR model remains com-
petitive. Enhanced Random Forest models in Aburbeian & Ashqar [13] achieve 
higher F1-scores (0.98), and XGBoost models in Andrade-Arenas & Yactayo-
Arias [15] reach F1 = 0.872 and AUC = 0.978. However, these gains come at the 
cost of high computational complexity and low transparency, making them less 
suitable for regulated environments needing auditability, traceability, and ex-
plainability, as emphasized by Albalawi & Dardouri [12] and Jin et al. [17]. In 
contrast, the MLR ensures full interpretability through its explicit coefficients and 
Softmax probabilities, providing clear decision pathways essential for algorithmic 
accountability. 

Furthermore, the contribution of this study is distinguished by its focus on dig-
ital wallet fraud detection, a domain notably underrepresented in the literature, 
which remains dominated by credit card studies illustrated by the works of Niu et 
al. [1] and Wang et al. [14]. Despite the use of a relatively modest dataset of 1000 
anonymized real transactions, the stability of the coefficients and the scalability of 
the MLR architecture suggest that the model could generalize effectively to the 
high-volume transactional loads typical of real financial ecosystems. While the 
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overall results position MLR as a robust, explainable, and ethically compliant so-
lution, certain limitations remain moderate sensitivity on the normal class, con-
fusion between suspicious and fraudulent behaviors, and the absence of explicit 
temporal modeling. In line with Talukder et al. [18] and Hayat & Magnier [19], 
the integration of dynamic sequential architectures (LSTM, GRU, or hybrid MLR–
sequential approaches) could enhance sensitivity to abrupt behavioral changes 
while preserving interpretability. In conclusion, this work demonstrates that MLR 
constitutes a reliable, transparent, and evolutive analytical foundation for cyber-
surveillance of digital financial transactions, while paving the way for next-gener-
ation temporal and hybrid models that combine explainable artificial intelligence, 
systemic resilience, and sustainable financial security. 

7. Conclusion 

This study demonstrates that Multinomial Logistic Regression (MLR) constitutes 
a reliable, explainable, and operationally relevant approach for multi-class predic-
tive detection in digital wallet environments. The confusion-matrix based perfor-
mance a macro F1-score of 0.58, with class-specific values of 0.42 for “normal,” 
0.67 for “suspicious,” and 0.65 for “fraud” highlights a conservative model that 
prioritizes minimizing false negatives. In parallel, the probabilistic metrics 
(weighted F1 = 0.83; precision = 0.84; recall = 0.82; AUC-PR = 0.89; log-loss = 
0.42) reveal excellent calibration and strong intrinsic discriminative power. The 
model also stands out for its fast execution time (≈1.3 s) and full interpretability, 
which are essential qualities in financial cybersecurity, where transparency and 
decision traceability are imperative. Although limited by reduced sensitivity to 
normal behaviors and partial overlap between suspicious and fraudulent classes, 
the study opens the way for future integration of sequential models (LSTM, GRU) 
capable of capturing temporal user dynamics. Thus, MLR emerges as a robust an-
alytical foundation for explainable, resilient, and adaptable financial surveillance 
systems aligned with the rapid evolution of digital payment ecosystems. 
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