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Abstract

In recent years, the Internet of Thi

fy the Component-Based Development

nce security and privacy.

ockchain, IoT, Security and Storing Manager (SSM), Google Cloud
m (GCP), Smart Contract, Hyperledger

1. Introduction

The Internet of Things (IoT) connects many things over the network and allows
communication and interaction among them, such as smartphones, vehicles,
and smart cities [1]. However, the traditional Internet of Things faces challenges
in several aspects, including security, privacy, and storage capacity, so Block-
chain technology has been adopted as an effective solution to the problems of
the traditional Internet of Things where can be to ensure data integrity and sen-
sitive data transmission without central servers, as well as provide a security
framework for serving IoT components, and for developing IoT using Block-
chain technology in the fastest time and lowest cost by applying a Compo-
nent-Based Development (CBD) approach, which is to develop software based

on integrating independent components that can be reused to build a larger
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software system which helps increase productivity and improve quality. By using
CBD in the IoT-Blockchain this paper introduces two components: Smart Con-
tract and Security and Storing Manager (SSM), which will be discussed in detail
as the mechanism that operates and how it will be built.

This paper will explain general definitions of the IoT and the Blockchain also
the Blockchain works. In addition, will introduce an overview of the use of the
IoT in the Blockchain and display two types of architectures in the general
IoT-Blockchain and the specific IoT-Blockchain for components. Then will
present the most important part of this paper which is the available compo-

nents of an IoT-Blockchain. Besides, the framework aneg orms are used in

Internet of Things has be

main influencer on the q

acuum when the packing machine sends

will almost be done, or when self-driving cars

as a network of objects/items/things that involve sensors and are connected over
e Internet which can be able to transmit, process, exchange, and share the da-
ta, affect each other, or be affected remotely to the purpose of keep tracking,
monitoring, remembering, reorganizing and control of the processes [1].
The word Things on the Internet of Things could be any physical devise or
object embedded with a sensor as previously stated. Also, IoT has been used in a
variety of sectors in life such as smart industries, smart cities, and others, the

majority of these applications are depicted in Figure 1.

2.2. Blockchain

Blockchain technology was applied to Bitcoin Cryptocurrency by Satoshi Naka-
moto in 2008 and since that time it had been widely used in different fields such
as Smart Contracts, supply chain, healthcare, etc. Blockchain works by linking
blocks or entries which are stored data to the next block in sequence order. Its

DOI: 10.4236/0alib.1109148 2 Open Access Library Journal


https://doi.org/10.4236/oalib.1109148

B. Al-Rayani et al.

peer-to-peer network characterizes as a distributed database, decentralizes viz
there is no third party, also as a ledger in the sense that blocks cannot be mod-

ified or deleted in addition, it’s using asymmetric key encryption to secure data.

(2].

2.2.1. Blockchain Working

As mentioned before Blockchain consists of ledger blocks of transactions
through peer-to-peer networks and every block has a pointer to the preceding
block. These transactions are indicated by time-stamped and it’s managed by a

set of computers using specific algorithms each one of the computers is referred

operation is called a miner.

As seen in Figure 2 each block in Blockchai

tion that helps to protect and se
helps to verify blocks, also Ti
place. Finally, the transac
ticular block [3].

BozolhE

Smart industries Smart agriculture

Figure 1. Applications of IoT.

Block 0 Block 1 Block 2
Version Version Version
Nonce value Nonce value Nonce value
preceding hash preceding hash preceding hash
Merkle root Merkle root Merkle root
Timestamp Timestamp Timestamp
Transaction list Transaction list Transaction list

Figure 2. General structure of blocks in blockchain.
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Table 1. Blockchain veérsions.

2.2.2. Blockchain Versions
Over time, Blockchain has been developed and enhanced to the point that it now
has four versions, each of which is summarized by its name, usage, and an ex-

ample of where to use that version, as shown in Table 1 [4].

3. Overview of Blockchain Usage in IoT

This section discusses the purpose of using Blockchain in the Internet of Things,
presents the main advantages, and provides challenges that face the integration
of IoT with Blockchain.

3.1. Using Blockchain in IoT

Although the traditional Internet of Things has featu Jata sharing,

quisite to be provided in all applications one of the most

important issues in the IoT is that it ¢

a-Data flow in Internet of Thinks
~ ,))
2@ @ —
Sensors /Devices Network Router w
—@E—f—O
il =
U — . Internet
P Analytics Centeral Server
etworks in IoT with Blockchain b-Data flow in IoT with Blockchain
Technology = )))
(e —~B——1
Sensors /Devices Network Router
—@{T e
& i 0
Decentralized Distributed = — = Internet
Network Network s Analytics Distibuted

Blockchain

Figure 3. (a) Data flow in IoT, (b) Data flow in IoT with blockchain.

Version Named by
Blockchain 1.0 Cryptocurrency

Blockchain 2.0

Blockchain 3.0 DApps are known as a decentralized application.

Blockchain 4.0 Industry

The Smart Contract is a program that executes
automatically when the conditions are met.

Uses for Example

Currency and payments Bitcoins
Swap of money or delivery of services, etc. Ethereum

Remove single point of failure (SPF) in a
. C Ethereum Swarm
centralized application.

Cyber-physical systems IoT
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In Table 2, the characteristics of both technologies are compared, which will
show the need for IoT systems to use Blockchain technology to improve their
systems in terms of security and architecture. Because Blockchain technology
helps IoT systems process huge data, ensure data integrity, increase reliability,
and maintain the privacy of digital identity [8]. Sensitive data can also be ex-

changed and processed without a central server or third-party intervention [9].

3.2. Advantages of [oT-Blockchain

Blockchain technology is considered one of the best solutions capable of

supporting the Internet of Things systems in terms of and a decentra-

lized ecosystem. One of the results of combining iques is the
emergence of several advantages as shown in Fi

Decentralization Blockchain technology is eature, which
makes it able to manage security and achi tral administra-
tion. In the Blockchain, transactions dically checked for

IoT systems secure.
Fault tolerance in Blo error can be tolerated as data
can be preserved and neyer lost. Each nodeéContains a copy of all the transac-

tions that occurred in the means that attacking or failing a single

Blockchain

letel i
Centralized C.om.p etely decentralized or
distributed network

Intermediate securit
¥ Higher security and privacy

and privacy
High cost Low cost and speed maintenance
The data cannot be modified or
eliability Data can be manipulated )
manipulated
Redundancy Single point of failure Multiple points of failure

Security
4

loT-Blockchain

Immutability ‘ Decentralization
Benefits of

BN Fault tolerance

0@

Figure 4. Advantages of IoT-blockchain.
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Security provides a secure network through anonymity and privacy preserva-
tion as it encrypts digital identity using a hash algorithm and public-key crypto-
graphy [12], allowing IoT applications to securely exchange sensitive informa-
tion over the network.

Cost-saving with the increase in the use of the Internet of Things and the
large number of devices connections to the network, it is difficult to deal with it
in the case of using central servers, as it increases the cost of maintenance and
infrastructure. But with the decentralization of IoT systems by Blockchain tech-
nology, this problem was overcome, which improved the maintenance process

and upgraded the system faster and at a lower cost.

Immutability the data in the ledger is fixed and

shown in Figure 5. The
(11]
Scalability Iof

ain technology, but due to the different types of IoT devices

erent computing capabilities, the encryption process is one of the

of skills the process of integrating IoT technology with the Blockchain is
ew, so it requires sufficient awareness in dealing with it and understanding the
way the Blockchain works in general, especially in banking institutions and other
applications.
The error cannot be modified if a transaction is permanently published on
the Blockchain, it cannot be reversed. If there is an error in the data stored in the

ili Processin
Scalability ) g
/.// power and Time
Challenged of
Error cannot e \\\,\ :
be modified Lack of skills

DOI: 10.4236/0alib.1109148

loT-Blockchain
Figure 5. Challenges of IoT-blockchain.
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transaction records, it cannot be modified because the transaction records are

not automatically transferred to a new record for updating.

4. 10T-Blockchain

This part of the paper considers two types of architecture general IoT-Blockchain
architecture and the specific architecture for the component that offers security

and privacy of the data.

4.1. General IoT-Blockchain Architecture

There are different types of IoT-Blockchain architectures can be drawn

in general as five layers which are shown in Figure

ture collects
the main characteristic of Blockchain and IoT st} layer is the

physical layer that is considered as same in I contains the

fourth layer is the middl

each other, however, it’s

Application interface

lIoT APIs

Service integration

Blockchain layer

Decentralized data storage

Network layer t
ROUting prOtocols intemetworking m W

Physical layer

Data collection protocols

Mobile phones RFID tags Sensors

Figure 6. General IoT-blockchain architecture.
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Programming Interface (API) functions to users, also both IoT and Blockchain
have the same application layer.

As seen before the physical layer, the network layer, the Blockchain layer, and
the application layer all were similar in IoT and Blockchain systems, the main
difference was in the middleware layer. In this structure can say the IoT was re-
sponsible for generating and gathering data while the Blockchain was responsi-

ble for securing and saving data [9].

4.2. Specific IoT-Blockchain Architecture

In this architecture, there are three layers as shown in Ei the first one is

X-block

| Smart contract | | Smart contract

| Smart contract

| Smart contract

Block A Block B Block C Block D
, ' ) Blockchain
Fog- 4 ; :
Blockchain
layer Fog Fog = o Fog
node node node
1 1
------------ T------_-----_--_------1I--_---------_--_--_----T----------
1
& ‘ o) ¥
Device Ri? = k Q/' e
layer (7 N W
ay IRV SE.
22~ N -
loT network B loT network C

Figure 7. Specific IoT-blockchain architecture.
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Blockchain will be used with IoT devices to securely store all data and transac-
tions generated by the devices. However, the Blockchain’s design makes it impossi-
ble to transport large amounts of data, and transactions on the Blockchain must be
public for miners to validate them, resulting in a significant loss of privacy.

For these reasons, the SSM component will be introduced to achieve robust
security and privacy goals. Moreover, the attackers may control and compromise
millions of IoT devices from anywhere, so the Smart Contract component is
important to control and restrict the IoT devices’ access.

Both components are reliable, because it audits the huge amount of data being
protected, secured, and stored in a distributed manner. A ese components
pT-Blockchain
applications that save cost and time from to be wasti will be used

again and again.

5.1. The SSM Component

ill automatically execute.

ity which optimizes both issues of

data, which is created using a hash algorithm like SHA-256 to create
signature of data on the Blockchain. No one knows where the locked
are, and even if they were somehow found, impossible for anyone would

able to know what they were [13] as shown in Figure 8.

5.1.2. Build Blockchain and the SSM Component

The Blockchain will be built using. Net core and C# programming languages and

their implementation of it contain some technology like cryptography, distri-

buted ledger technology, and P2P network programming and sharing[13] .
There are several transactions that will be executed in the Blockchain and the

Blockchain contains only a hash of transactions and ID of X-block that will be

stored in the Google Cloud Platform (GCP).

5.2. The Smart Contract Component

The Smart Contracts component is distributed self-sufficient code that contains
a set of rules for the interaction between various parties and it will be executed

when met certain conditions in the Blockchain [13].
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Block1 header Block2 header Block3 header
Hash of the . Hash of the “  Hash of the
previous block previous block previous block
Hash of Data Hash of Data Hash of Data

Encrypted Encrypted
Data Data

X-Block1

Figure 8. The data structure of blockchai

5.2.1. The Smart Contract Mech
The Blockchain’s Smart Contra

access policies and verify w

e are two types of platforms for IoT-based Blockchain technology, the first
one neral IoT-Blockchain that will work for most IoT-Blockchain applica-
tions, and the second one is specific for SSM components, these types will be

iscussed smoothly below.

6.1. General IoT-Blockchain Platform

Decentralization has benefits over cloud computing as it enhances privacy and
security. So, the Blockchain is a promising platform for the Internet of Things.
To achieve this purpose, it is necessary to implement cloud computing and con-
nect IoT devices with the Blockchain through a fog node [13] [14].

6.2. Platform of the SSM Component

Google Cloud Platform (GCP) is providing a set of general computing services
such as Amazon AWS, Microsoft Azure, and other platforms that provide sever-
al services to developers, and the services provided by GCP are storage, man-

agement, infrastructure, and connection service between Internet of Things de-
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vices, which is one of the platforms that have a strong security system, and in
order to achieve the implementation of SSM component on this platform the
Blockchain is linked with GCP through tools Software Development Kit (SDK)
It is a set of tools that help in managing applications in the GCP platform and
through which X-Bocks are sent and stored in the data store in the cloud [13]
[15].

7.10T-Blockchain Framework

Hyperledger is a Linux Foundation-hosted Blockchain platform that incorpo-

rates a modular extensible approach, interoperability, e ing highly secure

solutions, and ease of use.
The Hyperledger Blockchain frameworks ha

Iroha, and Hyperledger Sawtooth.

Smart Contracts are supported diff

Smart Contracts in H
machine that includes a client, and a permission Smart
Contract interpreter built m Virtual Machine’s (EVM) specifica-

tions. It also inc

native language code fofjimproved performance and security.
In addition, Burtow§ i ace offers a Remote Procedure Call (RPC) that

" in Hyperledger Fabric is an open-source Blockchain

ementation called chaincode, it is made up of the system’s ap-

17]. Also, the Hyperledger Fabric is written in programming languages
uch as Node.js, Go, and Java that implements a specific interface. It delivers
igh degrees of scalability, flexibility, resiliency, and confidentiality to support

the implementation of different components [16] [18].

Smart Contracts in Hyperledger Iroha is documentation that is updated to
reflect the latest Smart Contract functionality and provides a set of libraries, also
it includes queries that make it easier for distributed ledger technologies to be
integrated into IoT infrastructure [18].

Smart Contracts in Hyperledger Sawtooth is a distributed ledger that makes
Smart Contracts secure, especially for enterprise use. Hyperledger Sawtooth can
choose to write in seven programming languages to develop Smart Contracts in
Sawtooth.

Table 3 summarizes the comparison of Smart Contracts in Hyperledger
frameworks, for each framework, it will list the Smart Contract technology used
and the programming language used for Smart Contracts [16].
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Table 3. Smart contract in hyperledger frameworks.

Frameworks Support Smart Contract Programming language

Smart Contract application

B Native 1
urrow engine and permissioned ative language
Fabric Chaincode Node.js, Go, and Java
Iroha Chaincode Native language
Transaction Families and C++, Go, Java, JavaScript,
Sawtooth L 1
distributed ledger Python, Rust, or Solidity

8. Conclusions

In conclusion, this paper described IoT based on Blockghain to enfiance security

intervention.

On the other hand, one of the
tems in terms of security
-Blockchain has unlimited advan-
tages, it faces some chal
challenges.

Then, this pa
the following section is the most essential

tes the significance of component-based devel-

e presented from two aspects in general and in specific for

ponent by Google Cloud Platform (GCP). Finally, the paper goes
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