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Abstract

The aim of this research is to design a security system capable of monitoring,
diagnosing anomalies, predicting failures, and optimizing operations in iso-
lated GSM sites using sensor systems. In remote areas of Burkina Faso, the
reliability and security of telecommunications infrastructure is crucial to en-
sure continuous and efficient connectivity. Operators use GSM stations to
provide communication services across the country, even in the most remote
areas. To maintain the performance and integrity of equipment, the imple-
mentation of supervision and control systems is essential. This research fo-
cuses on the physical security of equipment and is important because it will
allow monitoring and having real-time information on isolated GSM infra-
structures with limited energy sources. We use Arduino, a SCADA system and
temperature sensors to design the system architecture and C++ language for
coding. The expected result is the implementation of a sensor-based security
system to allow administrators to be always alert via a signal relay from GSM
sites to the telephone operator.
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1. Introduction

SCADA systems are sophisticated technological solutions that enable remote mon-
itoring, control, and management of equipment. By combining various technolo-
gies such as sensors, these systems collect real-time data on equipment operation,
enabling rapid intervention in the event of failure or malfunction. This continu-
ous monitoring is particularly valuable for GSM stations located in hard-to-reach
areas, where manual intervention is often complicated and costly. A SCADA sys-
tem can control processes remotely, monitor, collect and process data in real time
and interact directly with devices (sensors etc.) using human-machine interface
(HMI) software. The system also logs events on servers. In addition, a SCADA
system can trigger alarms in the event of dangerous situations in facilities. These
systems are used to distribute data to enable informed decisions and communicate

system issues to reduce downtime.

2. Issues Related to the Management of GSM Sites

Isolated telecommunications sites frequently experience power outages that can
severely impact the quality of service provided. These outages can stem from a
multitude of factors, often related to the remote nature of these sites and the spe-
cific constraints of their power supply. Outages are frequently multifactorial and
can be difficult to predict. A comprehensive approach involving regular equip-
ment monitoring and the use of monitoring and control systems is essential to
minimize the risk of service interruptions. Power outages remain a persistent
threat, often caused by equipment failures, poor management of the transition
between different power sources, or adverse weather conditions. The causes of
power outages can be numerous, and restoration can take a considerable amount
of time. The main causes can include:

e Damaged inverter (DC/AC) or rectifier (AC/DC).

Rapid battery discharge, insufficient runtime.

- Surge protector (overvoltage)

- Faulty room air conditioning, resulting in overheated IT equipment and an
increase in temperature beyond the acceptable limit for equipment in the
room.

- Tripping of the circuit breaker due to a ground fault in the lighting.

- Tripping of thermal-magnetic circuit breakers due to overload or short cir-
cuit.

- Low fuel level in the generator tank.

- Mechanical failure of the generator. It is not always possible to prevent these
problems, but by being able to intervene quickly, it is possible to restore proper
operation and eliminate or mitigate some of the causes. The data monitoring
and control system solution for energy equipment continuously measures and
records room temperature and humidity, as well as key electrical parameters
(voltage, current), and the fuel level in the generator tank. This system also

monitors battery status, charge level, and input and output voltages.
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3. Methodology

The methodology consists of modeling the system, implementing a prototype,
coding with the C++ language and testing the system in a production environ-

ment.

— — —
. w— A4

Implementation of the | Coding the system Setting up a prototype
system architecture with the C++ language

Figure 1. Methodology used.

Figure 1 shows the steps of our working methodology which respect the fol-
lowing points:
e Implementation of the system architecture.
e System coding with C++ language.
¢ Implementation of a prototype.

e TFunctional test.

4. Functional Analysis of the System

Functional analysis of the system allows us to understand and describe the essen-
tial functions that the system must perform to meet the monitoring, control, and
management needs of equipment such as isolated GSM sites. To carry out this
analysis, we used the octopus diagram, a graphical tool used in engineering to
represent the main functions and constraints of a complex system, highlighting
the interactions between the different functions and requirements. In the context
of designing and implementing a SCADA system for isolated GSM sites, the oc-
topus diagram helps clarify the system’s main functions, as well as the associated
constraints. Below is a description of the main functions and constraints for such

a system. Table 1 below show the main function of the system.

Table 1. Main functions and constraint functions of the system.

The Main Function 1
Main Function 2
The Main Function 3
The Main Function 4
The constraint function 1
The constraint function 2

The constraint function 3

Measure real-time data from sensors (temperature, humidity, battery voltage, fuel level, etc.).
Display the collected data on an interface to allow operators to monitor the status of the sites.
Detect anomalies, generate alerts, and notify operators if critical thresholds are exceeded.
Allow remote control of equipment (activation/deactivation, settings, etc.).

Interruptions in communication can affect real-time monitoring and remote control

Low energy consumption and an integrated battery to minimize the impact on local resources

Compatible with equipment for data collection (solar panels, batteries, inverters).
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To define all the system’s constructive functions, based on the service functions
it must perform, we developed a FAST (Functional Analysis System Technique)
diagram. Furthermore, this FAST diagram will clarify the technical choices for the
energy equipment monitoring and control system by establishing the technical
functions.

Table 2. Service functions (FS) and Technical functions (FT).

Function Service (FS)

Technical function (FT)

Associated Components

FS1: Detect the
anomaly

FT1: Acquire the measurements
FT2: Process the measurements
FT3: Centralize the data

FT4: Communicating
information remotely

Sensors

Methods of treatment
local network

Communication
protocols & the internet

FS2: Notify the
maintenance manager

FT1: Report the anomaly
FT2: Display related measures

Alert and message
Ul

FS3: Acting on the
system

FT31: Reconfigure operating
parameters

Actionneurs
(climatisation éclairage,
source, etc.)

Archive data and
events

FT32: Stop the production
system
FT41: Store the measurements

FT42: Recording Events

Commands
Servers and databases

Servers and storage

systems

5. Setting up the System Architecture

The system architecture consists of connecting the various sensors to the Arduino
system. The one used is the Arduino Uno wich is a microcontroller board featur-
ing an ATmega2560 processor, 14 digital I/O pins (6 PWM), 6 inputs, a 16 MHz
crystal, and USB/power connections. It supports UART, 12C, and SPI communi-
cation protocols. Key connections include a USB Type-B port for programming
and communicating with sensors. These sensors will transmit the status of the
lighting, the temperature functionality, and the fuel level used as an energy source
on GSM sites. The signal will be retransmitted to a server which will be used by a
computer or a smart phone connected to it as shown in the diagram below. Sen-
sors are real mechanical devices that convert one kind of electricity into another.
Sensors turn an actual thing into an electrical current to carry out the specified
activity. In outdoor lighting, the system’s sensors, for instance, can measure the
brightness of the light by converting it into an electrical signal [1]. Sensor tech-
nology is arguably one of the most significant inventions in the past couple of
decades. With the ever-evolving engineering behind the sensor, its role in the
power system landscape is dynamic and vital in nature. In recent years, the

transmission and distribution systems have relied heavily on sensor technology.
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Knowledge about the fluctuating nature of the system parameters such as the
range of currents, operating voltages, working temperatures, dynamic electric,
and magnetic fields to even the moisture content, and the acoustics emanating
from various transmission and distribution line equipment are essential for effi-

cient monitoring and control purposes [2].

l L’ordinateur

I Smartphone
I L’envoi des données

IP, UART (commun, sérle TX/RX) I

N o

l Servenr I

ol

[ Noderncu ESP 2866

l Erivol urie trame de données

Capteur de température et humidité
relative.

Capteur de niveau de carburant.

Ecran

—

Arduino Méga 2560

Capteur de courant de la charge.

Capteur de tension de batterie.

Sy

Figure 2. System architecture.

Alimentation

Figure 2 shows the system architecture. It explains the different level of security
that will be check.

6. System Coding

The language used is C++, which is used on the Arduino IDE. C++ is one of the
best language for programming on Arduino [3]. The code allows you to check a
specific temperature and send alerts if the lighting is faulty or the air conditioning
system does not meet the standards. The following code defines a threshold of
30.0°C and a brightness of 350°C. Depending on the temperature and lighting in
the site, an alert is transmitted through FH. Arduino technology embraces hard-

ware and software to support the designing and production of creative solutions

[4].
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// === Broches actionneurs =---
#define BUZZER 8

$define LED ROUGE &

#define LED_JAUNE 10

#define LED BLEU 11

#define BOUTON 3

ff === Senils ---
fdefine HI MAX 30.0 // seuil de tempérarure ressencie (°C)
fdefine LUM SEUIL 350 // seuil luminosité

/! --- Variables d'érat ---

bool alerteHI = false;

bool alertelum = false;

bool acquitte = false;

unsigned long acquitStart = 0;//moment de 1'acquitement

const unsigned long delaillcquit = 15000; // pause aprés acquittement

// --- Fonction calcul indice de chaleur --—-
float computeHeatIndex(float T, float RH) {
return T - 0.55 * (1 - RH/100.0) * (T - 14.5);

void setup() {
Serial.begin (9600);
dht.begin();

pinMode (LED_ROUGE, OUTEUT);
pinMode (LED_JAUNE, OUTEUT);

pinMode (LED BLEU, CUTEUT):

pinMode (BOUTON, INPUT); // montage en pull-down

Figure 3. Code for temperature and fixed lighting at 30 and 350.

Figure 3 shows in detail the different configuration steps that are uploaded to

Arduino while respecting certain operating rules.

£ ——-— Broches ACTIOANEUTS -———
#define BUZZER 8

#define LED ROUGE 5

#define LED JAUME 10

#define LED BLED 11

#define BOUTOM 3

Ff === Sguils ———

#define MI_MAX 10.0 S/ meuil de tempéracure resassntie (°C)
#define LUM SEUIL 350 Ff seuil luminosité

Fra -= Vaziables d"€tat =—=-=-

ool alerteHI = false:
1 alertelum = false;

acqguitStazt = 0;//moment de l'acquitement
long delaifcquit = 15000: // pause aprés acquitcement

£Hf === Foncoion caloul indice de chaleur ---
sputeHeacIndex (float T, float RH)
8T - 0.5 " (1 - RH/100.0) * (T - 14.5);:

vaid sesup () |
Serial.begin (B600)
dhe.begini);

sinMode (LED _ROUDGE, OUTFUT):

fode (LED_JAUNE, © L

{ode (LED BLED, OUTPUT):

INPOT): // montage &n pull-down

-
F
=
=

digitalWrice :L!D_ROUG!_ L) ;

Figure 4. Fixed temperature and brightness code at 10 and 350.
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Figure 4 code defines a temperature threshold of 10 and a brightness threshold
of 350.

The hardware that Arduino uses is known as the Arduino development board
while the software for the code development is the Arduino Integrated Develop-
ment Environment (IDE). Built up with an 8-bit or 32-bit Atmel microcontroller,
Arduino can be easily programmed by using variants of the C or C++ language in
the Arduino IDE [5].

7. Prototype Setup

After the various phases of coding and uploading the code to the Arduino circuit,
we obtain a prototype ready for testing. Prototypes are a fundamental part of any
development. There are many ways to perform a test for a trial. Some trials have
several tests in their procedures. Without Tests & Trails, a new idea does not ad-
vance in its technological maturity (TRL—Technology Readiness Level) and thus
lengthens path of becoming a product [6]. The figure above shows the prototype
of the system, which is now ready.

Figure 5. Prototype of the functional system.

Figure 5 shows the physical system as functional and ready for testing. It com-
prises all the components involved in the system’s operation. Note that the LED
is illuminated as specified in the code and that the device is functional. Battery
Energy Storage Systems (BESS) combined with low-energy, renewable sources
minimize local environmental impact by smoothing, storing, and discharging en-
ergy during peak demand. These integrated, systems reduce reliance on the grid,

enhance energy resilience, and improve efficiency.
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8. Results Obtained

After following all the steps to implement the system, the results based on the
random values we used as conditions in our code accurately confirm the optimal

functioning of the system based on the rules and formulas we considered.

System Functionality Test

The system is mainly tested on a university laboratory with a GSM infrastructure
integrated. With a test temperature of 300 and a brightness of 350 as shown in
Figure 3, the following results are obtained, with a clear timestamp from the sys-
tem specifying the various alerts to the nearest second.

—Threshold

Temperature: 30°C

Brightness: 35°F

—Expected Result

Status: Brightness problem
LED: Yellow
Message: Brightness alert

COom4

ALERTE ECLAIRAGE !

7 Luminosité mesurée : 321 (valeur analogidue)

7 Seuil minimum quis : 350

® Vérifier 1= t dféclaizrage (lampes défectususe ou coupure)
ALERTE ECLAIRAGE !

¢ Luminosité mesurée : 247 (valeur analogique)

7 Seuil minimum requis @ 350

¥ Vérifier le circuit dféclairage (lampe défectueuse ou coupure) !

7 Luminosité mesurée : 255 (valeur analogigue)

¥ Senil minimum requis : 350

¥ Vérifier le circuit d’éclairage (lampe défectueuse ou coupure) !
ALERTE ECLAIRAGE !

7 Luminosité mesurée : 247 (valeur analogique)

7 S5euil minimum requis : 350

® Vérifier 1l t dféclairage (lampe défectueuse ou coupure)
ALERTE ECLAIRAGE !

7 Luminosité mesurée : 236 (valeur analogigue)

¥ Seuil minimum requis : 350

¥ Vérifier le circuit dféclairage (lampe défectueun

=

=
o

[ergre—

L -

N

[
-]

Figure 6. Lighting alerts.

Figure 6 shows that in our test we used a minimum required lighting threshold
of 350. However, the sensors continuously measured 321, 247, 255, and 236, re-
sulting in a series of alerts that will be relayed to administrators for decision-mak-
ing.

For a test conforming to the characteristics of Figure 4, we obtain the following
results, as shown in Figure 7.

—Threshold

Temperature: 10°C

DOI: 10.4236/jst.2026.161001
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Brightness: 35°F

—Expected Result

Status: Brightness and temperature problem
LED: Yellow and red

Message: Brightness alert and temperature alert

Humidite relative : 63.50 %
Température ressentie (indice de chaleur) : 26.9%7 °C
Vérifier immédiacems le systéme de wentilation !

RLERTE ECLAIRAGE
Luminosité mesurée : 24€ (valeur analogique)

Seuil minimum reguis : 350

Vérifier le circuit d'éclairage (lampe défectucuse ou coupure) !

LERTE VENTILATION !
Température mesursés @ 30,10 °C
Humidicé relative : 63.50 %
Température ressentie (indice de chaleur) : 2&.8%7 °C
Vérifier immédiatement le systéme de ventilation !
ARLERTE ECLAIRAGE !
Luminositéd mesurde : 264 (valeur analogigque)
¥ Seuil minimum reqguis : 350
¥ vérifier circuit déclairage (lampe défectususs ou coupurs) !
e
-» B ALERTE VENTILATION !

= Température mesurés : 30.
Humidité relative : 63.50 %
Température ressentie (indice de chaleur) : 26.9%7 °C
WVérifier immédiatems le systéme de ventilation !

0 o

ALERTE ECLAIRAGE !

Luminosité mesurée : 267 (valesur analogigue)

Seuil minimum reguis : 350

circuit dféclairage (lampe défectueuss ou coupurs) !
B RLERTE VENTILATION !

Température mesurée : 30.10 *C

Humidité relative : 63.50 %

Température ressentie (indice de chaleur) : 26.5%7 *C

Vérifier mddiatement le systéme de wventilation !

@ o

ALERTE ECLAIRA
Luminosité mesur : 248 (waleur analogigue)

Seuil minimum reguis : 350

WVérifier le circuit dféclairage (lampe défectueuse ou coupure} !

0w

16:58:

Figure 7. Brightness and temperature alert.

Figure 7 shows a lighting alert related to either a power outage or a faulty lamp,
and also a ventilation alert.

The system for controlling temperature is achieved by using Arduino Uno-
based microcontroller system. Arduino Uno due to its increased popularity is used
on various system. Temperature sensor and Arduino Uno are the hardware used
interfaced with computer, and the temperature is controlled in the room [7].

For a test with the following characteristics, we obtain these results:

—Threshold

Temperature: 10°C

Brightness: 150°F

—Expected Result

Status: Temperature problem

LED: Red

Message: Temperature alert

Figure 8 shows ventilation alerts related to a temperature problem. These alerts
are important for enabling appropriate actions to be taken at GSM sites. This helps

to better secure their system. An arduino system is defined as a collection of sen-
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sors, actuators, communication devices, and computing devices that are con-
nected to each other to provide homeowners with services and applications (e.g.,
safety and security, automation, entertainment, and energy management) with

minimum or no intervention [8].

1€: :00.2 » B ALERTE VENTILATION !

1€:55:00.165%
16:8%5:00.212
1€:5%:00.2¢€0
1€:55%:00.306
1l€:55:00.353
L6x5S5:02.490%
16:55:02.409%
1€:55:02.45S
1€:55:02.501
1L6:55:02.5¢8
16:55:02.595
18:55:04.65)
1€:55:02.653
1€:55:02.65%%
16:55:04.954
1€:8%:04.9558

Tesmpérature mesurde : 30.10 *C

Husidicé relactive : €4.40 %
> Tesmpéracure ressencie (indice de chaleur) : 27.05 *C

P Veéerifier immédiatement le systéme de ventilatzion !
B ALERTE VENTILATION !

Tes=pérature mesucée : 30.10 *C

Humidicé relative : €4.40 %

Tempézature ressentie (indice de chaleur) : 27.0% *C
immédiatement le systéme de ventilaztion !
B ALERTE VENTILATION !

Te=péracure mesurde 1 30.10

Humidité relactive : E4.40 %

Température sessentie (indice de chaleur) : 27.05 *C
' Vérifier immédiatement le systéme de ventilation !

L

=

LEISS:04.8680 -5 mmmmm e ———————————————
1€:5%:02 B ALERTE VENTILATION *

1€: v Tempéracture mesucsée : 30.10 *C

i€z Humidicé zelative : €4.30 %

1€:55:04.756
1€6:8SS:04.687
1€:5%5:08.640
1€:85:09.851
1€:55:09.5%1
L€:55:08.3238
L6:55:095.2¢85
1€:55%:03.850
1€:55:07.58)
1€:855:01.550
16:5S53:11.450
L€:55:11.462
1€:85%5:13.€53
1€:55:15.250
L€:8SS:18
113.555
i11.400
1.5%0
1l.447
ii.Ses
11.831

> Tex=pérature ressenctie (indice de chaleur) : 27.04 *C
’ Vérifier immédiacement le systéme de ventilaction !

B AILFRTE VENTILATION ¢

Tempédratucre mesusrée : 30.10 c

Bumidicé relactive : €4.30 %

Te=pérature ressentie (indice de chaleurs) : 27.04 *°C
® Vérifier immédiatement le systéme de wventilacion !
B AILFRTE VENTILATION !

Tespérature mesucée : 30.10 <

Bumidicé relactive : €4.30 %

Tempéracure ressencie (indice de chaleur) : 27.04 *C
P Vérifier imméidiarement le systéme de -«

U

U |

2]

“

L
|

B AIFRTE VENTILATION !
Tempéracure mesurde : 30.10 *C
Humidicé relactive : 64.30 %
Tempéracture zessenctie (Lndice de chaleur) : 27.04 *C

® Vérifier immédiatement le e de wentilaction !

lLE&:5S 15.545 B ALERTE VENTILATION *
L€:58:15.€654 r Température mesuzée : 30.10 *C
1€:55:1i53.850 Humidicée relative : €4.30 %

16:SS115.533
1€:5%:16.050
1€:85:16.074
1€:55:16.079%
1€:5%:18.119%
L6:55:18.113
A6:55:15.212
1€:55%:18.258
1€:55:18.307
LE€:SS:30.579%
1L€:5%:20.326€3
1€:5%:20.4909%

Température ressentie (indice de chaleur) : 27.
P Verifier immédiatement le systéme de ventilatio

LI T A |

20

> B ALERTE VENTILATION !
Tempéracture mesucée 1 30.10 *C
HBumidité® relative : €4.30 &%
Te=mpérature regsentie (indice de chaleur) : 27.04 <
® Vérifier immédiatement le systéme de wvenctilaction !

N

B ALERTE VENTILATION *

Tex=pézrature mesusée : 30.10 <

Bumidicé relacive : €4.30 %
l1€:55:20.456 Tempéracvure ressencie (indice de chaleur) : 27.04 *C
L€:5S:20.503 ® Vérifier immédiatement le systéme de ventilation !
lE:SS190.5%50 -3 cccccccccccc s cCCCECC e e .-

b

Figure 8. Ventilation alerts.

In our research, functional analysis is important as Table 2 shows. It’s a method
that integrates the need that will mark the product characteristics, technical solu-
tions to satisfy its requirements, as well as the topological analysis that lays the
groundwork for the future product development. It enables to characterize the
functions offered by a product in order to satisfy the user’s needs [9]. We also used
FAST in our research because Construction projects require costs as a very im-
portant element in their implementation. There are several alternative methods
that can be used as a rationale for conducting studies on cost savings. One of the
alternatives that can be used for savings by eliminating unnecessary costs so that
the value of the project can be reduced is Value Engineering (value engineering).

One of the important stages in VE is the analysis of functions whose purpose is to
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identify the functions that are most beneficial for the study of VE. The method
used in the analysis of this function is the Function Analysis System Technique
(FAST) Diagram with the aim of defining the function of each work item analyzed
and can review the basic functions that are used as guidelines in the selection of
alternative designs for cost savings [10].

The results are obtained from tests performed on real GSM equipment, the out-

puts of which are displayed on our screens in our university laboratory.

9, Conclusion

The development of technology has profoundly transformed our way of life, open-
ing up new possibilities in various fields, including surveillance and control [11].
In this research, we established the importance of managing and securing remote
sites, which are crucial for telecommunications companies in Burkina Faso. We
designed the system, then implemented a prototype, using an object-oriented pro-
gramming language. The results are convincing and can be used in a production
system to secure GSM sites, providing adequate security control and supervision
of critical aspects essential to their proper operation. The results demonstrate that
alerts are sent to enable administrators to make appropriate decisions. These alerts
can be sent to the central system, mobile phones, or servers through FH. With
arduino you can build real, working projects like LED blinkers, motion detectors,
temperature sensors, and even interactive devices with displays and buzzers—all

while mastering the core programming concepts that power them.
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