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Abstract

The literature on using Artificial Intelligence (AI) systems for elaborating and
implementing public policies is under development. Therefore, little is known
about how the public sector can and should use Al responsibly and in what
situations it has been able to do so. To partially fill these gaps, we investigated
the use of facial recognition (FR) systems to combat fraud in discounts and
gratuities guaranteed by law to specific groups, such as students and the el-
derly, in the 30 largest Brazilian municipalities. Based on primary data ga-
thered through the Access to Information Law, we found that 14 use the
technology in question for the investigated purpose, and we prepared the Fa-
cial Recognition Responsible Use Index (FRRU-I) and the Facial Recognition
Responsible Use Scale (FRRU-S). None of the cities studied reached the “Very
high” level in the FRRU-S; five of them achieved “High” level scores; three
were at the “Intermediary” level; two obtained a “Low” score, and the re-
maining four showed a “Very low” score. These results suggest that the larg-
est cities in the country do not have the necessary administrative structures for
the responsible use of FR systems or do not know how to mobilise the struc-
tures they have to promote such use. Our findings also indicate that the public
sector’s unfamiliarity with FR systems may extend to other AI applications.

Keywords
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1. Introduction

Artificial Intelligence (AI) is “a machine-based system that can, for a given set of

human-defined objectives, make predictions, recommendations, or decisions in-
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fluencing real or virtual environments. Al systems are designed to operate with
varying levels of autonomy” (Organisation for Economic Cooperation and De-
velopment [OECD], 2019). These qualities have encouraged many governments
to adopt different applications of Al In an extensive inventory of uses of this
technology in the public sector, Berryhill, Heang, Clogher and McBride (2019)
mention, among other examples, that Portugal has resorted to chatbots equipped
with Natural Language Processing technologies to bring citizens and the public
machine together during the provision of public services; that, concerned with
preserving biodiversity, Australia has been using Machine Learning (ML) tech-
niques to make its satellites learn to recognise and classify different land uses;
and that Denmark plans to use Al systems to help public officials make decisions
about granting social benefits. Kirwan and Fu (2020) also found different uses of
Al, especially in smart city projects—both in traditional cities such as Beijing,
London and New York and in newly built or under construction cities such as
Songdo, Masdar and NEOM.

In addition to the intention to use Al to improve State actions, the examples
above have a second common characteristic. In all of them, the AI uses are re-
cent or experimental. This originality has given rise to positive and negative
projections on the use of Al by the State. The first group comprises works such
as Engin and Treleaven (2019)—which list how a series of technologies based on
algorithms can contribute to the automation of public services, thus reducing the
arbitrariness of public decisions, and Eggers, Schatsky and Viechnicki (2017)—
who estimate, for the US case, that AI technologies can help automate adminis-
trative activities, saving public budgets up to US$ 41.1 billion annually. In the
second group, studies discuss the possibility of algorithmic technologies making
the State hyper-vigilant (Zuboft, 2019) or, thanks to opaque systems, entirely re-
fractory for any accountability (Busuioc, 2020).

Amid social fears and hopes projected onto technology, the empirical litera-
ture on the use of Al by public agencies has found it challenging to move for-
ward, often being summarised in discussions of pilot projects and speculations
about the risks and benefits associated with it (Sun & Medaglia, 2019; Sharma,
Yadav, & Chopra, 2020; Yigitcanlar, Corchado, Mehmood, Li, Mossberger, &
Desouza, 2021). Because of this, we still lack concrete references to guide the re-
sponsible use of Al in public administration, which led us to ask: what factors
are necessary for such use to be possible?

Guided by the above questioning, we structured a two-pronged research
agenda. The first front aims to define the expression “responsible use of AI” in
the light of theoretical debates about this technology and, based on this defini-
tion, to evaluate empirical cases of Al uses in the public sector. Informed by the
literature on State capacities at the local level (Coelho, Guth, & Loureiro, 2020),
the second part seeks to test the hypothesis that the greater the bureaucratic ca-
pabilities of the public machine, the more responsible the use of Al This article
presents the results of the first of these two work fronts and deepens theoretical

and empirical discussions made in Brandio (2022), Branddo, Oliveira, Peres,
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Jnior, Papp, Veiga et al. (2022), and Brandao, Oliveira and Janior (2022).

As we will see, we investigated the use of facial recognition (FR) systems to
combat fraud in discounts and gratuities guaranteed by law to specific groups in
the largest Brazilian cities. More precisely, our investigation focused on a set of
30 towns that meet at least one of two criteria: they are state capitals and/or have
at least one million inhabitants. We found that these municipalities face difficul-
ties in using FR systems responsibly. This result suggests that the largest Brazili-
an cities do not have the necessary administrative structures to promote the re-
sponsible use of FR systems or do not know how to mobilise the structures they
have to encourage such use.

In addition to this section, the article is composed of three others. In Section
2, we review the literature on the responsible use of Al by public departments,
and based on this review, we justify the focuses of our investigation. Section 3
presents the methodology used to create the Facial Recognition Responsible Use
Index (FRRU-I) and the Facial Recognition Responsible Use Scale (FRRU-S) and
discusses our results, highlighting that future studies should not only deepen the
investigation of State capacities and responsible uses of Al but also investigate
whether our findings are valid for other Al technologies. Finally, in Section 4, we

conclude the article

2. Literature Review

This section consists of three parts. In Subsection 1, we present the methodology
used to select the papers that were read and evaluated. In Subsection 2, we posi-
tion the expression “responsible use of AI” in the universe of selected texts. In
Subsection 3, we emphasise the empirical works analysed to demonstrate con-

crete challenges to the responsible use of Al in the public sector.

2.1. From the Research Field to Theoretical Discussions on Ethics
in Al

The expression “responsible use of AI” is used by different actors. These include
the Canadian government and consultancy firm Oxford Insights—just to men-
tion two examples. On its official website, the former has an “entry” dedicated
exclusively to this topic, in which it gathers, among other contents, principles for
the effective and ethical use of AI applications by federal agencies, lists of sup-
pliers qualified to offer AI products to public entities, and standards to be ob-
served by federal bureaucracy bodies when using systems capable of making au-
tomated decisions (Canada, 2021).

On the other hand, Oxford Insights periodically maps the level of readiness of
different governments for adopting the technology in question. In the 2020 edi-
tion of the survey, Shearer, Stirling and Pasquarelli (2020) prepared the “Re-
sponsible AI” sub-index for a set of 34 countries, which possess four dimensions:
inclusivity, accountability, transparency and privacy. As shown in Table 1, they

work with nine indicators.
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Table 1. Shearer et al.’s (2020) Responsible AI Index.

Dimension  Indicator Source Hypothesis
Inclusivity Income Inequality World Bank AJ and automation are most likely to exacerbate inequality in already
unequal countries
Automation (Not Identified) The most automation-ready countries will be best placed to ensure
Readiness Index inclusive AI-driven growth
Accountability Voice and World Bank In societies with higher levels of voice and accountability, citizens will be
Accountability able to challenge irresponsible uses of AI by governments
Freedom on the net Freedom House Countries that grant citizens free and unfettered access to the Internet
will allow those citizens to access the relevant information to hold
governments accountable
Transparency Corruption Transparency Governments that are perceived as corrupt are less likely to implement
Perception Index  International Al in transparent and open ways
Corporate Political Transparency Powerful private companies can lobby governments for fewer regulations
Engagement Index International on Al and less scrutiny of their own irresponsible practices
Privacy Rule of Law World Bank Countries with robust respect for rights and the rule of law will be more
likely to implement Al in a way that respects privacy rights
Surveillance (Not Identified) Countries with extensive existing surveillance industries are at risk of
Industry Index implementing Al in a way that undermines privacy
Al Surveillance Carnegie Countries that use AI more extensively for surveillance are at higher risk
Index Endowment of abusing those capabilities

Source: Shearer et al. (2020)—Adapted.

Without offering an explicit definition for the expression “responsible use of
AT”, Shearer et al. (2020) make it possible to understand that it refers to Al uses
that do not deepen deficits in inclusivity, accountability, transparency and pri-
vacy. This understanding is echoed in the concept “Artificial Intelligence for so-
cial good”. Proposed by Luciano Floridi, one of the most prolific Al ethicists, it
carries the idea that the design, development and employment of AI systems
should “(i) prevent, mitigate or resolve problems adversely affecting human life
and/or the wellbeing of the natural world, and/or (ii) enable socially preferable
and/or environmentally sustainable development” (Floridi, Cowls, King, & Tad-
deo, 2020: pp. 1773-1774).

As can be seen, practical uses of the expression “responsible use of AI” make
it possible to associate it with the term “ethics”. Concerned in investigating
whether academic documents support this association, we researched three
combinations of terms in the Scopus database: (i) artificial intelligence AND
ethics; (ii) artificial intelligence AND public policy OR public sector OR public
administration OR government; (iii) artificial intelligence AND ethics AND
public policy OR public sector OR public administration OR government. In the
three cases, we used five filters: (i) Open Access: “All Open Access”; (ii) Year:
€20227; “20217; “20207; “20197; “20187; (iii) Subject area: “Computer Science”;

“Social Sciences AND Arts and Humanities”; (v) Document type: “Article”;
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“Conference Paper”.

As we combined three combinations of terms and two subject areas, we gen-
erated three pairs of lists, which were ordered from the most cited document to
the least cited document, considering the 20 most cited documents. The selec-
tion of documents to be read was based on two criteria: (i) in each of the three
pairs, we read all the documents common to both lists; (ii) excluding these texts,
we read the two most cited from the “Computer Science” lists and the two most
cited from the “Social Sciences AND Arts and Humanities” lists. (In the second
case, we made some exceptions, such as reading more than two documents or
replacing reading a much-cited document for another less-cited document).

Finally, we carried out similar searches in the journals Public Administration
Review (PAR) and Regulation & Governance and the Brazilian journals Revista
da Administra¢do Publica and Revista do Servigo Publico. In these last two, we
did not find any articles on Al In Regulation & Governance, we came across ar-
ticles related to this technology, but—after reading their abstracts—we judged
them irrelevant to our investigation. Finally, in PAR, we identified—by reading
the abstracts—four articles published between 2018 and 2022 that were adherent
to our research.

The searches above culminated in the selection of 42 documents. They are
listed in Methodological Annex 1. (It can be found in the digital annex that inte-
grates this paper. Its link is available below in “Methodological Annexes”.) We
added others to this set of documents on Al and public policy. The analysis of
this bibliographic universe led us to conclude that the use of AI by public offices
should not be evaluated only by its consequences—as Floridi et al. (2020) and
Shearer et al. (2020) may lead one to think—but also by the existence of means
that make possible the responsible use of Al In other words, a government that
resorts to Al applications without preparation can be considered irresponsible

from the moment it deploys them.

2.2. Theoretical Discussions on Ethics in Al: A Brief Overview

Among the documents reviewed, some are concerned with mapping the field of
studies on the relationship between ethics and Al This is the case, for instance,
of Yu, Shen, Miao, Leung, Lesser and Yang (2018) and Winfield, Michael, Pitt
and Evers (2019). However, most of them are dedicated to reviewing public and
private treaties on ethics in Al—as Morley, Floridi, Kinsey and Elhalal (2020)
and Hagendorff (2020)—or to discussing particular ethical principles, such as
“privacy”, “explainability” or “accountability”. The works of the first of these
two groups make it clear not only that the term “ethics” is polysemic but also
that the treaties on the subject lack enforcement mechanisms, giving rise to a
risk that Hasselbach (2019) (as cited in Aitken, Toreini, Carmichael, Coopa-
mootoo, Elliott, & Moorsel, 2020) calls “ethics washing”: the practice of public
and private institutions publishing AI ethics treaties just to appear concerned

about the topic. A similar danger is that codes of ethics have no impact on re-
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searchers and developers of AI applications. In this sense, Vakkuri, Kemell and
Abrahamsson (2020) point out that:

McNamara et al. (2018) studied the impact the ACM [Association for
Computing Machinery] Code of Ethics had had on practice in the area [of
computing machinery], finding little to none. This also seems to be the case
in AI ethics: in a recent paper (2020), we studied the current state of prac-
tice in Al ethics and found that the principles present in the literature are
not actively tackled out on the field. (p. 196)

Among the works that discuss ethical principles, the term “ethics” ends up
being defined by examples or being equated with a specific principle, without
making it clear the definition of “ethics” used by the authors and for what rea-
sons the observance of the principle under discussion is instrumental to the ex-
istence of ethics in Al. This approach can be found in Stahl and Wright (2018),
Martin (2018), Felzmann, Villaronga, Lutz and Tamo-Larrieux (2019), Milano,
Taddeo and Floridi (2020) and Robinson (2020), among others.

Floridi, Cowls, Beltrametti, Chatila, Chazerand, Dignum et al. (2018) are the
only authors to offer a complete theoretical framework. According to them, the
ethical uses of Al are those that promote human dignity, and the means to
achieve this end is respecting five principles: “beneficence” (“do only good”),
“non-maleficence” (“do no harm”), “autonomy”, “justice” and “explicability”.
For the authors, human dignity consists of “[...] who we can become (auto-
nomous self-realisation), what we can do (human agency), what we can achieve
(individual and societal capabilities), and how we can interact with each other
and the world (societal cohesion)” (p. 690). The good uses of Al the authors go
on, are those that contribute to the flourishing of these four elements. In con-
trast, harmful uses damage them - either because the technology was misused or
used in situations in which it was not needed. The authors also envision oppor-
tunity risks linked to AI, which occur in cases where AI could promote human
dignity. Still, the technology is discharged for fear or ignorance of the actors in-
volved.

Going further, Floridi et al. (2018) observe that, except for the principle of ex-
plicability, the above principles are the most frequent in AI ethics treaties, such
as the Asilomar AI Principles and the Montreal Declaration for a Responsible
Development of Artificial Intelligence—both published in 2017. The authors also
claim that these principles apply both to those who develop AI systems and to
the systems themselves. In other words, we can understand from Floridi et al.
(2018) that the imperative “do no harm”, for example, must be used to assess
both the behaviour of the developers of the technology and the functioning of
the technology in non-laboratory contexts.

The first principle (“beneficence”) relates to promoting well-being, sharing
social benefits, and advancing the common good. “Non-maleficence” usually re-
fers to privacy protection in the treaties reviewed by the authors. “Autonomy”

usually rules that human beings must be capable of choosing in which situations
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they want to delegate decision powers to intelligent systems and in which cases
they want to revoke this decision. The principle of “justice”, in turn, refers to the
use of Al to promote prosperity and preserve solidarity. Finally, the authors
point out that “explainability” is a principle that appears diffusely among the
documents they analysed. Floridi et al. (2018) understand it as a synthesis of
“intelligibility” (“how do AI systems work?”) and accountability (“who is re-
sponsible for the way Al systems work?”).

In our bibliographic universe, the most incisive criticism of the theoretical
framework above is presented by Robbins (2019), which refers to the principle of
“explainability”. For him, the way Floridi et al. (2018) address this principle
suggests that Al system operators should be able to understand the technical in-
tricacies that convert inputs into outputs and, based on this understanding, as-
sess whether the latter should be accepted or rejected. The author opposes this
understanding arguing that “[i]t is the context and the potential harm resulting
from decisions that drive the moral need for explicability—not the process by
which decisions are reached” (p. 495). For this reason, according to Robbins
(2019), no decision that requires explanation should be made by an Al algorithm
since what is at stake are the premises that base the decision. Furthermore, if a
human being needs to be able to know and explain all the assumptions that un-
derlie an Al system and how they relate to each other, such systems are not ne-
cessary.

Two hypothetical examples discussed by the author are especially effective in
illustrating his point. For him, we may want to understand how an ML algo-
rithm that proved efficient in predicting weather conditions works. This desire,
argues Robbins (2019), is based on our intention to know more deeply about
climatic conditions and not on the perception that it would be wrong to use
pieces of information that we do not know how they were generated. On the
other hand, if we understand that a predictive policing or credit rating system is
based on racial information, we disapprove (or should disapprove) of using
these systems—regardless of their accuracy rates. As can be seen, for Robbins
(2019), algorithmic opacity is not a problem in itself—what would demand at-
tention is the context in which it occurs.

Robbins’ (2019) critique of Floridi et al. (2018) seems unfounded to us since
the theoretical framework of the latter allows us to state that the uses of opaque
Al systems in morally sensitive situations characterise a situation in which the
technology must not be used since it can damage human dignity. However,
Robbins’ (2019) position on the limitations of human supervision is pertinent,
especially when considering recent research findings by Green (2021).

The author reviewed 40 documents with guidelines on human oversight of
algorithmic systems—such as AI systems—used by governments. This set in-
cludes, for instance, the European Union General Data Protection Regulation
(GDPR) and the Brazilian General Data Protection Law (Lei Geral de Protegdo
de Dados Pessoais—LGPD, in the Portuguese acronym). Green (2021) con-

cluded that many of the guidelines investigated fail to make human supervision
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an instrument capable of preventing or correcting errors in algorithmic systems,
but that, in what one could call a clear example of ethics washing, the mere exis-
tence of these guidelines legitimises the use of these systems, even when they are
flawed or present low levels of accountability. Based on these findings, the au-
thor proposes two courses of action:

First, rather than crafting blanket rules that enable governments to use al-
gorithms as long as a human provides oversight, policymakers must place
far greater scrutiny on whether an algorithm is even appropriate to use in a
given context. Second, rather than assuming that people can oversee algo-
rithms effectively, policymakers must empirically evaluate whether the
proposed forms of human oversight can actually function as desired. A
central principle guiding this proposal is to increase the burden placed on
agencies to affirmatively justify both their decisions to adopt algorithms

and their proposed mechanisms for governing those algorithms. (p. 23)

Green’s (2021) considerations touch on two challenges. The first one is to un-
derstand whether human intervention can prevent or correct Al errors and thus
ensure that the use of AI systems improves State actions. Secondly, Green’s
(2021) findings indicate it remains to be investigated the capacity of public of-
fices to assess whether or not an Al application is necessary and, if so, their abil-

ity to adopt governance structures regarding the use of this application.

2.3. Back to the Research Field: A Landing in Empirical Studies
2.3.1. Types of Al Uses in the Public Sector

As we saw in the introductory section of this article, there are a growing number
of reports of Al use by public offices. However, a lack of systematisation has
prevented us from knowing in which areas the technology has been most used,
the main benefits obtained through it, and, in the case of errors, which are the
most frequent. The works by Engstrom, Ho, Sharkey and Cuéllar (2020) and
Coelho and Burg (2020) do not fill all these gaps, but they present an overview of
the use of Al in the public sector. The first one refers to the US, and the second
to Brazil.

Of the various research findings by Engstrom et al. (2020), we highlight that,
of the 142 US federal agencies surveyed, 45% use or have already tested AI tools,
especially ML ones, both in administrative activities and in actions that directly
impact citizens. In the first group are tools to contain cyberattacks, optimise the
management of internal resources and analyse large volumes of data during the
policymaking process; in the second, some software helps public managers to
make decisions about social benefit granting and about people to be monitored
by public agencies.

Coelho and Burg (2020), in turn, identified 44 Al tools used in the Brazilian
federal public administration. Out of these, 20 are used within public agencies
and are responsible for generating results that support human decisions. The

Bem-te-vi tool, for example, is used by the Superior Labour Court to assist its

DOI: 10.4236/jssm.2022.155032

558 Journal of Service Science and Management


https://doi.org/10.4236/jssm.2022.155032

R. Branddo, G. Arbix

servers in classifying cases. Another eight tools involve decision-making but are
used in the State’s relationship with citizens. The chatbots present in some pub-
lic hospitals are an example of this type of use, as they are responsible for the
triage of patients. Finally, the remaining 16 tools are used within public offices
but do not involve decision-making—either by the technology itself or by hu-
man beings who use them in work processes. They are, for example, software
that helps public managers to analyse large volumes of data, such as contribu-
tions received in public hearings.

As can be seen, the typology of Coelho and Burg (2020) comprises four uses of
AIL (i) internal, with decision-making; (ii) internal, without decision-making;
(iii) external, with decision-making; and (iv) external, without decision-making.
Throughout this section, we will discuss the challenges posed to the public sector
in uses that involve decision-making or, more precisely, the generation of out-
puts that support public managers in making decisions.

Finally, it is worth noting—still in the Brazilian case—that the use of FR sys-
tems by public departments of states and municipalities is becoming more fre-
quent. According to the think-and-do tank Instituto Igarapé (2019), the number
of cases in which this technology has been used to operationalise public policies
jumped from one in 2011 to 47 in 2019. In 21 of these cases, the technology has
been used to combat fraud in public transport. Pieces of information collected
by Brandao and Oliveira (2021) reinforce these findings. Focusing only on the 17
Brazilian municipalities with at least one million inhabitants, the authors searched
for occurrences of the term “facial recognition” in editions of official electronic
journals published between January 2010 and December 2020. They identified
uses already completed, in progress or under discussion in ten locations. In nine
of them, the use of FR systems was associated with the fight against fraud in dis-
counts and gratuities in public transport; in four, with goals in public security; in
two, with the operationalisation of health and education policies; and, in one,

with public actions in social assistance.

2.3.2. (In)voluntary State Actions and Algorithmic Accountability

Among the uses of Al applications in the public sector, the case of the COMPAS
(Correctional Offender Management Profiling for Alternative Sanctions) system
is the most notorious. The system in question calculates the risk that a detainee
commits a new crime if a judge grants him parole. After analysing the results of
this system in Broward County, Florida, Angwin, Larson, Mattu and Kirchner
(2016) found that it presents marked racial biases. The risk score assigned to
white people is generally lower than that calculated for black people. In addition,
when making mistakes, COMPAS makes mistakes favourable to white people:
“[...] blacks are almost twice as likely as whites to be labelled a higher risk but
not actually re-offend. It makes the opposite mistake among whites: They are
much more likely than blacks to be labelled lower risk but go on to commit other
crimes”.

Still, in public safety, FR software has also made dangerous mistakes. There
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are records in the US press that, as of January 2021, there were at least three
proven cases in the country of people who were wrongly arrested because of
mistakes made by this technology: all of them were black (Johnson, 2022). In
Brazil, there is also initial evidence of biased results associated with using FR
systems in public safety. Based on newspaper articles, Nunes (2019) identified
arrests made using this technology in four Brazilian states: Bahia, Rio de Janeiro,
Santa Catarina and Paraiba. The author identified 151 cases of this nature, and
in 42 of them, he was also able to observe the race of the detainees: 90.5% of
them were black.

Eubanks (2018), in turn, identified errors in granting social benefits. The au-
thor states that based on the outputs of algorithmic systems, the state of Indiana
denied more than one million requests for financial, food and health assistance
between 2006 and 2008. The author found that numerous denials contained er-
rors. Calo and Citron (2020) also mention errors in granting social benefits in
the US. The authors point out that, in 2016, the Arkansas Department of Human
Services turned to intelligent systems to decide which home health care requests
to accept. They report controversial and offensive results, such as the case of a
person who, having had a foot amputated, had his request denied because he
could not have any foot problem. The mistakes made by the technology led the
Department of Human Services to deny requests for home medical care to those
who would be entitled to receive it, which, according to Calo and Citron (2020),
motivated numerous lawsuits against it.

Among the examples above, the case of Arkansas makes it clear that driven by
the unintelligibility of technology, the State can involuntarily damage citizens’
rights. How to avoid situations of this kind, in which the results of technology
harm citizens and the Public Power? By the theoretical framework of Floridi et
al. (2018), the answer lies in the principle of “explainability”—the synthesis of
“intelligibility” (“how do AI systems work?”) and accountability (“who is re-
sponsible for how AI systems work?”). However, the weight of these two ele-
ments is not the same for citizens and public managers.

Following Robbins (2019), we can say that, among citizens, some may be in-
terested in “intelligibility”, while others may not; but that all of them, when suf-
fering some damage caused by the malfunction of the technology, will under-
stand that the State is, in whole or in part, responsible for this result. The re-
sponsibility under discussion, it should be noted, is of an ethical rather than legal
nature. After all, “[cJompliance with the law is merely necessary (it is the least
that is required), but significantly insufficient (it is not the most that can and
should be done)” (Floridi et al., 2018: p. 694).

As can be seen, when employing Al systems, especially in the implementation
phase of public policies, the public administration must also be prepared to
adopt mechanisms that guarantee citizens that, if they suffer any undue damage,
it will be repaired, and the developers and/or public managers will be responsi-
ble for the adverse outcome. Without these mechanisms, the principle of

“non-maleficence” is in jeopardy. This accountability strategy is called by Ada
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Lovelace Institute, AI Now Institute and Open Government Partnership (2021)
“algorithmic accountability”. When researching around 20 national and local
governments in the Global North, the researchers found different mechanisms
concerned with promoting algorithmic accountability, such as publishing prin-
ciples and guidelines on the use of algorithmic systems, carrying out algorithmic
impact assessments, carrying out regulatory audits and inspections, creating ex-
ternal/independent oversight bodies, and establishing conditions in technology
procurement.

Algorithmic accountability mechanisms are necessary for a second reason. If
it is true that, without control over technology, the State can be led to harm citi-
zens unintentionally, it is equally valid that it can do so intentionally. In this
case, the technology errors are not at stake but the behaviour of public institu-
tions when using it. Eubanks (2018) investigated this issue in depth by carrying
out three case studies in the US on using algorithmic technologies to operation-
alise social policies.

In addition to the Indiana case, already mentioned in this subsection, Eubanks
(2018) analysed the use of space allocation systems devoted to homeless people
in Los Angeles and the use of the Allegheny Family Screening Tool in Pennsyl-
vania. Based on the information gathered, the author concluded that the US
government had used cutting-edge technologies to monitor the daily lives of the
poorest, always attempting to punish them. The author also argues that this ac-
tion is usually based on the discourse that technology would help to improve so-
cial policies and that it is only possible because the data of the poorest are more
readily available to the State since, in comparison with people from middle and
upper classes, they rely more often on public services. In the analytical scheme of
Eubanks (2018), algorithmic systems would be, therefore, a valuable instrument
for penalising the poorest for their “dependency” on the State, in a clear signal
that, for many stakeholders, social policies should not be seen as a legal right, but
as a benevolent act of the State. In such a reality, algorithmic accountability me-
chanisms are essential for citizens to know which of their personal data have
been used by the State and for what purposes.

Despite being central to protecting citizens against voluntary or involuntary
abuses by the State, the effectiveness of algorithmic accountability mechanisms
has not yet been tested. One of the few exceptions is the study by Grimmelik-
huijsen (2022), who conducted two survey-based experiments to test whether
algorithmic transparency increases citizens’ trust in public decisions made by or
with the aid of algorithms. The author found that access to data and algorithmic
code matters, but the decisive element in increasing trust is access to unders-

tandable explanations about the results.

2.3.3. Technological Complexity and Human Limitations
In addition to being attentive to the promotion of mechanisms that make them
accountable to citizens, public managers must be able to understand—and, con-

sequently, explain to other people—how the Al systems they have developed or
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acquired in the market work. This understanding is critical for two reasons.
Firstly, without it, the State can be led to damage itself and citizens’ rights—as
discussed above. In the second place, public managers can see their autonomy
diminished by AI systems. Kuziemski and Misuraca (2020) found an eloquent
example in Poland.

In recent years, the country’s Ministry of Labor and Social Policies has used
AT tools to classify unemployed people and to dedicate a greater volume of re-
sources and support in professional relocation to those with a lower chance of
getting a new job. The technology’s outputs should support the decisions of
those responsible for operating it. However, this was not the observed result. The

authors note that:

[...] less than 1 in 100 decisions made by the algorithm have been ques-
tioned by the responsible clerks. Unless for the outstanding precision of the
algorithm (which is to be considered unlikely), the reasons for not chal-
lenging automated decisions include lack of time to ponder its details; fear
of repercussions from the supervisors; and a belief in the objectivity of the
process - all in all, rendering what was supposed to be an advisory mechan-

ism the ultimate “automated” decision-maker. (p. 08)

Fussey and Murray (2020) found similar results in the use of FR software by
UK police. Green and Chen (2019), in turn, carried out a controlled experimen-
tal study concerned with verifying whether the study participants would be able
to interpret the outputs of risk assessment systems and improve the assessments
generated by them. In general, the participants failed to do both.

The studies above suggest that the human ability to oversee AI systems is li-
mited, even when there are clear guidelines on how it should proceed. Aware of
this limitation, public managers must be prepared to assess whether “intelligibil-
ity” is minimally guaranteed before and during the use of Al applications. If it is
not, it is mandatory—mainly due to the principle of “non-maleficence”—not to
use Al systems or to suspend their use if it has already begun. Making such as-
sessments, however, is not trivial, as Sun and Medaglia (2019) demonstrate. The
authors investigated the adoption of IBM’s Watson system in a public hospital in
China. More precisely, they analysed the challenges perceived by three actors
involved in this process: public policymakers, doctors and hospital managers,
and information technology managers. One of the authors’ main conclusions
was that the challenges pointed out by the three groups were a little coincident
and, in some cases, even divergent. This finding indicates that aligning stake-
holders’ expectations (and their actions upon them) can be challenging during
the adoption of AI applications, making risk assessment extremely difficult, es-

pecially when evaluating the technicalities that drive their intelligibility.

2.3.4. Conclusion
The works above make it clear that the use of Al technologies in the public sec-

tor is a notoriously delicate process, not allowing for the possibility of adverse
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results to be considered complete surprises. For this reason, the “Responsible
AT” index prepared by Shearer et al. (2020) does not seem appropriate since the
nine indicators used by the authors allow evaluating only the results of the uses
of AI applications and not the processes and factors that underpin them. Fur-
thermore, the indicators mobilised are not suitable for studying subnational
governments.

Cognizant of the limitations of Shearer et al.’s (2020) framework, we created a
responsibility index with information on the entire process of using the tech-
nology, including steps before its start. Presented in Section 3, our index refers
only to FR systems and to the public transportation system. These research fo-
cuses were guided by Instituto Igarapé’s (2019) and Branddo and Oliveira’s
(2021) research findings. As we have seen, these two works identified that using
FR technologies in public transport is an expressive phenomenon in the Brazili-
an public sector. The scientific community should turn to it for two reasons.

Firstly, Brazilian municipalities generally have fewer institutional resources
than the Union and states to deal with Information and Communications Tech-
nology challenges. Secondly, FR technologies are a high-risk technology, as
many systems in the market correctly recognise white people’s faces but not
black people’s (Hao, 2019; Silva, 2020). Buolamwini and Gebru (2018) “show
that darker-skinned females are the most misclassified group (with error rates of
up to 34.7%). The maximum error rate for lighter-skinned males is 0.8%” (p.
01). Outputs like these can lead the State to become—voluntarily or involuntari-
ly—a reproducer of social wounds, such as racism and misogyny. After all, “un-
favourable stereotypes of blacks, for example, are reinforced every time a black
student is wrongly taken as a possible fraudster of a free student pass to which
s/he is entitled to or when a young black man is confused by technology, leading

the police to approach him” (Brandéo, Oliveira, & Junior, 2022).

3. Methodology, Results and Discussion
3.1. Data Collection Strategy and General Results

Between August and October 2021, we requested information from 30 munici-
palities about using FR systems in public transport to prevent fraud in discounts
and gratuities guaranteed by law to specific audiences, such as students and the
elderly. The information requests were addressed to the public transportation
offices of all state capitals and all municipalities with at least one million inhabi-
tants. They were anchored in the Access to Information Law (Lei de Acesso a
Informa¢ao—LAI in the Portuguese acronym). This legislation gives any citizen
the right to request information from the State about its activities. For this pa-
per, we just highlight that this request can be made through different channels,
such as in-person, telephone, and electronic platforms. In our research, we used
the latter channel to request and receive the requested information.

Going on, it must be said that, in Brazil, some public policy areas are operated

directly by the public administration. This is the case with public safety, for in-
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stance. In other areas, such as municipal public transport, the Public Power is the
Granting Power as it grants public or private companies the legal right to provide
public services. For this reason, we could have addressed our request for informa-
tion to the companies that offer transportation services. We preferred to approach
the municipal bodies responsible for the transportation sector for two reasons.

Firstly, we understand these bodies integrate the Granting Authority and,
therefore, must be aware of the operations of the concessionary companies, in-
cluding the technical aspects of their operations. Our understanding is based on
Article 30, Item V, of the Federal Constitution and on Laws No. 8,987/1995 and
11,079/2004. In the second place, based on Floridi et al. (2018), one can assert
that merely ensuring that private and public companies comply with their legal
obligations is not the most the State can and should do to ensure the ethical and
responsible use of Al for elaborating and implementing public policies. In other
words, even when private companies participate in the public policy cycle, the
State is ethically accountable for AT outcomes.

By December 2021, four municipalities completely ignored our request for
information (Belém, Floriandpolis, Macapd, and Natal). In six towns, technical
problems linked to the electronic platforms through which LAI is operationa-
lised made it impossible to obtain answers (Cuiaba, Sdo Gongalo, Fortaleza, Re-
cife, Sdo Luis, and Teresina). The other 20 municipalities responded fully or par-
tially to the questionnaire. Out of them, four stated they do not use the technol-
ogy in question (Aracaju, Belo Horizonte, Boa Vista, Vitdria), one indicated that it
was implementing it (Curitiba), and another one did not make it clear whether or
not it uses FR systems in public transport (Goidnia). The other 14 municipalities
use FR tools to avoid fraud in discounts and gratuities: Brasilia, Campinas,
Campo Grande, Guarulhos, Jodo Pessoa, Macei6, Manaus, Palmas, Porto Alegre,
Porto Velho, Rio Branco, Rio de Janeiro, Salvador, and Sdo Paulo. (In Campinas,
Jodo Pessoa and Rio Branco, the use of FR systems in public transport was sus-
pended during the Covid-19 pandemic, as the use of masks negatively interferes
with the functioning of the technology.)

In general, all of them described a similar five-step process related to the
technical functioning of FR systems: (i) people entitled to gratuity or reduced
fares in public transport have an electronic card that attests to their legal
entitlement—when they go inside a bus, they must have this card with them; (ii)
inside the bus, this card must be used on an electronic turnstile that divides the
bus entrance area from the passenger area; (iii) the electronic turnstile is equipped
with a camera that captures the beneficiary picture; (iv) the FR system compares
this picture with a picture of reference of the beneficiary that is stored in a
database of all holders of gratuity/reduced fares; (v) if incompatibility is detected,

the images must be submitted to human visual inspection.

3.2. Data Collection Instrument, Analysis Strategy and Detailed
Results

Our questionnaire comprised about 40 questions (including primary and condi-
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tional questions) and was based on guides for the responsible use of Al in the
public sector, such as the works of Reisman, Schultz, Crawford and Whittaker
(2018) and Leslie (2019). The questions were divided into six sections: (i) general
information about the use of FR systems; (ii) general characteristics of the FR
system; (iii) measures adopted before the employment of the system; (iv) meas-
ures adopted to make the use of FR aligned with the purposes of LGPD (the Bra-
zilian General Data Protection Law); (v) how fraud-checking works; (vi) what
happens when possible fraud is detected and the number of frauds identified by
the system. Methodological Annex 2 contains the entire questionnaire.

We initially aggregated the responses around 23 indicators and assigned
points to assess them. In general, we attributed [-1] to the lack of response and
to responses that mention conducts contrary to the responsible use of FR; we re-
served [0] for neutral replies or responses that, due to insufficient details, we
were unable to assess; and, finally, we assigned [+1] to responses that indicate
careful behaviour about the use of FR. Methodological Annex 3 provides the de-
tails of our analysis strategy.

After attributing points to each of the 23 indicators, we had a first indicator
ranging from [-23] to [+23] points. We then gave weight [1] to 12 indicators,
weight [1.5] to eight indicators, and weight [2] to three indicators. In the first
group are indicators that refer to general characteristics of FR systems. The
second group comprises indicators regarding the LGPD (the Brazilian General
Data Protection Law) and the existence of specific regulations ruling the tech-
nology use. Finally, the three indicators with weight 2 refer to three types of
constraints that may be caused by FR technology malfunction: moral, physical
and legal.

Based on the weight assignment strategy above, we created the Facial Recogni-
tion Responsible Use Index (FRRU-I), which ranges from [-30] to [+30] points.
This universe consists of 61 points (since 0 is part of the set), divided into five
intervals — four of them with 12 points and one of them (the intermediary one)
with 13 points. This point division resulted in the creation of the Facial Recogni-
tion Responsible Use Scale (FRRU-S). Table 2 exhibits the 23 FRRU-I indicators
and the five intervals of FRRU-S. Table 3, in turn, shows the municipalities’
scores in the FRRU-I and their position in the FRRU-S.

As shown in Table 3, none of the 14 cities reached the “Very high” level in the
FRRU-S; five of them achieved “High” level scores; three were at the “Interme-
diary” level; two obtained a “Low” score, and the remaining four showed a “Very
low” score. In this context, it is essential to remember that, out of the 30 muni-
cipalities investigated, only four reported not using the technology, and one re-
ported that it was implementing it. Assuming that the use of FR systems may be
in progress in the locations that did not take part in our investigation, we have a
universe of 25 municipalities in which only 20% seem to take significant care
about the responsible use of FR technologies in public transport.

FR responsible use has shown to be challenging in different aspects, as seen in

Table 4. (In order not to bias the analysis, we disregarded in the construction of
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Table 2. Facial recognition responsible use index and facial recognition responsible use scale.

Facial Recognition Responsible Use Index (FRRU-I)

Section Topic N° Indicator Weight Assumption supporting positive score
1 General 1 Period of use 1 Respondent provided a detailed answer
2 Distribution 1 Respondent provided a detailed answer
3 Regulation 1.5 Local law governs the use of FR systems
2 Software 4  Legal ownership 1 Compliance with public procurement rules

(if the concessionary company is a public company)

5 Name of the owner 1 Respondent provided a detailed answer
6  Name of the software 1 Respondent provided a detailed answer
7  Annual cost 1 Respondent provided a detailed answer
3 Implementation 8  Technical studies 1 Before contracting and implementing the technology,
technical studies were demanded
9  Training 1 Public/private servers involved in the implementation and
daily usage of the technology received training
4 Data Protection 10 Adequacy 1.5 At least one measure was taken to bring the transportation
service into compliance with LGPD
11 Impact Reports 1.5 Impact reports were produced
12 Responsible for data 1.5 Respondent cited the name of the responsible for data
processing processing
13 Security measures 1.5 Personal data protection measures exist
14 Collection of consent 1.5 Consent is collected
15 Accessing data/ 1.5 There is at least one mechanism that allows personal data
Revoking consent subjects to access their data and/or to revoke their consent to
data processing
16 Personal data sharing 1.5 No sharing or it happens only under judicial request
5 Fraud Checking 17 Human intervention 1 Respondent detailed how human intervention works
18 Moral constraint 2 The warning of possible fraud is done discreetly
19 Reviewing outputs 1 When fraud is contested, the second check is different from
the first one
20 References 1 Respondent provided details on how the process was structured
6 Relationship with 21  Restriction of rights 2 Even when the system detects possible fraud, users can
users conclude their journey
22 Physical constraint 2 Contestation for possible fraud can be presented either
in-person or online
23 N° of frauds and 1 Respondent provided detailed quantitative information

contestation
Score-Range: From [-30] to [+30]
Facial Recognition Responsible Use Scale (FRRU-S) - Levels

Very Low Low Intermediary High Very High
From [-30] to [-19] From [-18] to [-7] From [-6] to [+6] From [+7] to [+18] From [+19] to [+30]

Source: Authors’ compilation.
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Table 3. Municipalities’ score in the FRRU-I and position in the FRRU-S.

Municipalities

Brasilia
Campinas
Campo Grande
Guarulhos
Joao Pessoa
Maceié?
Manaus
Palmas
Porto Alegre
Porto Velho
Rio Branco
Rio de Janeiro®
Salvador

Sdo Paulo

Very Low Low
[-30] to [-19] [-18] to [-7]
-13.5
=22
-18.5
-26
-15.5
-29

FRRU-S
Intermediary High
[-6] to [+6] [+7] to [+18]
+8.5
+7

+18
+7.5

-1.5

+1

+6.5

+13

Very High
[+19] to [+30]

*The municipality’s score is between “Low” and “Very Low”. We chose to place it in the worst position. *The municipality’s score

is between “Intermediary” and “High”. We chose to place it in the worst position. Source: Authors’ compilation.

Table 4. Number of municipalities with a positive score perindicator®.

N° of municipalities with a positive score

Section Topic N° Indicator Weight
Observed number Possible number
1 Period of use 1 10 10
1 General 2 Distribution 1 9 10
3 Regulation 1.5 1 10
4 Legal ownership 1 9 10
5 Name of the owner 1 6 10
2 Software
6 Name of the software 1 8 10
7 Annual cost 1 3 10
8 Technical studies 1 4 10
3 Implementation
9 Training 1 1 10
10 Adequacy 1.5 4 10
11 Impact Reports 1.5 2 10
4 Data Protection
12 Responsible for data processing 1.5 4 10
13 Security measures 1.5 1 10
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Continued

14 Collection of consent 1.5 4 10
15 Accessing data/Revoking consent 1.5 5 10
16 Personal data sharing 1.5 1 10
17 Human intervention 1 3 10
18 Moral constraint 2 3 10

5 Fraud Checking
19 Reviewing outputs 1 2 10
20 References 1 6 10
21 Restriction of rights 2 9 10

Relationship . .
6 . 22 Physical constraint 2 1 10
with users

23 N* of frauds and contestation 1 5 10

2Does not include Jodo Pessoa, Maceio, Manaus and Salvador. Source: Authors’ compilation.

Table 4 the four municipalities with a “Very low” score in Table 3.) Out of the
23 FRRU-I indicators, in only seven of them, at least six cities presented a posi-
tive score: “Period of use”; “Distribution”; “Legal ownership”; “Name of the
owner”; “Name of the software”; “References”; and “Restriction of rights”.
Among these indicators, only “Restriction of rights” is weighted 2. The others
are weighted 1. In other words, out of the 11 indicators weighted 1.5 or 2, in only
one, most of the “Low”, “Intermediary” or “High”-scored municipalities pre-
sented a positive score.

The result indicates that, in general, the municipalities possess basic informa-
tion on the use of FR technologies by the concessionary companies but that they
ignore whether and how the latter deal with this technology’s social threats, es-
pecially with its potential not to recognise black people’s faces correctly, thus
submitting them to embarrassing public situations. In this regard, it must be
mentioned that, in only two municipalities, the warning of possible fraud is done
discreetly, as in Campinas, where letters are sent to the beneficiary holders’
homes informing them about misconduct. In the remaining cities, the technolo-
gy’s output is communicated publicly—for instance, by a warning sound or a
message on the turnstile’s screen. If the technology makes a mistake, everybody
surrounding the subject will witness his/her alleged misbehaviour. Considering
Buolamwini and Gebru’s (2018) research findings, we cannot discharge the pos-
sibility that black people have been more exposed than white people to this risk.

As if that was not enough, if a black person is wrongly taken as a possible
fraudster by the technology, s/he must face difficulties to challenge this result, as
in general, the municipalities give citizens the chance to do that only in-person
or only online. In only one city, the two options are available. This is worrisome
because people may not have access to electronic devices or the internet, making
online contestation exclusionary. On the other hand, demanding public benefi-

ciary holders the obligation to dispute the technology’s output in-person may
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impose the burden of spending money and time to resolve a problem that may
not have been caused by them.

Table 4 also reveals that municipalities have faced difficulties dealing with the
legal aspects of FR responsible use. Only one city has specific legislation govern-
ing the use of the technology. Some of the other nine municipalities have ordin-
ances and decrees, but, according to Reis, Almeida, Dourado and Silva (2021),
instruments like these are insufficient to contain FR technologies’ invasive po-
tential. Therefore, we do not consider their existence as an indicator of responsi-
ble use.

Besides that, municipalities have little control over the compliance of conces-
sionary companies with LGPD and, thus, over their conduct to promote data
protection. Among the cities included in Table 4, Campo Grande, Palmas, Porto
Velho and Rio Branco could not provide any information on this topic, stating
that we should contact the concessionary companies to get it. (Excluded from
Table 4, Jodo Pessoa, Maceid, Manaus and Salvador gave us the same orienta-
tion). In other cases, such as Campinas, Guarulhos and Porto Alegre, we were
also referred to them, but the municipalities could give us important pieces of
information.

As Branddo, Oliveira, Peres, Junior, Papp, Veiga et al. (2022) point out, the
data protection results suggest that “coordination problems among essential ac-
tors for the construction and operation of algorithmic transparency may have
been ongoing in the municipal public transportation system, which indicates
that future studies must investigate whether, or not, concession contracts can be
a hindrance to the promotion of algorithmic transparency” (p. 13). The authors
pay special attention to the low number of municipalities in which impact re-
ports are produced, and consent collection happens. According to them, when
using FR technologies to operationalise public policies, stakeholders are not le-
gally obliged to adopt these two mechanisms, but they should do so. The pro-
duction of impact reports, Branddo, Oliveira, Peres, Junior, Papp, Veiga et al.
(2022) go on, gives stakeholders the chance to make it clear how they try to pre-
vent or mitigate errors commonly made by FR technologies, like the ones identi-
fied by Buolamwini and Gebru (2018). The collection of consent, in turn, makes
clear that the data subjects know for what purpose their personal pieces of in-
formation (in this case, a picture of their faces) will be used.

Among the indicators weighted 1, we highlight that a reduced number of
municipalities have information on how the human intervention works in
fraud-checking. As we have seen in Section 2, it is not clear whether, or not, this
kind of supervision can be effective in correcting eventual errors of Al systems.
It does not mean that public administration should give up on evaluating “intel-
ligibility” or creating protocols that improve the interaction between public ser-
vants with these systems. In this regard, we highlight the cases of Campinas and
Porto Velho. In the former, a ‘biometric engine’ does the first comparison auto-
matically (without human intervention). Human agents check images with a

distortion rate higher than 80%. Porto Velho, in turn, pointed out that two dif-
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ferent employees must check possible fraud identified by the FR system.

As a final note on our results, it is vital to comment that we identified that FR
errors might not immediately restrict citizens’ rights since beneficiary holders
can conclude their journey when the system identifies possible fraud. We also
identified that, in general, the public transportation departments know which
software is used in the city. Future studies should investigate technical informa-
tion about the systems adopted, such as their accuracy rate.

The multi-faceted challenges faced by municipalities in using FR technologies
responsibly reveal that, at least in public transport, they are not well prepared to
promote either algorithmic accountability or intelligibility, which drives us to
three research questions:

1) Do Brazilian largest cities not have the necessary bureaucratic structures for
dealing with FR systems’ risks, or due to the novelty of the technology, do they
still not know how to mobilise the administrative structures they have to pro-
mote FR responsible uses?

2) Should these challenges be attributed to the technology itself? In other
words, do public departments face diminished difficulties when using other AI
applications that support decision-making?

3) The 30 municipalities we investigated are among the most prominent in
Brazil. If they face difficulties getting concessionaires to use FR systems res-
ponsibly, what will be the reality in medium and small municipalities that often
have low administrative capacities?

Future studies should answer these questions, trying to understand whether
institutional variables—such as the level of qualification of employees of munic-
ipal transport secretariats, the financial resources available to these bodies, and
the quality of planning and management instruments—positively impact the re-
sponsible use of FR systems and other AI decision-making technologies in dif-
ferent public policy areas. Without this understanding, all the efforts that differ-
ent institutions have made in publishing guidelines on the responsible use of Al
in the public sector (Desouza, 2018; Langevin & Fassio, 2022) can be as limited
as the impact of the ACM Code of Ethics in the area of computing machinery, as
observed by McNamara, Smith and Murphy-Hill (2018), simply because we do
not know which are the critical factors for public offices absorbing practical
orientations in using AI responsibly. In such a scenario, this technology will
hardly be a reliable and effective instrument for promoting human agency and

societal cohesion.

4. Conclusion

The literature on AI systems for designing and implementing public policies is
under development. Therefore, little is known about how the public sector can
and should use AI responsibly and in what situations it has been able to do so.
Concerned with partially filling these gaps, we reviewed a set of works dealing

with ethics in AI and public policies. We concluded that the responsible use of
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AT technologies in the public sector is independent of its results and can be con-
sidered inattentive or even contrary to human dignity when it happens without
safeguards that protect citizens’ rights against voluntary or involuntary State ac-
tions guided by the technology. Upon this understanding, we then investigated
how FR systems have been used in the most prominent Brazilian cities to pre-
vent fraud in discounts and gratuities guaranteed to specific groups. We revealed
a reality in which the level of responsibility in the technology’s use cannot be
considered high and the challenges to such use are multi-faceted. Based on these
findings, we concluded that future studies should investigate the institutional
capacities of local governments to responsibly use different AI applications that

involve decision-making.
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