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Special Issue on Software and Systems Security

Call for Papers

Software and systems security is a field focused on protecting software applications
and computing systems from threats, vulnerabilities and attacks. It covers secure
software design, vulnerability analysis, cryptography, access control, malware defense,
system hardening and risk management, aiming to ensure the confidentiality, integrity,
and availability of digital systems across diverse computing environments.

In this special issue, we intend to invite front-line researchers and authors to submit
original research and review articles on Software and Systems Security. Potential
topics include, but are not limited to:

o Secure software engineering

e Security architecture and design

e Vulnerability assessment and penetration testing
o Cryptography and applied cryptographic systems
e Operating systems and kernel security

e Program analysis and software security

« Hardware security and trusted computing

o Network and distributed systems security

« Malware analysis and reverse engineering

« Authentication, authorization and access control
« Application and web security

e Cyber-physical systems (CPS) and loT security
« Security monitoring and incident response

« Formal methods and verification

« Privacy and data protection

o Usable security & privacy

Authors should read over the journal’s For Authors carefully before submission.
Prospective authors should submit an electronic copy of their complete
manuscript through the journal’s Paper Submission System.

Please kindly notice that the “Special Issue” under your manuscript title is supposed
to be specified and the research field “Special Issue — Software and Systems
Security” should be chosen during your submission.

According to the following timetable:
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Submission Deadline April 29th, 2026
Publication Date June 2026

For publishing inquiries, please feel free to contact the Editorial Assistant at
submission.entrancel@scirp.org

JSEA Editorial Office
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