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Abstract

The two-factor authentication mechanism is gaining popularity as more peo-
ple are becoming aware of the need to secure their identities. In the current
form, existing 2FA systems are defenseless against phishing attacks. They do
not provide any visual indicator to the user to check the website’s validity be-
fore logging in during phishing attacks. This exposes the user’s password dur-
ing the phishing attack. Two-factor authentication needs to be enhanced to
provide a mechanism to detect phishing attacks without adding a significant
burden on the user. This research paper will propose a novel 2-FA TOTP
mechanism to provide a subconscious indicator during a phishing attack. In
comparison, the new proposed novel approach provides better security against
phishing attack. Lastly, the mathematical analysis is performed to understand
the TOTP variance and validate the security considerations against the exist-
ing 2FA systems with respect to adversary attack.

Keywords
Two Factor Authentication, 2FA, Phishing Attack, Fixed 2FA, TOTP, HMAC

1. Introduction

A phishing attack is a type of social engineering cyber-attack where an attacker
tries to imitate an institution or individual, often to steal user data. The most com-
mon form of phishing attack is deceptive phishing or cloned phishing [1]. In this
form, a link is sent to the victim’s email, pointing to a malicious website. On this
website, the hacker waits for the victim to access and enter certain information,
which the hacker can exploit. Federal Bureau of Investigation (FBI), in its July
2019 announcement, reported a total loss of more than 12 Billion dollars world-

wide due to Business E-mail Compromise (BEC)/Email Account Compromise

DOI: 10.4236/jsea.2024.1711043  Nowv.

6, 2024 787 Journal of Software Engineering and Applications


https://www.scirp.org/journal/jsea
https://doi.org/10.4236/jsea.2024.1711043
http://www.scirp.org
https://www.scirp.org/
https://orcid.org/0000-0002-4181-4129
https://doi.org/10.4236/jsea.2024.1711043
http://creativecommons.org/licenses/by/4.0/

V. Dixit, D. Kaur

9.08%._-

(EAC) [2]. Further, BEC can result in Reputational Damage, Intellectual Property
Loss, and Direct Costs for the company [3]. A survey conducted found that 83%
of Global Infosecurity respondents experienced phishing attacks in 2018, which
demonstrates a 9 percent year over year increase [4]. Google experiences 100 mil-

lion phishing messages per day [5]. Figure 1 and Figure 2 represent the preva-

lence of phishing attacks.

30.68%

“20.12%

() Banks @) Payment systems Global Internet portals 9 Social networks () Online stores

@ Telecommunication companies @ Online games @ IMS @ Government and taxes | IT-companies

() Other

Figure 1. Distribution of organizations subjected to phishing attacks by category, Q2 2019 [7].

The industry has pivoted to two-factor authentication to add an additional layer
of security to users’ accounts (2FA). In the 2FA system, a user must provide addi-
tional information other than just a username and password. A survey found that
the awareness of 2FA has increased from 44% in 2017 to 77% in 2019 [6], and its
adoption is on the rise.

While two-factor authentication (2FA) adds an additional layer of security by
requiring users to present two forms of identification, it is not without vulnera-
bilities, especially in the context of phishing attacks. A critical limitation of 2FA
is that it does not inherently protect users from phishing attempts where attackers
trick users into willingly providing both their credentials and 2FA tokens. For

instance, in a phishing scenario, attackers can create fake login pages that request
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Figure 2. Geography of phishing attacks [7].

not only usernames and passwords but also the one-time passcodes or tokens gen-
erated by 2FA systems. Once the attacker captures this information, they can im-
mediately use it to authenticate themselves on the legitimate platform, as 2FA to-
kens are typically short-lived but valid for enough time for the attack to succeed.
Even in the cases where the 2FA token cannot be used, the username and pass-
word are already exposed to hackers. As nearly 83% of users use the same pass-

word for multiple websites, the victim’s other accounts can be compromised [8].

2. Existing 2FA Mechanisms to Avoid Phishing Attack

1) Token based authentication;

2) User Pre-Selected Image.

Token Based Authentication

Token based two-factor authentication requires users to present information
from two types from the following three:

a) Something they know.

b) Something they are.

¢) Something they have.

Something they know traditionally refers to information such as username/email
and password. This combination is generally the first form of authentication
mechanism.

Something they are referred to fingerprints or other biometric information that
can be used to verify an individual’s identity. Something they have generally refers
to a hardware or software-based tokens which can be used as a second layer of
authentication [5].

The most common form of second-factor authentication in use is hardware or
software based time-based one-time code generators. These codes are generally

generated by the user’s device (Mobile Phone, RSA Token) on the fly or sent to
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user through a separate channel such as phone call or SMS [9].

Limitations of TOTP authentication:

While 2FA systems provide a strong defense against many hacking methods, it
does not prevent exposing the passwords. This exposure can result in a chained
attack against a user. For example, a password extracted from gmail.com can be
used against facebook.com if the passwords are the same and so on. Figure 3 rep-
resents the user’s action and information stored by the hacker. It is evident that
during phishing attacks that require the user to login, username, password, and

2FA token can get compromised.

User Enters User enters User enters

Username Password 2FA

A4 \J A

User submits User submits User submits
the form the form the form
-
Y \ | \
Phishing Phishing Phishing Usgmame ’
website stores website stores website stores a? passwor
the username the password 2FA are

compromised

7/

Figure 3. Flow diagram of user action and impact during phishing attack.

Following is the sample flow of a phishing attack where 2FA authentication ex-
poses the password.

Steps:

1) Redirect the user to a phishing website.

2) Make the user enter a username and password.

3) Make the user enter 2FA authentication.

4) Redirect the user to a real website with an error message stating the login
failed.

For example:

1) An attacker created a phishing website for google.com under the domain
g00gle.com.

2) Attackers send an email to the victim, say John Doe, with a link to

https://www.g00gle.com. When a user clicks the link, it gets redirected to before

mentioned phishing website.

3) John will enter the username.
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4) John enters the Google password.

5) John enters the 2FA verification code.

6) Attackers extract the password entered by John in Step 4 and use it to log in
to other third-party accounts.

In the above scenario, even though www.google.com is able to prevent an at-
tacker from its services, it is unable to protect its user’s password.

The following visual diagram flow (Figure 4) represents the forms displayed to

a victim while accessing www.g00gle.com.

[ W |
L ] L ] G Gmail x +
C @ https://accounts.g00gle.com/ © Guest
Google
Signin

to continue to Gmail

Email or phone

Forgot email?

Not your computer? Use Guest mode 1o sign in privately
Learn more

Create account m
L5 -

Google

Welcome

@ john.doe@gmail.com ~

Enter your password

[0 show password

Forgot password? m

e S )
re_ c _e_h:ms acco_unl:g();gie.eom e_Gue_s! @ _‘
Google

2-Step Verification
This extra step shows it's really you trying to sign in

@ john.doe@gmail.com v

2-Step Verification

Get a verification code from the Google Authenticator app
Enter

Don't ask again on this computer

Try snother way [ next ]

Figure 4. Flow of forms displayed to a victim while accessing www.g00gle.com.

DOI: 10.4236/jsea.2024.1711043 791 Journal of Software Engineering and Applications


https://doi.org/10.4236/jsea.2024.1711043
http://www.google.com/
http://www.g00gle.com/
http://www.google.com/

V. Dixit, D. Kaur

User Pre-Selected Image

In this approach, the user as part of first-time signup, or when enabling the MFA
selects a certain text or image that is expected to be displayed the next time the user
logs in. After entering the username on the website, a trusted image/text is shown
on the screen. If the image/text is not what the user expects, user gets sub-con-
sciously alerted to be more vigilant and hence can try to verify the authenticity of

the algorithm. Figure 5 represents a sample login page using this technique.

(BSbank

1D Shield Image / Sound and Phrase

Chhesrn an image o nimere Eatagory ety your sceouml

=
H  E
i

Figure 5. US Bank Pre-Selected login form [10].

Limitations of pre-selected image:

1) There is no standardized set to show pictures/text. Each website follows its
standards, making it tedious for the user to remember what their trust identifier
for each website was. This makes users ignore those trust identifiers.

2) For personalized phishing attacks, this technique fails as an attacker can place
the trust identifier itself on the phishing website. An attacker can easily achieve
this by entering the victim’s username on the original website, copying the trust
identifier, and replicating it on the phishing website. Furthermore, since these

identifiers are static, an attacker does not need to perform this copy in real-time.

3. Proposed Solution

The need of the hour is finding a solution that works in the following constraints.

1) Sub-consciously provides feedback to the user to become vigilant in case of
a phishing attack.

2) Does not lower the security standards of existing 2FA authentication.

3) Provides a user mechanism to enter 2FA token even on non-homoge-
nous/slow networks without adding burden on the user.

An effective way to stop phishing attacks without adding any significant burden
on the end-user is to provide a subset of characters from the 2FA code to the user

where the end-user needs to login. The user is forced only to enter the missing
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—

User Enters
Username

Form to enter
1. Password
2. Missing 2FA character

characters. If the trust characters do not match the user’s token, the user is sub-
consciously made to think that something is wrong, which prompts the user to
investigate if it is a phishing attack.

This is achieved by displaying a subset of trust characters on the form where
the user needs to enter a password and 2FA token. Figure 6 represents the com-

plete flow for the proposed solution.

Users subcontious thinking and resulting action

Y

User submits
the form

Is username
correct?

Yes

Is 2FA
enabled

A

ot b

1 I

1 I

1 I

I prefiled 2FA 1

1 characters and Report the 1 Access
[ position matching attack 1 Granted
I with local 1

1 I

| code 1 Ty

1 1

L J

Yes.

Y

Yes—p|

Create user
form with
prefiled

subset of 2FA

characters

User submits
the form

A

Is 2FA
correct?

Is Password
correct?

No.

Fetch
predefined
2FA
characters
and their
position

Figure 6. Flow diagram of 2FA authentication with trust characters.

User clicks the phishing link and opens the phishing website in the browser.

1) The server acknowledges the user’s request and responds with a login page
to enter the username.

2) The user enters the username and submits the form.

3) The server validates the username. A subsequent request is made to 2FA Token
service to provide trust characters that will be displayed to the user on successful
validation. Once the trust characters are received, the server sends a new form to the
user to enter the password and 2FA token, while displaying the trust characters.
Figure 7 represents a sample login screen flow where user first enters the password
on the first screen and TOTP with trust characters on the second screen.

4) The user starts entering the 2FA code and subconsciously compares the trust
characters for correctness alongside entering the missing numbers. The correct-
ness is evaluated by comparing the trust characters displayed on the page with the

complete token provided to the user. Figure 8 represents a sample screenshot of
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the TOTP Authenticator client app on users mobile. This is the source of the 2FA
code which user will enter.

5) The user enters the password.

6) The server verifies that the username and password combination is correct.
Later it calls the 2FA service to verify the token entered by the user.

7) Once the verification of the 2FA token is positive, the user gets authenticated.

Google
Signin
to continue to Gmail
Email or phone

Forgot emall?

Not your computer? Use Guest mode 1o sign in privately.
Learn more

Create account m
C s,

r--"~-"=-"============== 5 |
I 1
I Welcome !
I 1
I @ johndoe@abcxyz.com v 1
| 1
I  Enter your password 1
I |
I @ 1
:  Enter 2FA Code :
I ---6-3_. |
I 1
I Forgot password? 1
I 1

Accounts

R abcxyz $7

johndoe@abcxyz.com

797 67310 ®

Figure 8. Screenshot of 2FA token app on mobile device of the user.

DOI: 10.4236/jsea.2024.1711043 794 Journal of Software Engineering and Applications


https://doi.org/10.4236/jsea.2024.1711043

V. Dixit, D. Kaur

4. 2FA Setup for Trust Character Based TOTP

The proposed solution leverages the existing TOTP 2FA authentication setup to
provide enhanced security. Figure 9 represents the values required to push to 2FA
code to set up. The variables defined in black are pre existing variables in the cur-
rent 2FA system. The variables defined in red are the new variables introduced as
part of the new trust character-based TOTP 2FA proposed solution. Figure 10
represents the updated QR code that a user can scan on the mobile authenticator
app to get the TOTP token.

Leverage
TOTP
protocol

Hashing ~ Generate 6 digit
algorithmto  OTP in every 30
generate OTP seconds

User address or Shared Secret Service Provider
username Name

pauth://totp/john@example.com?secret=SomeSecret&issuer=SomeCompany&algorithm=SHA1&digits=6&period=30

&trustSecret=SomeTrustSecret&trustDigits=2&trustAlgorithm=Mod

— Y -

Number of Algorithm to
Shared Trust .
Prefilled Trust fetch Trust
Characters
Characters to Characters and
Secret ; . -
display unique positions

Figure 9. Structure of trust character based QR Code URL.

Figure 10. Sample QR Code with proposed solution.

5. Algorithm to Setup for Trust Character Based TOTP 2FA

The TOTP uses the HOTP algorithm by substituting the counter with a non-de-
creasing value of unix timer. To generate the position of trust character, and index
at which it needs to be inserted, the same TOTP output can be leveraged. As TOTP
value always returns the same character set for a given unix time and secret, lev-
eraging its output to derive the position and index will also return a fixed subset
for a given unix time and secret.

Presume following function:

return generate TOTPToken (SomeSecret, cur-
rentTime, timeStepSeconds, TOTPDigitCount);

Now with the proposed approach, the current algorithm will change to:
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getTOTPCode(){
oTPLength = TOTPDigitCount + trustCharacter-
Count;

token = generateTOTPToken (SomeSecret, cur-
rentTime, timeStepSeconds, TOTPDigitCount);

trustCharacters= generateTOTPToken
(SomeTrustSecret, currentTime, timeStepSeconds,
trustCharacterCount);

trustCharacterPosition = getUniquePosition
(trustCharacterSecret,timeStepSeconds,0TPLength)

mergedTOTPCode = getMergedCode (token,
trustCharacters, trustCharacterPositions, oT-
PLength);

return mergedTOTPCode;

}

getUniquePositions (trustCharacterSecret, cur-
rentTime, timeStepSeconds, oTPLength) {
timeStep Value = currentTime / timeStepSeconds;
hashed value = hash(trustCharacterSecret +
timeStep Value);
Set uniqueCharacterSet;
int index=0;
while (uniqueCharacterSet.size < trustCharacter-
Count && index<hashed value.length){
int position = uniqueCharacterSet.cha-
rAt(i) % oTPLength
if(! uniqueCharacterSet.contains(position)){
uniqueCharacterSet.add(position)
}
!
if(uniqueCharacterSet.size < trustCharacter-
Count){
// add positions index in serial order starting
Zero

}

return uniqueCharacterSet;

getMergedCode(token, trustCharacters, trustCharac-
terPositions, oTPLength) {
trustCharacterIndex=0,
tokenIndex=0;
traverse (index O .. to .. oTPLength) {
if(trustCharacterPositions.contains(index)){
mergedCode [index] = trustCharac-
ter[trustCharacterIndex];
trustCharacterIndex++;
telse{
mergedCode [index] = token [token-

Index];
tokenIndex++;
J
}
return mergedCode;
b
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For the TOTP edge case defined in RFC6238, following are the values after ap-
pending trust characters. Table 1 displays the results taken with variables as:

Some Secret = ASCII String value “12345678901234567890%

Trust Secret = ASCII String value “098765432109876543217;

Time Step = 30,
Trust Digits = 2,

Trust Algorithm =

Mod,

Ty = 0 Unix epoch as the initial value to count steps.

Table 1. TOTP values.

Time in Seconds

59
59
59
1111111109
1111111109
1111111109
1111111111
1111111111
1111111111
1234567890
1234567890
1234567890
2000000000
2000000000
2000000000
20000000000
20000000000

20000000000

Original

TOTP
481090
771515
949331
135816
202986
827329
127384
348986
807694
229225
643556
447659
108487
161267
290684
84444
891795

120478

Trust Character
Positions

1,5
3,6
1,3
1,7
0,2
3,5
2,6
1,5
0,4
1,3
1,2
1,6
0,4
3,7
3,4
2,3
4,6

1,3

Trust
Characters

0,7
2,2
1,8
6,6
4,0
6,8
55
9,8
6,4
3,5
7,3
9,5
2,3
4,7
2,7
4,3
6,7

9,5

Final Code Algorithm

40810790
77125125
91489331
16358166
42002986
82763829
12573854
39489886
68074694
23259225
67343556
49476559
21083487
16142677
29027684
08434444
89176975

19250478

SHA-1
SHA-256
SHA-512

SHA-1
SHA-256
SHA-512

SHA-1
SHA-256
SHA-512

SHA-1
SHA-256
SHA-512

SHA-1
SHA-256
SHA-512

SHA-1
SHA-256

SHA-512

6. Security Considerations for Trust Character Based TOTP

2FA

As per rfc4226, the security of the underlying HMAC-SHA-1-based HOTP can be

defined as

where:

Sec = sv/10°"

- Secis the probability of success of the adversary;

(1
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- sis the look-ahead synchronization window size;

- vis the number of verification attempts;

- Digitis the number of digits in HOTP values

In case where no trust characters are shown to user, the number of permuta-

tions for the right combination are

)

where

X = Total number of permutations available without trust characters;

r= Total length of the code;

n = Distinct characters available to choose from.

As per the proposed solution, since a subset of digits will be displayed to the
user, the above new equation formed is as below:

. n!
AR Y

where

X' = Total number of permutations available with a fixed subset of characters;

F=Number of trust characters;

I' = New total length of the code;

n = Distinct characters available to choose from.

To keep the Sec same, the permutations should remain the same.

X=X’ (6)

n! n!
(n-r) (n=(r'=F))! ©)
r-F=r 7)
r=r+F (8)

The code length needs to be increased to maintain the status quo of the existing
2FA TOTP security level with the newly proposed solution with respect to the
original implementation.

For example, for a 6-digit numeric 2FA token, the permutations are decreased
from 151,200 to 5040 if two trust characters are shown. If the code length is in-
creased to 8 with 2 trust characters, it regains the same permutations, Ze. 151,200,
and the end-user only has to enter only 6-digits like in the previous case.

Probability that phishing website will be able to provide the trust characters at
the right location is

Y=— 9)

where
Y = Probability of right placement of characters;
F= Number of trust characters;

n = Superset of characters that make 2FA code.
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So, in case of numbers between 0 - 9,

1

“To7 (10)

To summarize, as proved in Equation (10), the overall length of TOTP needs to
increase by the number of displayed trust characters in order to keep the TOTP
adversary attack probability the same.

TOTP Variance

The following proof establishes the lemma estimate biases as described in
RFC4226.

Let the random variable X be uniformly distributed over Z_{N}.

Table 2. TOTP variance.

Values Probability that each appears as output
0,1, ..., 483647 2148/2 roughly equals to 1.00024045/10°
483648, ..., 999999 2147/2% roughly equals to 0.99977478/10°

Even though, it is slightly skewed towards lower bound numbers, but at the
scale of 10° it is negligible.

The probability of HOTP before the introduction of trust characters as estab-
lished in RFC4226 is

P_{N,m}(z)=Pr[xmodm = z:x randomly pick in Z_{n} | (11)

Then for any zin Z_{mj}

°_{N.m)(2)- |

(g+1)/N if0<z<r

12
a/N ifr<z<m (12

Since the trust characters also follow the very same algorithm, hence the TOTP
variance and Probability of trust characters in exactly as defined in Table 2 and

Equation (12) respectively.

7. Benefits and Comparison of This Trust Character
Based TOTP 2FA

The existing 2FA TOTP token mechanism is extended in the proposed solution,
hence reducing users’ learning curve.

The trust characters displayed on the screen allow the user to detect if the cur-
rent user is under a phishing attack on a valid indented website.

In the scenario that due to manual/network delay, the characters displayed on
the screen are not the same as that on the authenticator app, the overwrite func-
tionality still provides the ability to user to enter the complete 2FA code and login.
Hence, the proposed solution does not hamper the user experience or delay logins.

As the solution leverages a separate secret token for displaying the trust char-
acters, this keeps intact the security aspects of the current 2FA token-based sys-

tem.
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Resynchronization

Because the proposed approach leverages the TOTP output to derive the trust
characters’ digit and index, HOTP resynchronization as defined in RFC4226 sec-
tion 7.3 does not need to happen.

As defined in TOTP RFC6238, resynchronization is still recommended as the
client and server clock can go out of sync, or due to network delays, the user input
gets delayed. Since the solution accepts the overwritten numbers for trust charac-
ters, the resynchronization technique in TOTP RFC6238 is still valid. Hence a
limit can be set both forward and backward from the calculated time step on re-
ceipt of the OTP value.

Further, since users can override the trust characters; this helps the system over-
come network delays and out-of-sync clocks. As users will only opt for overriding
the trust characters after verifying the website’s validity, this does not reduce the
proposed solution’s security benefits.

Comparison with Existing TOTP 2FA

Existing TOTP 2FA does not provide any visual indicators to user in case of
phishing attack. The proposed trust character based TOTP 2FA does provide the
user a sub-conscious warning to validate the authenticity of the website in case of
phishing attack. By increasing the length of OTP equivalent to the number of
trust characters to display, both solutions provide the same level of security in
case of brute force adversary attack as proved in eq 8. Hence with trust character
based TOTP, the service can protect user from leaking password in case of
phishing attack.

Comparison with User Pre-Selected Image

Existing Pre-selected image mechanism is a non-standardized way to provide
visual indicators. Further, the onus of remembering the valid images for each web-
site resides on the user. The new proposed trust character based TOTP eradicates
the responsibility of user to remember the images per website. Instead, the pro-
posed solution provides a run time mechanism to have visual indicators. The user
can leverage the hardware/software/SMS based token numbers to validate the au-
thenticity of the website.

8. Limitations of Proposed Solution

The proposed solution won’t be able to guard against a single user under a targeted
relayed phishing attack. In case of target-relayed phishing attack, the phishing
website can in real time relay the username entered by the user to the real website,
get the trust tokens and present the same to the user on the phishing website.

Though this limitation can be overcomed by leveraging other security systems,
like IP stamping, and keeping a record of existing login systems etc.

In addition to this, there are some additional challenges related to practical ap-
plication of the proposed solution. With the new proposed protocol, ensuring com-
patibility with existing TOTP authenticators could be challenging. Additionally, At-

tackers continuously evolve their methods to circumvent security mechanisms. As

DOI: 10.4236/jsea.2024.1711043

800 Journal of Software Engineering and Applications


https://doi.org/10.4236/jsea.2024.1711043

V. Dixit, D. Kaur

phishing attacks become more sophisticated, relying solely on TOTP based mech-
anisms even with the proposed enhanced protocol for additional security may not
be sufficient. Once the attacker has access to the TOTP secret and trust character

secret, the proposed will deem useless against the attack.

9, Conclusion

The existing 2FA systems do not prevent the user from exposing the passwords.
The new novel solution proposed is to display trust characters on the same page
where the user needs to enter a 2FA token and password. The existing TOTP
mechanism is extended to provide random trust characters and their respective
locations, which remain consistent between the server and client. The trust char-
acter-based TOTP 2FA subconsciously prompts users to check the website’s va-
lidity in case of a mismatch of trust characters, which happens during the phishing
attack. Since the system provides the user overwrite ability, the look back and for-
ward and the resynchronization process of existing TOTP remains intact. This
paper further discusses the security considerations of the novel approach. It has
been proved that by increasing the number of OTP length equivalent to the num-
ber of characters, the probability of adversary attack remains the same as that of
existing TOTP. On the contrary, due to the presence of trust characters, the ser-
vice is now more secure against phishing attacks. The TOTP variance and TOTP
with trust characters are published for the edge cases of epoch time. Further, when
compared with the existing pre-selected image 2FA, it is established that the new
system is much more user-friendly and reduces the user overhead of remembering
images. In terms of limitation, the new approach would not safeguard users’ cre-
dentials in case of a targeted relay attack, but this limitation can be overcome by
leveraging the new solution in conjunction with other techniques like IP stamp-

ing, and Al-based login historical score.
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