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ABSTRACT

This paper presents a new algorithm for generation of attack signatures based on sequence alignment. The algorithmis
composed of two parts: a local alignment algorithm—-GASBSLA (Generation of Attack Sgnatures Based on Sequence
Local Alignment) and a multi-sequence alignment algorithm-TGMSA (Tri-stage Gradual Multi-Sequence Alignment).
With the ingpiration of sequence alignment used in Bioinformatics, GASBSLA replaces global alignment and constant
weight penalty model by local alignment and affine penalty model to improve the generality of attack signatures.
TGMSA presents a new pruning policy to make the algorithm more insensitive to noises in the generation of attack
signatures. In this paper, GASBSLA and TGMSA are described in detail and validated by experiments.
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1. Introduction

Network worms, viruses and malicious codes arétel  alignment, algorithms based on finite automaton and
top threat against the current Internet and entarpr algorithms based on protocol field and length [5].
security, and they cause a loss of hundreds ofomdl The algorithms for generation of attack signatures
dollars every year [1].Intrusion detection basedatinck  based on Token is considered as the most effeatide
signatures is the most effective solution of thésue  approbatory method currently. But in [3], the autho
currently, but the continuous emergence of newsygfe point out that signatures generated by this kind of
attacks and polymorphic engines such as PHolyRuf2] algorithm are not precise and give out an algoribtased
great challenges to the existing intrusion detectio on sequence alignment. In this paper, we presemvwa
technologies. To solve this problem, automaticalgorithm for generation of attack signatures basad
generation of attack signatures has been concdiged sequence alignment through analyzing the algorithms
more and more researchers and has become a nemnesented by [3] and referring to the idea of sagee
hotspot in intrusion detection since 2003 [3]. alignment used in Bioinformatics. The algorithm is
Algorithms for generation of attack signatures t@&n composed of two parts: GASBSLA algorithm and
divided into two categories: one is based on stmmigle TGMSA algorithm. With the inspiration of sequence
and the other is based on semantics. Howeveratter | alignment used in Bioinformatics, GASBSLA replaces
relies on prior semantic analysis of a certain tygfe global alignment and constant weight penalty mduel
attacks, so it is incompetent for generating sigmeet of  local alignment and affine penalty model to imprake
unknown attacks automatically. Currently the resiean  generality of attack signatures. TGMSA presentew n
algorithms for generation of attack signatures &nhy  pruning policy to make the algorithm more insemsitio
based on string mode, including the following catézs:  noises in the generation of attack signatures.
algorithms based on the LCS (longest common sugstri The rest of the paper is organized as follows.iS8e@&
algorithms based on the Token (the strings appgarinrefers to related research, which describes therittigns
frequently in suspicious datum and containing nmthesn  for generating attack signatures in [3] and anayitge
one character) [4], algorithms based on sequenceieakness. Section 3 presents the design of GASBSLA
algorithm and TGMSA algorithm, and details their
RThiS Wf?rk Wﬁl_s hSlfppffr(tjed by thr?‘e prOJ'eT(tS: the0dg?1i_863 PJO{ect- relative analysis. Section 4 presents the expetisnen
it validation Somulation. pratiarm under Grant NoGZ AAo1zaoy, the effectiveness and the anti-noise ability of the

The Co-Funding Project of Beijing Municipabiication Commissic  algorithms. Section 5 concludes the paper and wmesti
l;)r;gj(é::tGrant No0.JD100060630 and National FoundafR@searc of some future work.
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2. Related Research in reality, it is possible that the alignment résofl any

) o ) o . two noises is not pruned, because input sequentes o
Seql_Jence allgnment is divided into pair-wise al!gnmand signatures generation algorithm are often processed
multi-sequence alignment, and most of multi- seqeen ¢|ystering algorithms. Thus the alignment resultagise
alignment is based on pair-wise alignment. Firsfys  that not pruned and the alignment results of samjille

sectio_n introduces and analy_zesapair-wise seqwdigoment_ be easily prone to trivial solution and be prunadd
algorithm CMENW (Contiguous- Matches Encouraglngﬁna”y there is no result returned.

Needleman-Wunsch) and a multi-sequence alignmgaritiain . _
HMSA (Hierarchical Multi-Sequence Alignment) [3]. 2.3 Smith-Waterman Algorithm

They are the most representative algorithms apited  gpith \waterman algorithm is a pair-wise local afigmt

tr;_e genetratlocrjl tﬁf attack l&g:lﬁtufres (;:)zatged cfm .Sequenalgorithm put forward by Smith and Waterman in 1981

algnment, anc they are also the founaation ot plau_ser. which is used to find and compare the similarityaoal

Then we introduce the most representative pair-loical . . . N :
regions in an overall view. Even today it is stil

alignment algorithmSmith-Waterman algorithm [6]. common basic algorithm in bioinformatics. Given

2.1 CMENW Algorithm sequencex and y as inputs, Smith-Waterman algorithm
outputs a local alignment result which is globatimmgal.

The similarity value of it is maximal according to
formula (2). And the meanings of the bytes in this

alignment algorithm. The main difference betweea th ?ég:gi zaie the same as those in the formula (1) in
two algorithms is: Needleman-Wunsch algorithm gasil o
leads to fragments. In order to reduce the infleeot S(x,y) =k xm+k,xd+k,xd (2)
fragments in the process of alignment, CMENW Smith-Waterman algorithm is used to find the bigges
algorithm introduces contiguous-matches encouragingimilarity value and the best alignment based om th
function enc(x) (x is the number of contiguous bytes principle of dynamic programming, and its process
in the alignment), which is used to encourage goitis ~ includes two major steps:
bytes to be aligned together. The score function of 1. Calculate the similarity values of two givenseaces,
CMENW algorithm is as follows: and get a similarity matrix;
_ 2. Get the best results of sequence alignment gtrou

S(x,y) =k, xm+k,xd +k3x6+2enc(]s|) @ dynamic programming and backtracking algorithm,
m is the score of bytes matched, is the score of —according to the similarity matrix got in step 1.
bytes unmatchedd is the score of empty penalty, Smith-Waterman algorithm improves Needleman- Wunsch

is the number of bytes matched in the result gnatient, algorithm. The main difference between them is:

k, is the number of bytes unmatchell, is the number Smith-Waterman algorithm USes 0 to replace all the
negatives in the similarity matrix; if the similgrivalues

of gaps, s is contiguous bytes. _ no longer increases when the length of alignmesiiite
Attack signatures generated by CMENW algorithm argpcreases.  this algorithm will finish backtrackiramd

not effective enough while facing to polymorphitaak ot the result. According to the differenceswisen

because of the insufficient generality. It canimprioved o 110 algorithms, the idea of Smith-Waterman

by usllng_ m(;’.'}ff'.'sﬁgt'ence tailr?nment_, but t?gﬂnumltéer OaIgorithm is helpful for CMENW algorithms to overoe
samples 1S difficult to meet the requirement inf rear the problem of insufficient generalization.

situation.
3. GASBSLA Algorithm and TGMSA Algorithm

2.2 HMSA Algorithm
. . : . . Through the analysis of CMENW algorithm and HMSA
HMSA algorithm is a type of hierarchical multi-semee aIgorit?]m, we pre)éent a new algoritf?m for generatid

alignment  algorithm - based  on . pair-wise a"gnmentattack signatures based on sequence alignment. The
CMENW algorithm, which is suitable for attack 9 q 9 '

g : . - .algorithm is composed of two parts: a local alignine
signatures generation. This algorithm has threenmai®'9°" . .
fegtures [3]? (1) hierarchical p%ir-wise alignmer(®) algorithm—GASBSLA (Generation of Attack Signatures

supporting wildcard characters: (3) with a pruningB@sed on Sequence Local Alignment) and a multi-

function. sequence alignment algorithfTGMSA (Tri-stage Gradual
HMSA algorithm possesses the function of pruning,Multi-Sequence Alignment).

whi.ch. accelg_rates its convergence and enhancem_tbe 3.1 GASBSLA Algorithm

resisting ability. However, the effectiveness otiging o _ . _

function is based on two assumptions: (1) the atignt  In Bioinformatics, local alignment has more praatic

result of any two noise will be pruned becauseriofat significance than global alignment because two esecgs

solution; (2) the alignment result of any two saesplill — are often with very high similarity just in somectd

not be pruned and get a precise attack signatuweekier, regions [8]. For example, two long DNA sequencésrof

CMENW algorithm is a pair-wise alignment algorithm
based on global alignment. It is improved on Nemdle-
Wunsch algorithm [7], which is the typical pair-&is
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have relation with each other only in seldom areas F(i,j)=max

(password districts); proteins belonging to diffare 0 [case 1
families often have some regions in the same on the . . .
structure and function. The situation in generatifg F(i-Lj-D+o(a.b)+enc(T(i,])) [case 2]
attack signatures is very similar with that of F(i-1j)+o(a,-) [case 3
Bi_oinformatics, S0 GASBSLA algprithm replaces glbba F(i,j-)+a(-b) [case 4]
alignment by local alignment to improve the gengral
and precision of attack signature under the camulitiof a STOP [case 1
small sample. In addition, to further reduce thebar of
fragments, GASBSLA algorithm replaces constant Ptr(i, j)= DIAG [case 2]
weight penalty model by affine penalty model [9]. LEFT [case 3

The differences between affine penalty model and UP [case 4]

constant weight penalty model are: the penaltyeach
gap is independent in constant weight penalty modeB.2 TGMSA Algorithm

That is, in any case, the penalty for one gaplisand  tGMmsA algorithm presents a new pruning policy to
the penalty forn gaps isnd; but in affine penalty 4y0id the situation of no output caused by not @ein
model, the penalty fom gaps which attached together pruned in the alignment process of two noises. The
is q+(n-1)xr. Where q is the penalty for the first general idea is modifying pruning policy in the ritt»1)
one of n gaps attached together, is the penalty for layer alignment according to alignment similaritgiwe.
the other gaps, and« g. We can learn from descriptions If the alignment similarity value is less than theeshold
above that in affine penalty model, the penalty toe  (that the alignment similarity value is out of cigince
first gap is more than the other ones which meaes t interval), the alignment result will not be prunéud the
reduction of single gaps and fragments in the kttac™WO sequences will be laid aside then align respelgt
signatures. with the signature sequence result,_ which is tlgmnaient

The general idea of GASBSLA algorithm based cmresult of ther sequences. If.t.he allgnme_nt rechodts not

; L . . accord with pruning conditions, it will replace the

Dynamic Programming is: First, calculating the samify  ,j0ina) signature sequence, otherwise it will lesetted.
values of two sequences and keeping them in amatri
(named similarity matrix or DP matrix); second, Algorithm 2. TGMSA algorithm
according to the dynamic programming backtracking'cr)‘gtuzt_sergﬂﬁir_‘g: Suitn?:e Alianment resul
algorithm, finding the optimal alignment sequencettoe Initiglizétion' q 9
basis of the DP matrix. Both the time complexityl dhe R.S '
space complexity of GASBSLA algorithm a@®(mn),
where m and n are the lengths of the two sequences. W {

o(X,y) is the similarity value of the alignment of T4

and y, where x and y are any two characters. Iteration of the first stage:
Algorithm 1. GASBSLA algorithm while |R| 21, do
Input: sequencea and b if |[Rj=1 (denote the sequence by)

Output: the similarity value and optimal sequenceipen s =W
alignmentofa and b
Initialization:
a. T(0,00=0
b. For each i=12---,M
F(i,0)=0, T(i,00=0
c. For each j=12-,N the similarity value and optimal sequence aligntent

N = N pruning
_F0.1)=0. T(0)=0 if the number of fragments inAli s =3 and there
Main iteration: S

For each i=12---,M exists at least two fragments whose leaggh

else
take out two sequences and s; orderly from R

align s with s, using pair-wise alignment algorithm,
the alignment result is denoted b‘)\ligysl (including

For each j=1,2---,N Aligs - T
o . Iteration of the second stage:
rjy=[TOLI I a=b) do
o, if & #b Vi
while |T|21, do

Copyright © 2008 SciRes JSEA



An Algorithm for Generation of Attack Signatures Bdson Sequences Alignment 79

if [T|=1 (denote the sequence by) According to the small probability event theorynmirmal

then s -V distribution: the most datum of normal populati®@8.7%)
else falls in the range ofu+ 30, and those cases out of the

take out two sequences and s, randomly from R range are called small probability events. Statistiolds

align s with s using pair-wise alignment that small probabili}y events occur a]most impolgsib
. : . . and they can be ignored. The confidence interval of
algorithm, the alignment result is denoted W'Svsi alignment similarity value is as follows:

pruning
. L . . ) —_— S, — .
if the similarity value of A“s_sj falls in confidence F. -3 1 ,Fn+1+3_1 (5)
: . Lo ! Jn+1 Jn+1l
interval(the calculation of similarity value condidce
interval will be specified in Section 3.3.) That is:
AIiS s »V
o n+l nel_, — 2 n+l n+l_, )
else Alls s - W zF z F _(n+1)Fn+1 2 F z F _(n+1)Fn+1
i3S izl _g3 i=1 izl 43 i=1
T <V n+l \/n(n+1) "n+l \/n(n+1)
until V|<1
Iteration of the third stage:
if V|=1 (6)
while |W|#0 4. Experimental Results

_ take out single sequence froW orderly, then align |n this section we verify the effectiveness and tioise
it with the alignment resultAli in the second stage resisting ability by practical results. In our expeents,
respectively to generate a new alignment resili  if CMENW algorithm and HMSA algorithm are
the number of fragments irAli =3[10] and there exists implemented to verify pertinently the effectivenesis

at least two fragmlents whose lengtB [11,12] improvement gave out in GASBSLA algorithm and
then Ali = Ali TGMSA algorithm.
else Ali =@

4.1 Experiments Environment
3.3 The Selection of Alignment Similarity

; Hardware environment: Dawning Server (Intel® Xeon®
Confidence Interval

CPU, 4G internal storage);

Central limit theorem holds that regardless of the Software environment: Linux Red Hat 9.0 Operating
statistics population on the subject obeying whatev System(the version of kernel is 2.4.20-8).

distribution, the distribution of sample mean issd to a : ‘o T

normal distribution, the mean ofp normal distribatio 4.2 Algorithm Validity Verification
equals that of population distribution, and theiatate  For the purpose of comparison, we selected the same
equals that of population distribution divided blyet experimental method as [3]. We generate signatiaes
Sample size. Therefore, we can estimate the averagmlymorphic versions of four real-world exploits:
signature alignment similarity based on a certdtack  Apache-Knacker [13], CodeRed [14], IISPrinter [15]

by the average of the similarity value samples.Weall and TSIG [16]. The Apache-Knacker exploit, the
the alignment similarity values calculated in thestf  codeRed Il exploit and the IISPrinter exploit use the
stage as a sample to calculate the similarity valugext-hased HTTP protocol. The TSIG exploit uses the
confidence interval which is the judgement conditef  pinary-hased DNS protocol. We use polymorphic emgin

pruning in the second stage. to generate 150 samples for each exploit attackidec
Assume (F,F,, ,F,) is a sample of the 50 samples used to generate signatures and 100esamp
alignment similarity value populatidh, so the sample used to detect false negatives. In order to sireusat
mean and sample standard variance are as follows: ideal polymorphic engine, we fill wildcard and code
n+l bytes for each exploit with values chosen uniforraty
. random. In addition, we select 10,000 data samples
1=l ' 3) without attacks from the MIT Lincoln Laboratory
" n+1 intrusion detection system test-sdDARPA99 (the third
1(n+l ) week data sets) [17] to detect False positives.
S... —\/_( (|:i _|:) J In our experiments, we set the matching scorel,
nli=l ) the mismatching scoral = —0.2, the penalty for the first
1[n+l 5 ) gap d=-1, the penalty for the other gapd = -0.05.
= H[igl Fe=(n+1)F,,, } The Contiguous-Matches encouragement function tis se
= as:
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(x=1)x15, X< 3 their effective attack codes.
X> 3

enc(X)={3+(x—3)x05 "

4.3 Noise Resisting Ability Verification

Table 1 and Table 2 show the signatures of the foulVe Selected the same experimental method with HMSA
exploit attacks introduced above which are generage ~ &90rithm: testing the noise resisting ability gsin
CMENW algorithm and HMSA algorithm and by CodeRed II epr0|t.and- IISPnnter exploit as attack
GASBSLA algorithm and TGMSA algorithm. The two SamPples and comparing it with HMSA algorithm. The
tables also give out the rate of false positived taise ~ Sample set contains 20 samples for each attackirend
negatives of the detection experiment using thdlUmber of noises included in the sample set iseamed
signatures. It can be discovered from the comparafo ~ 9radually to observe the numbers of generatingasigas
Table 1 and Table 2, the signatures generated bynd generating precise signatures using HMSA dtyori
GASBSLA algorithm and TGMSA algorithm have and TGMSA algorlthm.' Generating precise signatures
better generality and effect when they are usedetect ~Means both false negatives and false positivesrgeske
polymorphic attacks. We take TSIG for example toffom the sample set are zero. o
analyze the reason: signatures generated by CMENW It can be found from the results as showed in Fidur
algorithm and HMSA algorithm include exact position @nd Figure 2 that: when SNR below or equal to o)
relation, but in fact polymorphic attacks are effee ~ HMSA algorithm and TGMSA algorithm possess strong
attack codes through processed by ponmorphid“Oise immunity; but when SNR is more than one, the
mechanism(some methods to add useless codes inf@ise resisting ability of TGMSA algorithm is bettban
effective attack codes), and the lengths of usateses that of HMSA algorithm. The reason is that: whenRSN
is alterable, which leads to false negatives wherdS more than one, there must be the situation tihat
signatures generated by CMENW algorithm and HMSANoise align with each other. HMSA algorithm assume
algorithm are used to detect polymorphic attacks: F that any alignment of two noise will de pruned, but
Apache-Knacker exploit, the effective attack codesfact the assumption usually cannot to met whickise®
contain distance restriction, so the false negatigé NO result or no precise result when the alignmet o
CMENW algorithm and HMSA algorithm is zero, while Nnoises aligns with the alignment of sample. Aimiig
the false positives of GASBSLA algorithm and TGMSA this fact TGMSA algorithm improves the pruning [egli
algorithm is 0.08. Nowadays, but, most of theand the experimental results prove that our improeve
polymorphic attacks contain no distance restricion ~ enhance the noise resisting ability of the alganith

Table 1. Attack signatures generated by CMENW algoritm and HMSA algorithm

Attack Attack signatures False+ | False-

CodeRed I GET/*.ida?*\r\n?????\%u*\%u780*=*HTTP/1.0\r\n 0 2%

Apache-Knacker 0 0

1ISPrinter GET?http://*:*\r\n???2?2?????null.printer?*HTTP/1.0\r\n 0 5%

TSIG \xFF\xBF*\x00????7????7???7\x00\x00\xFA 0 6%

Table 2. Attack signatures generated by GASBSLA algdthm and TGMSA algorithm

Attack Attack signatures False+ | False-
CodeRed Il GET/*.ida?*\r\n\%u*\%u780*=*HTTP/1.0\r\n 0 0
Apache-Knacker GET~*~HTTP/1.1\f\n*\r\nHost: *\r\n*\r\nHost: ~*\xFF\xBF *\r\n 0.08% 0
[ISPrinter GET*http://*:*\r\n*null.printer?*HTTP/1.0\r\n 0 0
TSIG \XFF\xBF*\x00¥\x00\x00\x FA 0 0
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12 —e— generating
signatures(CMENW and
1 HMSA)
—=— generating precise
0.8 signatures (CMENW and
o HMSA)
IS
@ 06 —a— generating
signatures (GASBSLA and
0.4 TGMSA)
—x— Qgenerating precise
0.2 signatures (GASBSLA and
TGMSA)
0
0 1 2 3 4
1/SNR

Figure 1. Rates of generating signatures and gendirag precise signatures for CodeRedI exploit attack different SNR

12 —e— generating
signatures(CMENW and
1 HMSA)
a— generating precise
0.8 signatures (CMENW and
2 HMSA)
<
xr 06 —a— generating
signatures (GASBSLA and
0.4 TGMSA)
—x— generating precise
0.2 signatures (GASBSLA and
TGMSA)
0
0 1 2 3 4
1/SNR

Figure 2. Rates of generating signatures and gendirag precise signatures for lISPrinter exploit atteck in different SNR

5. Conclusions algorithm as follows: the attack signatures result
maintains a high degree of generality and a venydgo
In the paper, through analyzing the advantages angrecision; it is more insensitive to noises in teadition
disadvantages of CMENW and HMSA algorithms wethat Signal-noise Ratio (SNR) is less than 1. Turéhér
present a new attack signatures generation algorith study of our research mainly includes two partsy o
based on multi-sequence alignment with the idea oficcelerate the convergence of TGMSA algorithm while
sequence alignment in bioinformatics. It contaim® t maintaining the noise resisting ability; and how to
parts: a pair-wise local alignment algorith@ASBSLA  improve the performance of the GASBSLA algorithm.
and a tri-stage gradual multi-Sequence alignment
algorithm-TGMSA. GASBSLA algorithm uses the idea
of local alignment and affine empty penalty model t REFERENCES
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