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Abstract

Regulated SaaS providers must defend exposed web applications and APIs,
distributed cloud control paths, BYOD-heavy workforces, and privileged in-
ternal workflows while preserving availability, auditability, and user experi-
ence. Zero Trust Architecture (ZTA) is widely adopted for these environ-
ments, yet practical implementations frequently devolve into either an un-
workable internal deny-all posture or an insufficiently rigorous configuration
that leaves unjustified standing trust intact. This paper proposes the Minimum
Standing Trust (MST) framework: an operations optimization model for SOCs
supporting SaaS platforms that process regulated data (PHI, PII, PCI-DSS-
scoped, GDPR-governed). MST formalizes a two-plane enforcement architec-
ture: at the application edge, strict minimization of allowed ingress through
WAF controls, NIDS visibility, bidirectional abuse-list auto-blocking at both
network and endpoint layers, and governed exception handling; inside the dis-
tributed enterprise, the progressive removal of standing trust through strong
identity, device posture, session-aware authorization, just-in-time privilege el-
evation, and behavioral context. The operational hinge is a unified telemetry
plane spanning SIEM, EDR, XDR, WAF, NIDS, IAM, VPN/ZTNA, cloud, and
data-access events, on which agentic Al can safely accelerate triage and re-
sponse—but only with autonomy bounded by policy, reversibility, and blast-
radius constraints derived from organizational risk tolerance. The frame-
work’s anticipated effects—reduced analyst burden, less unnecessary standing
access, and improved audit-evidence generation—are stated as explicit, meas-
urable hypotheses tied to defined metrics and baselines rather than as demon-
strated results, with empirical validation identified as the priority for future
work. The result is a concrete path for aligning Zero Trust theory with cyber
defense practice in regulated SaaS environments.
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1. Introduction

NIST Special Publication 800-207 defines Zero Trust as a shift away from static,
network-based perimeters toward controls centered on users, assets, and resources,
framed explicitly as a response to remote users, BYOD programs, and cloud-
hosted assets [1]. That description maps precisely onto the modern regulated SaaS
provider—and generalizes to any organization operating an externally facing ap-
plication infrastructure alongside an internally facing enterprise network: the two
fundamental planes in our model. In such environments, the application infra-
structure lives in the cloud; identities and sessions traverse public and private net-
works; support, engineering, and operations are distributed across geographies and
devices; and a constrained but consequential subset of internal roles requires gov-
erned access to regulated records. The protected resource is not a building or a
subnet; it is the intersection of application paths, identities, sessions, data stores, and
administrative workflows that process or expose PHI, PII, PCI-DSS-scoped, GDPR-
scoped, and similarly high-consequence information.

Figure 1 illustrates the environment that motivates the MST framework. The
key structural insight is that a regulated SaaS provider operates two very different
exposure surfaces simultaneously—an Internet-facing application plane serving
customers and partners, and an internal enterprise plane of distributed employees,
contractors, and administrative workflows—and that the enforcement logic ap-
propriate for one is wrong for the other. This two-plane asymmetry recurs through-
out the paper.

The Zero Trust principle traces its formal expression to the foundational For-
rester Research report [2], which argued that the “trusted inside” assumption was
already empirically false for enterprises with mobile workers, contractors, and
cloud-resident data. Google’s BeyondCorp operationalized the intuition at scale,
moving access controls from the network perimeter to the individual device and
user [3] [4], and Gilman and Barth codified the design principles for a wider au-
dience [5]. NIST publications [1] [6] elevated these ideas into normative federal
guidance, CISA’s Zero Trust Maturity Model [7] provided a staged roadmap, and
the DoD Zero Trust Strategy [8] and Executive Order 14028 [9] institutionalized
adoption as national security policy.

Despite this rich lineage, many Zero Trust programs become operationally brit-
tle because they are treated as procurement exercises— “Zero Trust products” lay-

ered onto unchanged operating models—rather than as a change in how trust de-
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cisions are made, evidenced, and governed. The result is coverage without posture:
controls exist, but standing privilege persists beneath them, telemetry stays frag-
mented, and exceptions accumulate without review. The gap this paper addresses
is operational: running Zero Trust as a continuous optimization discipline rather

than a deployment milestone.

[ Public Internet / Cloud

External Application
Infrastructure
Internet-accessible - cloud-hosted

Internal Network
Infrastructure
Inside organizational boundaries

Web Applications and APIs

Authentication Services

Remote workforce Managed endpoints
Any geography Corporate devices
Any device (BYOD) Policy-compliant

“

Partner Integrations and CDN

Engineering / DevOps Support / Operations

J @ Administrative workflows

Regulated data stores

PHI - PII - P( S Production access Constrained data

A\ R R R

Threat Actors
Exploit - Probe + Scan

Customers

and Partners

Admin workflows visibility only

) @ Identities traverse public and private networks
@ Mand r ation if exposed

@ Sessions cross organisational boundaries
guls a mer harm L . X
@ Distributed across geographies and time zones

@ Contractual and legal obligations

@ Privileged roles require governed data access
high-value target

External governance
Deny-by-default - Strict ingress minimization
WAF - NIDS - Abuse-list enforcement

Internal governance
ve trust removal - JIT privilege - Device-trust tiering

Continuous verification - Behavioral baselining

The protec

ted resource zone is not a network segment but the intersection of application paths, identities, sessions

data stores, and administrative workflows

Figure 1. The two-plane operating environment. The external application infrastructure (left)—internet-acces-

sible, cloud-hosted, and reachable by customers, partners, and threat actors—is governed by a strict ingress-mini-

mization policy. The internal network infrastructure (right) serves the distributed organizational workforce across

geographies, devices, and roles, and is governed by progressive trust removal and continuous verification. Both

planes converge on a protected resource zone (centre) that is not a network segment but the intersection of appli-

cation paths, identities, sessions, regulated data stores, and administrative workflows. The organizational boundary

(dashed) encloses the protected resource zone and the internal plane, while the external plane is deliberately ex-

posed to the public Internet.

Meanwhile, the adversary landscape facing SaaS operators has intensified. The
Verizon DBIR, the CrowdStrike Global Threat Report, and the Cisco Talos Year
in Review converge on the same leading breach vectors: credential theft, identity-
based attacks, and web application exploitation [10]-[12]—CrowdStrike reports
identity-based initial access in the majority of 2024 intrusions, and Talos identifies
valid-account abuse as the single most common initial-access technique for the
same period [11] [12]. MITRE ATT&CK catalogs hundreds of techniques exploit-
ing exactly the trust assumptions Zero Trust is designed to eliminate: lateral
movement through standing credentials, privilege escalation via misconfigured
roles, and exfiltration over legitimately provisioned paths [13]. In regulated SaaS
environments, the consequences are amplified: the attacker’s prize triggers man-

datory breach notification, regulatory sanction, and customer harm.

DOI: 10.4236/jis.2026.173016

324 Journal of Information Security


https://doi.org/10.4236/jis.2026.173016

P.J. Worth Jr. et al.

This paper advances a specific, operational interpretation of Zero Trust: the goal
is not universal denial, but minimum standing trust consistent with business-re-
quired operations—abbreviated throughout as Minimum Standing Trust (MST).

We define the two central terms precisely at the outset. By standing trust we
mean any privilege, session, credential, key, or access path that persists by default
beyond the specific transaction that justified it—for example, a never-expiring
service-account token, a broadly scoped administrative role that is held continu-
ously rather than acquired on demand, or a session that remains valid without
renewed proof of identity, device posture, and context. Minimum Standing Trust
is the operating objective of holding the aggregate quantity of such persistent, un-
justified trust to the smallest value consistent with business-required operations,
and of replacing persistence with continuous, evidence-gated re-authorization
wherever feasible.

MST is related to, but distinct from, three established principles. Least privilege
[14] constrains the scope of a grant—how much access an identity holds; MST
additionally constrains its persistence—how long and under what continuing ev-
idence it holds it. Zero standing privilege eliminates durable administrative rights
in favour of just-in-time elevation; MST generalizes the idea from administrative
privilege to the entire action space, including sessions, service identities, and ma-
chine-to-machine paths, and embeds it in a cost model that also prices denial. And
continuous verification re-evaluates trust signals over time; MST specifies what
the re-evaluation must decide—the per-action threshold rule of Equation (9)—
and what system-level quantity it is optimizing.

The argument rests on four claims that form the spine of the paper.

First, Zero Trust fails in practice not from insufficient controls but from a cat-
egory error: practitioners confuse Zero Trust with universal denial, then carve
back exceptions until the business can function. The correct objective is not to
maximize blocking but to eliminate standing trust—privileges, sessions, and ac-
cess paths that persist beyond the transaction that justified them.

Second, the enforcement logic at the Internet-facing application edge must be
fundamentally different from the logic governing the internal enterprise: edge
controls belong as close to deny-by-default as the service can tolerate, while inter-
nal controls progressively remove standing trust through identity, device posture,
session context, and data-aware authorization. WAF, NIDS, and bidirectional repu-
tation-based auto-blocking are edge and perimeter tools, not a strategy; the real mes-
sage is constrain exposure, constrain privilege, and prove continuously. Network lo-
cation is not a trust signal. Standing privilege is the primary attack surface.

Third, a unified telemetry plane is the operational hinge of the entire model.
Without it, every other control degenerates into isolated noise. With it, the secu-
rity operations center can answer the decisive questions—who acted, from where,
against which resource, with what trust context, and with what consequence—
without manual event correlation.

Fourth, agentic AI can safely accelerate triage and response, but only when its

autonomy is bounded by policy, reversibility, and blast-radius constraints that the
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organization has explicitly authorized. Al should operate inside the MST model,
not alongside it as a separate problem domain. The governance criteria that de-
termine whether an access action is permitted are the same criteria that determine
whether an automated response action is permissible.

The Zero Trust eXtended (ZTX) ecosystem framework [15] extended Kindervag’s
network-centric formulation into a full enterprise operating model spanning data,
workloads, identities, devices, networks, visibility and analytics, and automation
and orchestration. ZTX matters here because it legitimized treating Zero Trust as
an operational program with measurable pillar-by-pillar maturity—the framing

MST inherits and sharpens into an explicit optimization objective.

Compelling and Innovative Aspects of This Work

This paper advances the Zero Trust literature in five specific ways that, taken to-
gether, distinguish it from prior practitioner-oriented and academic treatments.

First, a structural diagnosis of why Zero Trust programs fail in practice. The
dominant failure mode—control accumulation without proportional outcome
improvement—is explained as the natural consequence of treating security pos-
ture as monotone in control count, and the diagnosis is grounded in the docu-
mented gap between Zero Trust intent and operational deployment [16].

Second, a formal optimization model with parameters that map directly to op-
erational policy levers. The MST framework introduces binary decision variables
X; over the action tuple @ = (li 10, P51 0, O, ) , arisk-exposure weight C;, a de-
nial-cost weight d;, and a resource-sensitive verification threshold 6’( pi,t)
tied to a continuous verification score V (ai ,t). Each parameter has a defined
operational interpretation (Section 6.2), allowable values, and worked-example
calibration ranges, so the model is implementable rather than purely expository.

Third, an honest complexity separation, a per-decision enforcement rule, and
an action-space-time graph formulation. We prove the complete-information
MST problem is solvable in closed form (Proposition 1) and locate the genuine
optimization content where it operationally lives: legitimacy uncertainty, which
yields a constant-time expected-cost enforcement rule (Equation (9)), and capac-
ity-coupled planning, which we prove NP-hard by an exact reduction from 0-1
knapsack (Proposition 2) and to which the classical knapsack machinery therefore
transfers directly. The graph formulation connects the model to provenance-
graph datasets, and the MST optimum coincides with a principled minimum of
the enterprise attack surface in the Manadhata-Wing sense.

Fourth, a unified two-plane operational architecture with asymmetric enforce-
ment logic. Edge controls converge on deny-by-default with governed exceptions;
internal controls converge on progressive standing-trust removal; and the two
planes are joined by a single telemetry and policy layer so that evidence, enforce-
ment, and audit share one record.

Fifth, a unified governance surface for Al-assisted security operations. Bounded-

autonomy Al is treated as a policy artifact with explicit rungs, reversibility classes,
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and approval tiers, aligned with NIST AI RMF, joint-agency, and OWASP agentic
guidance, so that machine scope expands only with demonstrated reliability.

The remainder of the paper puts operational architecture first and formal struc-
ture second. Section 2 reviews related work; Section 3 presents the MST model
and its edge and enterprise practices; Section 4 develops the unified telemetry
plane; Section 5 defines policy-governed autonomous response and the bounded-
autonomy ladder; Section 6 formalizes MST as a constrained optimization prob-
lem and maps the formal elements onto the architecture; Section 7 states the ex-
pected outcomes as testable hypotheses and the validation agenda; Section 8 con-

cludes.

2. Related Work

2.1. Zero Trust: Foundations and Frameworks

The intellectual lineage of Zero Trust begins with the observation that security
models grounded in network topology—hard perimeter, soft interior—stopped
describing reality as workforces went mobile, workloads moved to cloud, and
partners joined the interior. The Saltzer-Schroeder principles of least privilege and
complete mediation [14] anticipated the core commitments decades earlier; Zero
Trust is, in an important sense, their systematic application to identity-centric,
cloud-era enterprises.

The BeyondCorp initiative [3] [4] provided the first large-scale empirical evi-
dence that a Zero Trust model could operate at enterprise scale without destroying
productivity, documenting the migration of a global workforce off privileged net-
work segments onto access decisions grounded in device inventory, certificate-
based access control, fine-grained per-application proxies, and continuous device
and user validation [17].

The Zero Trust eXtended (ZTX) ecosystem framework [15], developed at For-
rester, extended Kindervag’s architecture by explicitly naming the seven pillars of
a mature Zero Trust program—network, data, workloads, devices, people, visibil-
ity and analytics, and automation and orchestration—and offering measurable
maturity criteria for each. ZTX is directly referenced in the CISA maturity model
[7] and is the principal scaffolding on which the present paper’s multi-pillar anal-
ysis is built. The Zero Trust Networks book [5] synthesized Google’s operational
experience and prior academic work into a coherent engineering guide. The
book’s formulation of trust as a continuous, context-sensitive score rather than a
binary network-location attribute anticipates the adaptive authorization mecha-

nisms that later NIST guidance would formalize.

2.2. NIST and Policy Normalization

NIST SP 800-207 [1] represented the maturation of Zero Trust from practitioner
framework to normative federal guidance, defining the logical components of a
ZTA—policy engine, policy administrator, policy enforcement point—and artic-

ulating seven tenets any Zero Trust program should exhibit. These tenets are
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foundational to the present work. NIST SP 800-207A [6] extended this work into
cloud-native and multi-cloud environments, adding application-level service
identity, ingress and egress gateway policy, and workload-centric enforcement to
the ZTA framework.

The CISA Zero Trust Maturity Model [7] operationalized these tenets into five
implementation pillars—identity, devices, networks, applications and workloads,
and data—with visibility and analytics, automation and orchestration, and gov-
ernance as cross-cutting capabilities, and defined staged maturity levels from tra-
ditional through optimal. Its significance for this work is the recognition that Zero
Trust is achieved incrementally, pillar by pillar, along an assessable progression—
an implementation path compatible with the tiered trust-reduction approach the

MST framework advocates.

2.3.Zero Trust in Cloud and SaaS Environments

The application of Zero Trust to cloud-native and SaaS architectures raises chal-
lenges not fully addressed by perimeter-era frameworks. A 2022 comprehensive
survey [18] organized the literature around core ZT A components—trust engines,
policy engines, continuous authentication—and identified open challenges di-
rectly relevant here: the difficulty of continuous trust evaluation at scale, the ab-
sence of standardized trust-scoring approaches, and the operational cost of fine-
grained enforcement. This finding directly motivates the unified telemetry plane
emphasized by the MST framework.

Early cloud security research [19] explored security service-level agreements
(Sec-SLAs) for cloud computing, documenting the difficulty of defining quantita-
tive security metrics and monitoring delivered security levels between providers
and consumers—a concern MST addresses directly by expressing posture in ex-
plicit, measurable terms: verification thresholds, cost weights, outcome metrics. A
systematic literature review of BYOD security [20] found that the issues personal
devices introduce span technical, management, and people dimensions and there-
fore require holistic treatment; MST’s device-aware trust tiering operationalizes
this conclusion by assigning access scope as a function of verifiable device man-
agement state rather than a binary managed/unmanaged policy.

A multivocal literature review [16] found that while Zero Trust is broadly en-
dorsed as an architectural goal, evidence of successful end-to-end implementation
in enterprise environments remains sparse, and the gap between policy intent and
operational deployment is a recurring theme. The MST framework explicitly ad-
dresses this gap by treating the optimization of operational throughput as a first-

class design objective alongside security assurance.

2.4. Identity, Behavioral Analytics, and Adaptive Authorization

The shift from network-location trust to identity-centric trust has produced a sub-
stantial body of research on adaptive authorization. The role-based access control

model [21] remains the most widely deployed authorization paradigm, but its
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static role assignments conflict with Zero Trust’s demand for continuous re-eval-
uation; attribute-based and policy-based access control incorporate dynamic at-
tributes—device posture, location, behavioral signals—into authorization deci-
sions, moving closer to the dynamic trust evaluation ZTA prescribes [22].
Behavioral User and Entity Analytics (UEBA) provides a complementary evi-
dence layer: statistical modeling of peer-group norms, session characteristics,
temporal patterns, and data-access volume can surface anomalies that evade rule-
based controls [23]. The MST framework incorporates behavioral conformance

as one input to the verification score rather than as a standalone detection product.

2.5. Security Policy as Optimization

The idea of formulating security policy as a constrained optimization problem has
precedent: diverse firewall design has been formalized with correctness and opti-
mization objectives [24], attack graphs have long supported quantitative harden-
ing decisions [25], and the attack-surface literature [26] [27] supplies the meas-
urement semantics that make “smaller surface” a well-defined objective rather
than a slogan. MST extends this tradition from static configuration artifacts to the
full, time-varying action space of an operating enterprise, formulating Zero Trust
policy as a constrained edge-selection problem with an explicit complexity sepa-
ration (Section 6.4).

A parallel and older tradition concerns attack surface minimization as an ex-
plicit engineering objective. Howard, Pincus, and Wing [26] introduced the attack
surface as a measurable property of a system—the subset of its resources reachable
and usable by attackers—and argued that reducing this surface should be a first-
order design objective. Manadhata and Wing [27] subsequently formalized this as
a quantitative metric based on entry points, exit points, and channel resources,
and established it as a peer-reviewed evaluation tool for comparing relative secu-
rity postures across system versions and configurations. This attack surface tradi-
tion connects directly to the MST formulation: the permitted action set 7 is the
attack surface a successful attacker can exploit, and the trust surplus 7\ L is
precisely the avoidable portion of that surface. MST generalises attack surface
minimization by introducing the operational-cost constraint that prevents over-
minimization.

The present paper builds on both traditions. First, it extends the action space
from network flows and firewall rules to the richer tuple space of (identity, device,
session, resource, operation) that characterizes modern SaaS$ access patterns. Sec-
ond, it introduces the action-space-time graph as a unified representation that
captures both spatial access structure and temporal verification dynamics in a sin-
gle model amenable to graph-theoretic analysis, and formulates Zero Trust policy
as a constrained edge-selection problem with an explicit complexity separation
(Section 6.4). Third, it integrates reputation-based pre-filtering—operationalized
through feeds such as AbuseIP DB [28] and Spamhaus [29]—as a mechanism that
reduces the effective action space S before the optimization problem is formu-
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lated, further tightening the achievable minimum.

2.6. Al and Automation in Security Operations

The integration of machine learning and Al into security operations has acceler-
ated substantially. Early work demonstrated deep learning for unsupervised in-
sider-threat detection in structured activity streams [23], and UEBA has since ma-
tured into a standard SOC capability. Automated extraction of structured threat
actions from unstructured threat intelligence—exemplified by TTPDrill [30]—
demonstrated early that natural-language security artifacts can be converted into
machine-actionable detection logic, a precursor of today’s LLM-assisted enrich-
ment. The current frontier is agentic: LLM-based systems that enrich alerts, sum-
marize cases, and propose or execute response actions, with surveys documenting
rapid capability growth alongside novel risks—hallucination in threat reasoning,
prompt injection through ingested telemetry, and over-delegation of consequen-
tial actions [31] [32]—precisely the risk class the bounded-autonomy ladder of
Section 5 governs.

Recent work on LLM-assisted security operations has sharpened these concerns:
a recent survey [31] finds that while LLMs substantially accelerate analyst work-
flows across threat intelligence, vulnerability analysis, and autonomous testing,
they introduce new attack surfaces—prompt injection against agentic tools and
hallucination-induced false negatives—and a 2024 survey of autonomous LLM
agents in SOC environments [32] argues that action boundaries and reversibility
constraints are necessary preconditions for safe deployment, directly corroborat-
ing the bounded-autonomy ladder formalized in Section 5.

NIST’s AI Risk Management Framework [33] and its Generative AI Profile [34]
provide a governance vocabulary—govern, map, measure, manage—that maps
naturally onto the bounded-autonomy ladder: governing the agent’s action space
in policy, mapping each action class to its risk and reversibility profile, measuring
autonomous-action outcomes against expected behaviour, and managing drift
through periodic review. The joint agency guidance on secure AI deployment [35]
[36] and the NCSC secure-Al development guidelines [37] add the deployment-
security dimensions—provenance of inputs, adversarial robustness, monitoring
for model drift—that the telemetry plane of Section 4 is positioned to supply as a

byproduct of its normal operation.

2.7. Synthesis and Gap Identification

The extant literature collectively establishes that Zero Trust is architecturally
sound, empirically motivated, and institutionally mandated—and simultaneously
that its operational realization remains under-specified: surveys document persistent
gaps between reference architectures and deployed practice, and multivocal reviews
find that outcome measurement is the least developed element of published Zero
Trust knowledge [16] [18]. That gap—between architectural prescription and meas-

urable operation—is precisely where this paper positions its contribution.
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What MST adds beyond existing frameworks. The novelty of MST is sharpest
when stated by direct contrast with the frameworks it builds on. Beyond NIST SP
800-207 [1], which specifies the logical components (policy engine, policy admin-
istrator, policy enforcement point) and the seven tenets of a Zero Trust architec-
ture but leaves the trust-reduction farget unquantified, MST supplies an explicit
optimization objective—minimize standing trust subject to business complete-
ness and verification sufficiency—that turns those tenets into a measurable quan-
tity. Beyond NIST SP 800-207 A4 [6], which extends ZTA to cloud-native service
identity and ingress/egress gateway policy, MST contributes the asymmetric two-
plane result: it shows formally why edge and internal enforcement must operate
at structurally different parameter values rather than under one uniform policy.
Beyond the CISA Zero Trust Maturity Model [7], which orders implementation
into pillars and maturity stages but treats greater maturity as monotonically better,
MST contributes the U-shaped cost geometry (Section 6.3) that explains why
monotonic control accumulation overshoots the optimum and can degrade out-
comes. And beyond prior Zero Trust surveys and multivocal reviews, which doc-
ument the persistent gap between Zero Trust intent and operational deployment
[16] [18], MST advances from documenting the gap to giving it a structural ac-
count: the gap is the distance between the realized permitted set 7~ and the
business-required minimum £ , a quantity the framework makes measurable
and ties to the established attack-surface metric [27]. Finally, beyond risk-adaptive
and attribute-based authorization (ABAC/PBAC and risk-adaptive access control)
[22], which already condition individual access decisions on contextual risk sig-
nals, MST contributes three things those schemes leave unspecified: explicit cost
semantics for the two ways a decision can be wrong (¢ for wrongful permission,
d, for wrongful denial), a resource-indexed hard verification gate &p, #) that no
cost trade-off can override, and a system-level objective—minimum standing
trust—of which the per-decision rule (Equation (9)) is the provably optimal en-
forcement and against which aggregate posture can be measured and governed.
In each case, the prior framework supplies the architecture, or the empirical evi-
dence of the problem; MST supplies the optimization structure that makes the

trust-reduction objective explicit, measurable, and plane-differentiated.

3. The Minimum Standing Trust Model: Operational Sketch

The MST framework treats Zero Trust implementation as a constrained optimi-
zation problem rather than a policy posture: find the minimum-cost permitted
action set 7 that covers all business-required operations £ while continu-
ously verifying that each permitted action meets a resource-sensitive evidence
threshold @ .Each action carries a risk-exposure cost C; (the cost of incorrectly
permitting it) and a denial cost 0, (the cost of incorrectly blocking it), yielding
a two-term objective that makes explicit the trade-off most Zero Trust programs
resolve implicitly and badly. The full formalization—decision variables, con-

straints, complexity, and the connection to attack-surface minimization—is de-
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veloped in Sections 6.1 - 6.6; this section gives the operational gist. The paper pre-
sents operational architecture first (Sections 3.1 - 3.4) and the formal framework
afterward (Sections 6.1 - 6.6), with Section 6.6 mapping each formal element back
onto specific architectural components.

The MST model has three direct operational implications that shape the archi-
tecture described in Sections 3 - 5. First, the verification score V (ai ,'[) can only
be computed accurately if telemetry from all relevant planes is fused—making
unified telemetry a correctness requirement, not a convenience. Second, the risk
weight C; and the threshold & ( £ ) differ fundamentally between the exposed
application edge and the internal enterprise, which is why symmetric control pol-
icy across both planes is structurally wrong. Third, the blast-radius and reversibil-
ity criteria used to bound Al autonomous response are derived from the same C;
and & parameterization: high-consequence resources require human approval
before their access policy changes for exactly the same reason they require higher

verification thresholds.

3.1. A Two-Plane Operating Architecture

The most useful way to operationalize the MST model is to separate the environ-
ment into two enforcement planes with different default postures. The external
plane—everything reachable from the Internet—warrants deny-by-default with
narrow, well-documented exceptions. The internal plane—the distributed enter-
prise of people, devices, and administrative workflows—warrants the progressive
removal of standing trust rather than blanket denial, because legitimate work
there is too heterogeneous to enumerate in advance.

The separation of a defended network into an exposed external zone and a con-
trolled internal zone is not itself novel; it reflects current practice across mature
enterprise security programs and is implicit in NIST SP 800-207A’s ingress/egress
gateway model [6] and in the CISA maturity model’s application and network pillars
[7]. The contribution of the two-plane architecture in this paper is not the zone sep-
aration itself, but its explicit mapping to the MST optimization structure. the action
space S, the risk weights C;, the denial costs di , and the verification threshold
function 6’( P ,t) take on fundamentally different parameter values in the two
planes, which is why applying symmetric control policy across both planes is not
merely suboptimal but structurally inconsistent with the optimization problem’s ge-
ometry. The gap between symmetric-policy programs and zone-differentiated pro-
grams is consistently documented in Zero Trust implementation reviews [16].

Edge traffic is comparatively easier to constrain because the set of legitimate
flows is narrower, more observable, and more closely tied to the application’s busi-
ness purpose. Internal enterprise traffic is more heterogeneous and more tightly
coupled to changing work patterns, which makes blanket deny-all policies far
more likely to produce operational self-harm. NIST SP 800-207A reinforces this
separation by emphasizing granular application-level policies, service identities,

ingress and egress gateways, and enforcement that works across hybrid and multi-
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cloud environments [6]. CISA’s maturity model further organizes implementa-
tion around identity, devices, networks, applications and workloads, and data,
with visibility and analytics, automation and orchestration, and governance as
cross-cutting capabilities [7].

This separation leads to a practical design rule: control density should be high-
est where exposure and consequence intersect. At the external edge, that means
hardening ingress, minimizing accepted traffic, and placing the burden of justifi-
cation on everything unusual; internally, it means reducing standing privilege,
continuously validating identities and devices, and using session-level and behav-
ioral context to decide whether an action remains consistent with the role, asset,
and data involved. The bridge between the planes is a unified telemetry and policy
layer that turns events from WAF, NIDS, SIEM, EDR, XDR, IAM, VPN or ZTNA,
cloud, and data-access systems into a shared operational picture rather than dis-
connected alarms.

Figure 2 summarizes the proposed operating model. The primary architectural
mistake in many Zero Trust programs is applying one uniform posture every-
where: deny-by-default is correct for the exposed edge but fractures the internal
enterprise, while progressive trust reduction is correct internally but too permis-
sive for the edge. The two-plane model applies each posture where it belongs and
joins them through shared telemetry and policy.

{ Internet / customers / partners ]

External Protected SaaS platform Internal distributed
application edge and regulated data enterprise
e Web and API traffic only e Application services and APIs e Managed and BYOD devices
® Reverse proxy / WAF gate ® Admin plane separated ® ZTNA / VPN as channel,
® Rate limits, abuse-IP from customer plane not authorization
controls, geo signals ® Cloud control plane and e JIT privilege, step-up auth,
e NIDS network telemetry secrets stores session controls
e TTL-bounded auto blocks ® Least-privilege data access ® Behavioral baselining
® Exception review queue ® Regulated tenant data stores e Service identity and mTLS

Unified telemetry and policy plane

e SIEM, EDR, XDR log ingestion ® Entity resolution and correlation
e NIDS and WAF event streams ® Case assembly and
® JAM and ZTNA session signals Al-assisted triage

Cloud and data-access Bounded autonomous response

audit logs e Compliance evidence generation

Design rule: constrain exposure at the edge, constrain capability inside, one evidence plane underneath both

Figure 2. Two-plane operating model for regulated SaaS Zero Trust. The external plane applies
deny-by-default pressure at the SaaS edge through tightly constrained ingress, application-aware con-
trols, and documented exception handling. The internal plane progressively removes standing trust
through identity, device, session, and data-aware control. Both planes depend on a unified telemetry
and policy layer that supports consistent vSOC decision-making.
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3.2. Threat Model

The MST framework is designed to address a specific and well-documented adver-

sary profile relevant to regulated SaaS providers. Based on the MITRE ATT&CK

framework [13] and annual empirical breach intelligence [10]-[12], the principal
threats are:

» External application attacks: Web application exploitation (OWASP Top Ten
vulnerabilities), API abuse, automated credential stuffing, and bot-driven enu-
meration. These attacks target the application edge and are best addressed by
the external plane controls.

* Identity and credential compromise: Phishing, adversarial token theft, ses-
sion hijacking, and MFA bypass techniques (including adversary-in-the-mid-
dle proxies such as Evilginx). These attacks exploit the trust implicit in valid
credentials and motivate continuous session re-verification.

* Privilege escalation and lateral movement: Exploitation of overprivileged
service accounts, standing administrative access, and misconfigured IAM roles.
These attacks are addressed by just-in-time privilege, device-trust tiering, and
behavioral baselining.

» Data exfiltration: Abuse of legitimate data-access paths to extract regulated
records, often using credentials obtained in prior stages. This threat motivates
data-aware access policy, field-level masking, and egress monitoring.

* Insider threat and support-account misuse: Authorized users acting outside
normal behavioral baselines, whether through negligence, coercion, or mali-
cious intent. This motivates behavioral analytics and just-enough privilege en-
forcement.

Command-and-control and known-bad egress: Established footholds—com-
promised endpoints, rogue servers, hijacked service accounts—that communicate
with adversary-controlled infrastructure for command reception, tool staging, or
exfiltration. A large fraction of this traffic resolves to IP addresses already cata-
logued on public and commercial reputation feeds (AbuseIPDB, Spamhaus
DROP/EDROP, vendor threat intelligence), motivating symmetric, bidirectional
reputation-based blocking at both the network perimeter and the endpoint: in-
bound connections from known-bad sources and outbound connections to
known-bad destinations are both automatically denied.

The MST framework does not claim to defeat all of these threats in isolation.
Rather, it provides the architectural substrate within which specific control tech-
nologies operate with maximum effectiveness and minimum operational friction.

Trusted inputs and non-goals. MST treats a small set of components as a
trusted computing base whose integrity is assumed rather than established by the
framework itself. Specifically, MST assumes: 1) the identity provider (IdP) and its
issuance of authentication assertions are not themselves compromised, so that a
validated identity assertion can be relied upon as evidence; 2) the endpoint pos-
ture agent (EDR/XDR) reports device state faithfully and has not been subverted
on the host it measures; and 3) the unified telemetry pipeline (Section 4) delivers
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events with integrity, so that the verification score V ( a ,t) is computed from
trustworthy inputs. These three components constitute the framework’s root of
trust: if an adversary fully controls the IdP, forges device-posture attestations at
will, or rewrites telemetry in transit, the verification gate on which MST depends
can be defeated and the optimization will operate on corrupted evidence.
Correspondingly, several classes of compromise are explicitly out of scope.
MST does not by itself address: supply-chain or fourth-party compromise of com-
ponents outside the enterprise’s direct control (identified as future work in Sec-
tion 7.7); cryptographic-primitive failure or root-CA compromise underlying the
IdP and certificate infrastructure; physical or firmware-level attacks that subvert
the posture agent below the layer it can observe; and insider compromise of the
governance process that defines the legitimate set L itself. The defenses for
these scenarios—hardware roots of trust, telemetry signing and provenance, IdP-
directed threat detection, and separation-of-duties controls on policy change—
are complementary measures that MST assumes are supplied by the surrounding
security program. The contribution of MST is to minimize standing trust given a

trustworthy evidence layer, not to guarantee that layer’s integrity.

3.3. Application-Edge Enforcement

At the SaaS edge, Zero Trust should be strict: the exposed surface reduced to the
smallest practical set of domains, protocols, ports, paths, and partner integrations
required for customer use and legitimate operations. If traffic is not necessary for
the service to function, it should not reach the service. Administrative interfaces
should not be broadly reachable from the public Internet; customer APIs should
be versioned and documented; unpublished or legacy endpoints retired rather
than hidden; and edge policy should clearly distinguish customer traffic, machine-
to-machine traffic, partner integrations, and administrative control paths.

SP 800-207A is especially relevant here because it emphasizes application and
service identities in addition to network parameters, enabling a SaaS provider to
control not only who is calling an interface but which service is calling which other
service and under what policy [6]. This is critical in microservice architectures
where east-west service-to-service traffic within the platform can itself represent
an attack surface if lateral movement is possible through a compromised service
identity.

In practice, the edge control stack—reverse proxy or gateway, WAF, abuse and
reputation list enforcement, bot management, rate limiting—fronts the applica-
tion tier, and the order of operations matters for both efficiency and evidence
quality: reputation and abuse-list drops occur first and cheapest, protocol and
rate-limit enforcement next, WAF signature and anomaly evaluation after that,
and application-level authorization last, so each layer sees only traffic the cheaper
layers could not disposition and each drop is logged with the layer that produced
it.

Because the legitimate edge surface is relatively compact, autonomous preven-
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tion is most realistic at this plane: high-confidence controls can act by default
when their scope is narrow and their rollback path simple. The most important such
control is bidirectional auto-blocking of IP addresses on curated reputation feeds—
AbuseIlPDB [28], the Spamhaus DROP/EDROP lists [29], and vendor threat-intel-
ligence bundles—which by construction enumerate hosts with demonstrated adver-
sarial activity; connections to or from them serve no legitimate business purpose.
The platform should ingest such feeds continuously and drop both inbound con-
nections from listed IPs and outbound connections to them. The symmetry mat-
ters: inbound blocking addresses probing, scanning, and credential stuffing, while
outbound blocking denies command-and-control callbacks, tool staging, and ex-
filtration from any established foothold. Short-lived blocks on exploit-like request
patterns and suppression of commodity scanning complement this foundation;
geo-based controls can be appropriate when justified by service footprint but are
coarse risk signals, not proof of maliciousness. A workable program gives blocked
traffic a documented exception path, preserving controlled allowlisting for legiti-
mate business cases.

A further edge consideration is egress discipline from sensitive workloads and
administrative enclaves. Providers often invest more in ingress filtering than out-
bound control, even though exfiltration, command-and-control callbacks, and ac-
cidental exposure ride legitimate-looking outbound paths. Zero Trust at the edge
therefore benefits from a symmetrical design: published inbound paths should be
explicit, but so should the outbound destinations and protocols available to sys-
tems handling regulated data or administrative control—service-to-service traffic,
update channels, partner APIs, and observability exports enumerated and moni-
tored, everything else measurable and, where feasible, denied by policy.

External Zero Trust also carries a compliance dividend: edge decisions are eas-
ier to explain to auditors and customers when the default posture is documented
denial with enumerated exceptions, because every allowed path has an owner, a
justification, and a review date, and every automated block traces to a named con-

trol. The evidence that regulators ask for is generated by the enforcement itself.

3.4. Internal Enterprise Control without Operational Self-Harm

The internal enterprise is where Zero Trust programs most frequently lose credi-
bility. The workforce is distributed across managed corporate endpoints, contrac-
tor machines, and BYOD devices acceptable for productivity but not for sensitive
administrative access; engineers push code and resolve incidents under time pres-
sure; support staff need constrained visibility into customer-impacting cases; and
security administrators need enough reach to investigate and contain. These real-
ities do not invalidate Zero Trust, but they require a more precise implementation
model than simple deny-all.

The ZTX framework’s seven pillars [15] provide a useful organizing structure
for the internal enterprise controls advocated by the MST framework. The follow-

ing subsections address the four pillars most directly implicated in SecOps oper-
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ations for regulated SaaS: identity, devices, data, and behavioral analytics. The re-
maining pillars—network, workloads, and automation—are addressed in Sections
4 and 5.

3.4.1. Identity as the Primary Policy Object

NIST’s Zero Trust guidance removes implicit trust based on network location and
instead places authentication and authorization before each session to an enter-
prise resource [1]. For regulated SaaS operations, this means a support engineer’s
access to a customer-data console is evaluated per session—identity, device pos-
ture, and context verified each time—rather than inherited from being “on the
VPN,” and the same discipline applies to service-to-service and administrative
paths.

The internal question is not simply whether a user reached the corporate net-
work; it is whether this identity, on this device, in this session context, should
perform this action against this resource right now. Answering it requires identity
assurance, device posture, session freshness, and behavioral conformance evalu-
ated together—the evidence fusion that the unified telemetry plane of Section 4
exists to provide.

A related concern is service-account and machine identity: in regulated Saa$S
environments, service accounts frequently hold the broadest and longest-lived
privileges in the estate, yet receive the least verification. MST treats them as first-
class identities—scoped narrowly, rotated automatically, monitored behaviorally,

and subject to the same standing-trust reduction as human accounts.

3.4.2. Device-Aware Trust Tiering

BYOD does not need to be eliminated to make Zero Trust credible, but it does
require honest segmentation of what those devices are permitted to do, since the
security issues personal devices introduce are well documented and span technical
and governance dimensions alike [20]. A mature SaaS program can allow low-
sensitivity collaboration and basic ticketing from lightly trusted devices while re-
serving administrative consoles, production shells, sensitive data paths, and broad
incident-response capabilities for managed and policy-compliant endpoints. De-
vice posture checks can include verified operating-system patch state, endpoint
protection agent health and version, full-disk encryption status, certificate pres-
ence, screen-lock policy compliance, and absence of jailbreak or unauthorized ad-
ministrative tool installation.

The practical effect is that a user may be fully authenticated while the device
remains insufficiently trusted for a high-consequence action. This tiering avoids
the binary choice between “block all unmanaged devices” and “allow everything.”
It also provides a defensible audit position: the organization can demonstrate that
regulated data paths are accessible only from devices meeting documented pos-
ture standards.

3.4.3. Just-in-Time and Just-Enough Privilege
Persistent administrative access is one of the most durable forms of unjustified
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trust in modern enterprises: roles granted for a project and never revoked, break-
glass accounts that quietly become daily drivers, and admin group memberships
that outlive their owners’ responsibilities. JIT elevation replaces this stock of
standing privilege with a flow of short-lived, evidenced grants tied to a ticket, an
on-call rotation, or an approval.

This is where Zero Trust and privacy engineering overlap operationally: the
most effective way to protect regulated data is frequently to avoid exposing it at
all. Least privilege [14] requires not just that the initial grant be minimal but that
it be reviewed and revoked when the business justification lapses; automated JIT
systems that provision and expire privilege on verified request—integrated with
change-management ticketing, on-call rotations, and data classification—opera-
tionalize the principle at the scale and speed a SaaS engineering organization re-

quires.

3.4.4. Behavioral Context and Continuous Verification
Behavioral modeling is compatible with but not identical to Zero Trust: it detects
when a nominally authorized identity acts outside its expected pattern, enriching
rather than replacing policy-based decisions. Internal baselining can be con-
structed around role, time of day, application usage, administrative history, data-
access volume, source device, network path, and peer-group norms [23]; these
signals raise or lower response confidence. Used properly, they are contextual ev-
idence layered onto identity and policy; used poorly, they generate opaque noise
that degrades analyst trust in the platform.

The key is to treat behavioral deviation as a modulator of the verification score
\Y (a) in the MST model—a signal that triggers re-verification, step-up authenti-
cation, or session scope narrowing—rather than as an independent enforcement
mechanism. This integration is well-supported by the UEBA research literature,
which consistently finds that behavioral signals have the highest operational value

when combined with identity and policy context [23].

3.4.5. Endpoint-Enforced Reputation Blocking
The reputation-based auto-blocking posture described in Section 3.3 for the ap-
plication edge has a direct symmetric counterpart inside the enterprise, enforced
at the endpoint rather than the network perimeter. EDR and XDR agents already
observe every outbound connection from every process on managed hosts; inte-
grating the same curated reputation feeds [28] [29] into the EDR policy engine
lets the platform block any process from initiating an outbound connection to a
known-bad IP or accepting an inbound one. NIST SP 800-94 establishes reputa-
tion-list filtering as a standard IDS/IPS capability [38]; applying it at the endpoint
closes the visibility gap created by work-from-home patterns, where endpoint
traffic bypasses the corporate boundary entirely.

This symmetric posture is structurally important. An adversary with a foothold
on an internal endpoint must eventually communicate outward—for command

and control, tool retrieval, or exfiltration—and outbound reputation blocking at
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the endpoint turns each such attempt into both a denied connection and a high-
fidelity detection event tied to a specific process, user, and device. The blocked
connection is simultaneously prevention and telemetry: it feeds the UEBA layer
as strong evidence of compromise, lowers the affected session’s verification score,
and can trigger the containment ladder of Section 5. Prevention and detection are
not separate programs at this layer; they are the same control observed from two
directions.

The control is well-suited to the bounded-autonomy framework (Section 5):
signal quality is high (curated, corroborated feeds), the action is narrow (block
one address or range), the blast radius is bounded, and the rollback path is simple
(unblock plus allowlist exception). It therefore belongs in the autonomous tier,
with short TTLs and automatic expiry as additional safety properties.

A useful shorthand emerges from these five principles: internally, Zero Trust is
best implemented as the progressive removal of standing trust rather than the
elimination of all connectivity. An organization matures when fewer people retain
persistent privilege, fewer unmanaged devices touch sensitive paths, fewer ses-
sions continue without renewed proof, fewer anomalous actions go unexplained,
and fewer endpoints can reach known-bad infrastructure—a realistic maturity
trajectory that accommodates the mobility and device heterogeneity of modern

knowledge work.

4. Unified Telemetry and Decisioning

Architecture becomes operations only when telemetry is fused. Most enterprises
already operate capable point products—SIEM for aggregation, EDR or XDR for
endpoint and cross-domain detection, WAF for application protection, NIDS for
network visibility, identity services for authentication and conditional access,
cloud consoles, and data-access logs. The problem is not missing tools; it is that
each tool tells its own story while the analyst merges the partial narratives manu-
ally, under time pressure, against an adversary who is not similarly constrained.

This operational fragmentation is well-documented. Alert fatigue—detection
volume exceeding the analyst’s capacity for meaningful triage—is among the most
cited productivity barriers in SOC research [10]; true positives are lost in the noise,
response latency grows, and skilled analysts burn out, while fragmented tooling
multiplies the problem by demanding a separate triage pass per console over over-
lapping evidence.

A practical SecOps design therefore requires a single ingestion and normaliza-
tion pipeline built around a small set of stable objects: identity, device, session,
resource, action, evidence quality, and business consequence. WAF events, NIDS
alerts, EDR detections, cloud audit logs, VPN or ZTNA sessions, Saa$S application
logs, and data-access events are normalized into a common schema so the vSOC can
quickly answer the decisive questions: who or what acted, from where, against which
resource, using which trust context, with what likely consequence, and with what

confidence. Without that normalization, automated response either stays too con-
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servative to matter or acts on incomplete evidence with unpredictable outcomes.
Figure 3 illustrates the four-stage pipeline. The dashed boundary on the left
groups all nine telemetry sources, making explicit that the architectural problem
being solved is not missing tools but the absence of a single ingestion path. The
Decoder stage handles log normalization and carries the alert rules that are spe-
cific to each telemetry source—the logic that knows, for example, what a NIDS
rule-fire threshold or an EDR behavioral indicator threshold should look like be-
fore it merits analyst attention. The Alerting stage applies those rules as a filter
gate: only events that cross the relevance threshold proceed to enrichment and
SOC notification; all others are logged but not escalated, directly addressing alert
fatigue. The Enrichment stage then computes the MST formal model variables
(v (ai ,t) , 0( o) ,t) ,and GC;) and attaches ATT&CK mappings and policy con-
straints. This architecture ensures that the analyst receives an enriched incident
rather than a raw fragment, and that computational resources are spent only on

alerts the decoder has already qualified as relevant.
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Figure 3. Unified Telemetry & Data Ingestion Pipeline. All nine telemetry sources—WAF, NIDS, SIEM, EDR/XDR,
IAM, VPN/ZTNA, cloud audit, data-access logs, and Saa$ application logs—are grouped within a single collection

boundary and feed a Decoder module that performs log ingestion and normalization into a common schema. De-

coder-embedded alert rules then drive an Alerting module that determines whether each normalized event warrants

SOC attention: events that pass are forwarded to the SOC via email notification and proceed to Enrichment; events
that do not pass are suppressed and retained in the audit log only. The enrichment layer computes the verification

score V (ai ,t) , applies the resource threshold ¢ ( P ,t) , assigns risk weight ¢, , maps adversary techniques, and at-

taches policy constraints. The resulting enriched incident object is routed to three consumers: bounded autonomous

response, the vSOC analyst decision surface, and compliance and audit evidence generation.
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4.1. Evidence Classification and Decision Value

To support sound decisions, the normalization layer should classify evidence on
two dimensions: technical confidence (how reliable the detection is) and opera-
tional consequence (how costly the implied response would be if wrong). The two
are independent, and conflating them is a common source of both over-blocking
and alert fatigue; keeping them separate lets policy demand high confidence only
where consequence is high.

For example, an EDR alert on a kiosk device may be technically high-confidence
but operationally low-consequence, warranting immediate autonomous isolation,
while the same detection on a production database administrator’s workstation is
high-consequence and warrants step-up verification and human review before

disruptive action—same signal, different policy, because consequence differs.

4.2. Compliance as an Operational Dividend

A unified telemetry plane is also where compliance becomes operational rather
than retrospective. Regulated Saa$S firms have historically run security and com-
pliance in separate evidence loops—one for incident handling, another for audits,
attestations, and customer questionnaires—so analysts resolve events that audi-
tors later need re-explained from a different frame. A shared data plane eliminates
this duplication: case notes, control outcomes, policy decisions, and exception rec-
ords created during operations double as evidence for governance, privacy, and
assurance workflows, with appropriate access controls and retention.

This integration supports what the NIST Cybersecurity Framework 2.0 [39]
identifies as the “Govern” function: cybersecurity risk management as an organi-
zational capability with defined roles, policies, and oversight—here realized as a
property of the operating platform rather than a separate program office.

The design implication bears repeating: unifying telemetry at the dashboard
layer improves visualization; unifying it at the decision layer improves opera-
tions.!

The vSOC should receive incidents, not fragments. A suspicious event should
arrive with identity context, device trust tier, resource sensitivity, prior related
signals, probable adversary technique mapping where applicable, and any policy

constraints on what automation is permitted to do next.

5. Policy-Governed Autonomous Response

The rise of agentic Al has revived an old security ambition: a SOC that can not
only observe and recommend, but act at machine speed. That ambition is opera-
tionally sound only if action is bounded by policy rather than by model confidence

alone—and the policy in question is the MST model itself. Al governance in secu-

'All three authors are affiliated with Athena Security Group. Athena Core [51] and Athena Pallas [52]
are commercially available instantiations of the unified telemetry and Al-assisted analyst patterns de-
scribed in this section. They are cited only as disclosed implementation examples. The framework is
intended to be vendor-neutral and is applicable across different tooling environments.

DOI: 10.4236/jis.2026.173016

341 Journal of Information Security


https://doi.org/10.4236/jis.2026.173016

P.J. Worth Jr. et al.

rity operations is not a separate problem domain; it is an instance of the same
optimization structure. The permitted action set 7~ that governs human access
decisions also governs what an Al agent may do autonomously: if an action would
require human authorization when a human requests it, it requires human au-
thorization when an Al agent recommends or executes it.

The governance literature establishes the requirements clearly. NIST’s AI Risk
Management Framework and its Generative Al Profile require Al to be governed
as a risk-management discipline, with trustworthiness, oversight, and measure-
ment built in at design time [33] [34]; the NSA/CISA/FBI joint guidance stresses
governance, data provenance, adversarial robustness, and continuous monitoring
[35] [36]; and OWASP’s agentic-application guidance identifies prompt injection,
excessive tool grant, and unsupervised policy modification as the primary attack
vectors against SOC-deployed agents [40]. Ferrag et al. find that LLMs substan-
tially accelerate analyst workflows while introducing hallucination risk and direct
susceptibility to adversarial manipulation of input telemetry [31]; Motlagh et al
argue that action boundaries and reversibility constraints are necessary precondi-
tions—not optional preferences—for safe autonomous SOC deployment [32].

The integration of these requirements into the MST model produces a straight-
forward design rule: A7 agents in security operations should follow the same trust
constraints as human analysts, applied to response actions rather than access de-
cisions. Concretely, an Al agent executing a response action must satisfy the same
criteria as any other permitted action: the verification evidence must be sufficient
(v (ai,t) > ), the risk weight must be low (C; small), and the action must be
reversible and time-bounded. This means that an AI agent may block an IP ad-
dress or trigger step-up authentication autonomously on the same evidence that
would justify a human analyst doing so; it may not rewrite access policy, grant
durable privilege, or take any action that a human analyst would need approval to
take. The MST model thus provides a unified governance surface for both human
and Al actors in the security operations workflow.

For cyber defense operations, the safest synthesis is bounded autonomy. An Al
assistant provides high value enriching alerts, correlating evidence, drafting case
summaries, explaining likely adversary behavior, and recommending next steps;
it becomes more sensitive when allowed to suppress noisy alerts, trigger step-up
authentication, temporarily isolate a host, revoke a session token, or block an IP
range; and it becomes high risk when it can rewrite policy broadly, grant or revoke
enduring access, or materially affect customers or regulated data without imme-

diate human review.

5.1. Agentic Al Frameworks for vSOC Operations

The most consequential design decision in deploying agentic Al inside a virtual
security operations center is not model selection but the definition of the action
boundary: which actions the agent may take autonomously, which require human

approval, and which are prohibited outright. MST resolves this with a bounded-
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autonomy ladder ordered by blast radius and reversibility. Actions that are narrow,
reversible, and pre-authorized—enrichment, deduplication, short-TTL blocks of
reputation-listed infrastructure, step-up authentication challenges—sit in the au-
tonomous tier; actions that alter policy, touch regulated data at scale, or cannot be
quickly undone sit behind human approval; and open-ended system modification
is prohibited regardless of model confidence.

MST provides a principled criterion for this calibration. Each candidate agent
action @; inherits the same parameters that govern human access decisions: a
risk-exposure weight C;, a denial cost di , and a resource-sensitive verification
threshold 9( pi) (Section 6.2). The agent’s permissible-action set A C T s
therefore not a property of the agent or the model but of the MST optimum: the
agent may act autonomously on actions whose C; is small, whose verification
evidence V (ai,t) comfortably clears 49( pi) , and whose effect is reversible
within an audit window the organization has approved. Every other action is rec-
ommended, not executed.

The blast-radius spectrum operationalizes this principle. We define the blast
radijus of action d; as the magnitude of organizational exposure created if the
action is wrong—measured in the same currency as C;, but extended to capture
cascading consequences such as downstream availability impact, customer-facing
damage, regulatory disclosure thresholds, and reversibility timeline. At one end
of the spectrum sit actions with negligible blast radius: muting a duplicate low-
value alert, enriching an incident with reputation context, drafting a triage sum-
mary for analyst review. These actions can safely run as fully autonomous pro-
vided three structural controls are in place: 1) a strong upstream verification pol-
icy that the agent inherits rather than overrides; 2) deterministic action logging
into an immutable audit trail; and 3) a kill-switch that an authorized operator can
invoke without external dependency. At the opposite end sit actions with severe
blast radius: rewriting access policy, granting standing privilege, broad isolation
of customer-facing services, irrevocable data destruction. These require explicit
human-in-the-loop approval regardless of model confidence, evidence quality, or
operational pressure.

Between these endpoints lies the largest and most contested region of the spec-
trum, where well-governed programs differ legitimately: host isolation, session
revocation, credential suspension, and traffic quarantine. These actions are re-
versible in principle but operationally disruptive when wrong—an isolated pro-
duction host or a suspended service account interrupts real work. MST’s resolu-
tion is contextual: the same action class sits at different rungs for different asset
classes, with consequence-weighted placement (a kiosk endpoint is not a produc-
tion database server), short default TTLs, and automatic escalation to human re-
view when the affected asset carries a high ¢; or touches regulated data.

Excessive tool grant, identified in OWASP’s agentic application security
guidance [40], occurs when an agent is configured with more capability than

its task requires—write access where read would do, production scope where
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staging would do—so that a single compromised or confused agent inherits
blast radius its function never needed. Under MST, the agent’s tool set is gov-
erned like any other identity: scoped minimally, granted JIT where feasible, and
audited continuously; excessive grant is a policy violation, not an emergent be-
haviour.

Adversarial input manipulation, particularly indirect prompt injection embed-
ded in ingested telemetry [40]-[42], deserves a candid treatment, because the at-
tack does not require compromising the telemetry pipeline: ordinary telemetry is
saturated with attacker-controlled text—usernames, HTTP headers, file paths, log
messages, WAF payload excerpts quoted inside alerts—any of which can carry
instructions for the language model that later reads the alert, arriving over the
normal ingestion path. MST therefore does not claim to prevent prompt injection;
it bounds its consequence through three structural properties. First, provenance
separation: V(a; f) and ¢ are computed by the deterministic enrichment layer
(Section 4) from structured evidence fields, never by the language model from
narrative text, so injected prose cannot raise the evidence score of the action it
advocates. Second, action-set closure: the agent’s permissible actions are enumer-
ated in policy, so a successful injection can at most trigger an already-preapproved,
reversible, low-¢; action—a bounded, auditable nuisance—while higher-blast-ra-
dius actions sit behind human approval. Third, asymmetric thresholds. autono-
mous execution requires V (ai ,'[) to clear a strictly higher bar than the equiva-
lent human-initiated action, so a fabricated narrative without corroborating
structured evidence fails the gate. The residual risk is stated plainly: injection
can still trigger nuisance actions within the autonomous tier and can shape the
summaries analysts read. Treating telemetry-derived free text as data rather than
instructions, recording input provenance for every autonomous action, and red-
teaming the injection path (Section 7.4) are mandatory operating practices un-
der MST.

The practical implication for vSOC architects is direct: deploying agentic Al
inside an MST-governed environment is not principally a question of model se-
lection but of permissible-action enumeration. The model is the means; the per-
missible-action set A, the verification thresholds, the reversibility requirements,
and the audit instrumentation are the substance. The bounded-autonomy ladder

developed in the next subsection makes this substance concrete.

5.2. The Bounded-Autonomy Ladder

The practical test for whether an action belongs on the autonomous side of the
ladder is not whether the model is usually right, but whether the action is reversi-
ble, narrow, and pre-authorized—and whether the organization can absorb the
worst-case wrong execution without material harm. Confidence is an input to the
decision; consequence is the boundary.

These criteria explain why temporary edge blocking often qualifies for autono-

mous execution before permanent access revocation does. A short-lived block on
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a source matching multiple abuse signals, triggering a known exploit rule, and
affecting no preapproved partner is a more appropriate autonomous action than
a long-lived access change against an internal administrator during an active pro-
duction incident.

The design is also relevant to reinforcement and adaptive learning within the
response engine. Statistical models are well-suited to optimizing alert-priority
thresholds, ranking playbook choices, learning duplicate-suppression patterns,
and calibrating when intervention delay costs more than a reversible action; they
are poorly suited to unconstrained self-directed policy modification in production.
If learning systems improve autonomous action over time, the reward function
must incorporate not only speed and detection gains but also false-block cost, cus-
tomer impact, action reversals, and exception volume [43]—otherwise the system

optimizes the wrong objective.

5.3. Human Factors and SOC Trust in Automation

There is also a human-factors rationale for bounded autonomy documented by
the literature on automation-induced complacency and trust miscalibration: ana-
lysts working alongside automation calibrate reliance to its observed predictability,
and a platform that behaves unpredictably—jumping from alert summarization
to disruptive containment without an intelligible policy boundary—breeds either
overtrust (rubber-stamping machine output) or undertrust (disabling automation
after the first surprise). This is the automation-trust dynamic documented across
decades of human-factors research: miscalibrated automation produces disuse af-
ter surprises just as reliably as it produces misuse after overtrust [44] [45]. The
bounded-autonomy ladder gives analysts a stable, learnable model of what the
machine will and will not do on its own, which is what makes calibrated reliance
possible.

Figure 4 and Table 1 together illustrate that the safest automation program is
one that expands machine speed where reversibility is high and contracts it where
policy consequences are broad. Organizations should also resist confusing a more
capable model with better policy. An AI assistant can become dramatically more
fluent at summarizing incidents without improving the correctness of the response
actions the organization has authorized. Conversely, a conservatively bounded pol-
icy can remain safe even when the Al layer is only modestly capable, because it
limits the damage of incorrect inference. This separation of model capability from
policy authority is a fundamental governance principle for agentic security tool-
ing.

Every autonomous action should be explainable in operational terms. The rec-
ord should show what evidence triggered the action, which policy authorized it,
what was done, what the reversal path is, and what happened next—written as
control-to-case evidence at execution time. This is what makes automation au-
ditable and what allows the governance cadence of Section 7 to tune policy from

outcomes rather than anecdotes.
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Automate what is narrow, reversible, and evidenced — require human approval where blast radius is broad or rollback is hard

Enrich

o Collect related alerts, identity history, endpoint context, cloud logs,
WAF and NIDS evidence, and asset criticality.

Explain
o Translate detections into analyst-readable context, timeline,
ATT&CK technique mapping, and explicit uncertainty.

Recommend
e Propose next-best playbook actions, queries, and escalation choices.
Decision authority stays with the analyst.

Act within policy ( Auto :
0 Execute preapproved, reversible actions: WAF deny entries, rate limits, ’ within policy ‘
step-up auth, session revocation, and limited host isolation. e

Human-governed high impact Human
e Credential disable, broad WAF / firewall changes, production quarantine, approval

policy rewrites, and customer-impacting containment.

ystems may tune thresholds and rank allowed actions,

ze within policy — not silently rewrite it.

Control principle: learni
but they must «

Figure 4. Bounded-autonomy ladder for the vSOC. Low-risk functions such as enrichment, correla-
tion, summarization, and duplicate-noise suppression can be automated aggressively. As blast radius,
irreversibility, or customer impact increase, autonomous action should narrow and human approval

becomes mandatory.

Table 1. Response decision matrix for policy-governed autonomous response. Signal quality, blast radius, and reversibility to-
gether determine whether an action is appropriate for automatic execution or requires human review.

Event class Typical signal quality Blast radius/reversibility Default autonomous action Human-review trigger

Partner traffic, ted
High confidence from  Low blast radius when arther fratiic, fepeate

T IP block t ti ts,
abuse feed plus exploit block has short TTL and emporary ockorrale  €xception requests, or

Known-bad

Internet source . limit at edge unexpected business
or scanning context  no partner dependency .
impact
High when rule Possible false positive on
Repeated WAF W s Low to moderate; Short-lived block, challenge, Tl Taise positiv

precision is validated on customer workflow or

exploit attempts reversible at edge controls or request throttlin:
P P the protected route & d 8 API client
High for confirmed Executive or on-call
) & Moderate; rollback Quarantine artifact; isolate )
Managed endpoint malware or operational asset, or

available but host isolation host if policy conditions are

malware command-and-control o uncertainty about
o affects user productivity met ) .
indicators detection quality
Duplicat Medium to high if Mute or suppress with Pattern drift, new asset
uplicate
P repetition patternis ~ Very low; fully reversible ~ expiration and sampling class, or prior false
low-value alerts . .
stable review suppression
- . Medium; behavior signal Moderate to high Step-up authentication, token Critical user, sensitive
Privileged session . . . . . .
I strengthened by identity depending on accountand  revocation, or narrowed  maintenance window, or
anoma
¥ and data context active task session scope customer-visible risk

Broad policy rewrite High; often difficult to
polcy Varies; confidence alone &

or permanent access o . reverse without No autonomous execution  Always human approval
] is insufficient )
denial operational fallout
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6. Formalizing the Theoretical Foundations of MST

6.1. Why Zero Trust Implementations Fail as Monotonic
Optimization

Before formalizing the MST model, it is worth establishing why the dominant fail-
ure mode of Zero Trust programs takes the form it does. Practitioners and aca-
demics document a recurrent pattern: programs begin with an architectural goal
of radical access reduction, accumulate controls as maturity increases, yet do not
proportionally improve measurable security outcomes—Buck et al [16] identify
this gap systematically across a multivocal review of enterprise deployments, find-
ing control accumulation without outcome measurement to be the most consist-
ently reported implementation failure.

This fajlure mode reflects a specific structural error: treating Zero Trust deploy-
ment as a monotonic accumulation of controls, where more verification, more
segmentation, and more denial are assumed to yield more security. The assump-
tion fails twice. Operationally, every added control consumes finite budgets—user
patience, helpdesk capacity, analyst attention, change-window time—so controls
added past the operating point displace higher-value enforcement rather than
adding protection. Economically, denied legitimate work does not disappear; it
re-routes through exceptions, shadow paths, and emergency overrides that are less
visible and less governed than the paths they replace. Security posture is therefore
not monotone in control count, which is the empirical observation the MST opti-
mization model of Section 6 formalizes.

We are therefore careful to distinguish the MST claim from a simple inversion:
the goal is not to minimize controls, but to find the minimum-cost trust set that
satisfies both the security and operational constraints simultaneously. This is a

constrained optimization problem, not a greedy minimization.

6.2. Action Space and Decision Variables

Let S= {ai, ay, -, an} denote the action space: the finite set of all access actions

possible in the enterprise at a given point in time. Each action @; € S isa tuple:
ai=(li'§i’pi’0i’a)i) (1

where [ is the authenticated identity, O, is the device trust tier, f; is the tar-

get resource and its data classification, O; is the session context (freshness, MFA

strength, network path), and @; is the requested operation (read, write, execute,

elevate, etc.).

Introduce binary decision variables X; € {0,1} foreach & €S:

‘o {1 if action a; is permitted (included in 7') )

0 otherwise

The permitted action setis then 7T = {ai eSiX = 1} and the Jegitimate busi-
ness-required set L < S is defined as the subset of actions for which a docu-
mented business or operational justification exists. Let (; € {O,l} denote mem-
bershipin L.
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Creating and maintaining £ in practice. The legitimate set is a governed
register whose entries each carry a justification, an owner, and an expiry. Addi-
tions are approved through change management—a resource owner sponsors the
request, an access-governance reviewer validates the tuple against job function
and data classification, and the entry is recorded against its justifying ticket, sup-
plying the control-to-case traceability of Section 7. Emergency exceptions enter
through a break-glass path that grants immediately but attaches a mandatory
short expiry and retrospective-review flag, so an emergency grant cannot silently
harden into standing trust. Stale entries are removed by time-based expiry (every
entry must be re-justified or it lapses) and usage-based reconciliation (entries the
telemetry plane records as unused are surfaced for owner re-attestation or re-
moval). This lifecycle keeps the declared L aligned with the actions the business
actually requires; the residual gap—and the prospect of Jearning L from ob-
served behaviour—is discussed as a limitation in Section 6.3 and a research direc-
tion in Section 7.7.

As a uniform-cost baseline, the MST problem in its simplest form seeks the
minimum-cardinality permitted set that covers all legitimate actions and satisfies

a verification threshold:

T =argmin|T \L| subjectto L= T, Va,eT:V(a)26(p,) 3)
T

where:

e 20 is the risk-exposure weight for action & —the cost of incorrectly per-
mitting it. Allowable values are any non-negative real number. In practice, organ-
isations assign C; on a relative scale calibrated to data classification and role
sensitivity: a read-only query against a non-regulated internal dashboard might
be assigned C; =1; a privileged write to a PHI record store by a service account
C; =50; an administrative action on the cloud control plane by an unmanaged
device € =100 or higher. The scale itself is arbitrary—what matters is the ratio
between values, since the optimiser trades off C; terms against di terms. A
practical starting point is a four-tier classification: C; € {1,10, 50,100} mapped
to low, medium, high, and critical data sensitivity respectively.

« 0;20 js the denial-cost weight for action @ —the cost of incorrectly
blocking it when it is legitimately required. Allowable values are any non-neg-
ative real number. For actions that are business-critical and time-sensitive, di
should be high: blocking an on-call engineer’s read access to production logs
during an incident might carry 0; =200, reflecting the cost of delayed reme-
diation. For speculative or low-frequency access patterns, di may be close to
zero. In the uniform-cost baseline (Equation (3)), di — ®© for all legitimate
actions, which forces the optimiser to permit every member of £ uncondi-
tionally. In the weighted formulation, finite 0 values allow the policy de-
signer to express that some legitimate actions carry acceptable denial risk—
useful for soft-blocking patterns that are legitimate but rarely exercised, where

temporary disruption is tolerable.
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. 9( pi) e [0,1] is the verification threshold for the target resource p; —the
minimum composite evidence score an action must achieve before it may even
be considered for permission. Unlike C; and di , which enter the objective
function, € acts as a hard gate: any action with V (ai ) < 0( P ) is ineligible
regardless of its cost weights. Allowable values are in [0,1] ,where =0 im-
poses no verification requirement and 6 =1 requires perfect evidence on
every dimension—an unachievable bar in practice. A workable implementa-
tion maps & to resource sensitivity class: 6=0.4 for low-sensitivity inter-
nal resources; #=0.6 for production systems; §=0.8 for regulated data
stores; and 6 =0.95 for cloud control plane and secrets management inter-
faces. The verification score V (&;) that is compared against 6( ;) is it-
self a composite of identity assurance level, device trust tier, session freshness,
MFA strength, and behavioural conformance, each component scored in
[0,1] and aggregated by policy-defined weighting.

Equation (3) is equivalent to setting G =1 and di —® for all i in the full
formulation: every unjustified permitted action costs equally, and every denied
legitimate action is infinitely costly. This uniform version is operationally inter-
pretable—minimize the count of unnecessary permissions—but it ignores the fact
that permitting a production-administrator session to a regulated data store car-
ries far greater risk than permitting a read-only dashboard query. Section 6.3 gen-

eralises it accordingly.

6.3. Weighted Objective Function

Section 6.2 established that in the uniform-cost baseline, every unjustified permit-
ted action costs equally (G =1) and every denied legitimate action is infinitely
costly ( di — ). The full formulation replaces those fixed values with action-spe-

cific weights, producing the MST optimization problem:

minzn:cixi (1—fi)+zn:di (1-x)¢; (4)
XA i=1
subject to:
x, =1 Va :{,=1 (business completeness) 5)
x <1[V(a)=6(p)] Va (verification sufficiency) (6)
X € {O,l} Vie {l,---,n} (7)

Plain-English reading of Equation (4). The equation asks: find the set of per-
mission decisions—each X; ayes/no on one action—that minimizes the total of
two costs: the risk cost of every permitted action the business does not require,
plus the denial cost of every required action that is blocked. Constraint (5) says
every business-required action must be permitted; Constraint (6) says nothing
may be permitted without sufficient verification evidence for its resource class;
Constraint (7) says each decision is binary. Under complete information the two
cost terms never conflict (Proposition 1); under uncertainty they trade off at every

action (Section 6.3.1).
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The first term of Equation (4) thus penalizes unnecessary trust: permitting ac-
tions that have no business justification (/; =0), weighted by their risk exposure
C; . The second term penalizes operational self-harm: denying actions that are le-
gitimately required (/; =1), weighted by their denial cost d; . Constraint (5) en-
codes the business completeness requirement: every action in £ must be per-
mitted. Constraint (6) encodes the continuous verification requirement: an action
can be permitted only if its verification score V (ai) meets or exceeds the re-
source-specific threshold @(p;) . The verification score V(&) aggregates
identity assurance level, device trust tier, session freshness, and behavioral con-
formance into a composite signal; 49( pi) is a policy-defined minimum that
scales with the sensitivity of the target resource p;.

Policy intent: verification is a hard gate; completeness is conditional on it.
Sections 6.2 and 6.3 could be read as supporting two different policies for a legit-
imate action whose current evidence is insufficient—“always permit” (business
completeness) versus “permit only after sufficient evidence” (verification suffi-
ciency). The framework resolves this in favour of verification: a business-required
action is temporarily denied whenever its verification evidence is insufficient, and
permitted only once the evidence clears the resource threshold. The completeness
requirement is conditional—the policy must permit every legitimate action whose
evidence is currently sufficient, not permit legitimate actions unconditionally.
When V <@ for a legitimate action, the correct response is not to waive the
threshold but to remediate the evidence gap—step-up authentication, device re-
enrolment, session re-establishment—after which the action becomes permissible.
No action, legitimate or otherwise, is ever permitted on insufficient evidence.

A worked end-to-end decision. A concrete request grounds the model. An on-
call site-reliability engineer (identity f: authenticated via a FIDO2 passkey, identity
assurance high) attempts a privileged write (&, : write) to a PHI-classified datastore
( P, : regulated data, threshold 9( o ) =0.8) during an active incident. The request
arrives from a laptop whose posture agent reports current OS patching and full-
disk encryption but a non-compliant screen-lock policy (device tier 0, : partially
compliant), over a session that is MFA-backed but four hours old with no recent
re-authentication (session context Oj: stale). The enrichment layer (Section 4)
aggregates the verification components—identity assurance = 0.85, device tier =
0.70, session freshness = 0.55, behavioural conformance = 0.85—into, for this ex-
ample, V(a;,t)=0.74 . The action is business-required during the incident, so
;=1 and the denial cost 0; is high. But V (ai,t) =0.74< H(pi)=0.8 , so the
verification gate (Constraint 6) is not satisfied; because verification takes prece-
dence, the business-completeness requirement is held in abeyance and the write
is not granted. The decision is a temporary deny with a remediation path: the
platform issues a step-up authentication challenge and requires the engineer to
bring the device into screen-lock compliance, which raises session freshness and
device tier and lifts V (ai ,t) above 0.8. The action is then permitted, the grant is
time-bounded to the incident window (a non-standing grant), and the full se-

quence—evidence components, threshold, decision, and remediation—is written
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to the audit log as control-to-case evidence. Had the same request originated from
a fully managed device on a fresh, re-authenticated session, V (ai ,'[) would have
cleared 6 ( pi) immediately and the write would have been granted without
challenge. This is the MST model operating as intended: business-required access
is delivered, but only on sufficient, current evidence, and never as standing trust.

Solution structure under complete information. It is important to be precise
about what Equations (4)-(7) do and do not accomplish. When the legitimacy la-
bels /; are known exactly, the problem is fully separable across actions and ad-
mits a closed-form solution.

Proposition 1 (Decomposability under complete information). Suppose every
action & with ;=1 satisfies V (a ) > (9( P ) , so that the instance is feasible.
Then an optimal solution ofEquations (4)-(7) is X, ={; forall i, the optimal ob-
Jective value is 0, and this solution is unique whenever C, >0 forall & ¢ L .

Proof. Constraint (5) fixes ¥ =1 for every action with /; =1, and the feasi-
bility assumption makes those assignments admissible under Constraint (6); each
such action contributes €X(1-¢;)=0 and d;(1-%)¢; =0 to the objective.
For every action with /; =0, the only objective contribution is CX =0, which is
minimized by X =0, an assignment that always satisfies Constraint (6). Because
the objective is a sum of per-action terms and the constraints do not couple dis-
tinct actions, these per-action minima compose into a global minimum with value
0; uniqueness follows since setting X =1 for any non-required action with
C >0 strictly increases the objective.

Proposition 1 should be read as a statement about the ro/e of the deterministic
formulation: under complete information, Equations (4)-(7) are a formal specifi-
cation of the target policy—permit exactly the verified business-required set—not
a computationally interesting search problem, and no interior optimum exists on
the deterministic decision variables. If a required action fails the verification gate,
the instance as stated is infeasible; the verification-precedence policy resolves this
operationally—the action is temporarily denied, at explicit cost d; until the evi-
dence gap is remediated. The genuine optimization content of MST enters
through two operationally unavoidable departures from this idealization: /egit-
Imacy uncertainty, developed immediately below, and capacity coupling across
actions, developed in Section 6.5, where computational hardness genuinely

arises.

6.3.1. Legitimacy Uncertainty and the Expected-Cost Decision Rule

The governed register that operationalizes £ (Section 6.2) is always an approx-
imation: declared entries lag reality, emergency paths go unrecorded, and stale
entries persist until reconciliation. The policy engine therefore does not observe
i ; it observes evidence. Let =Pr(€i =1| Et)e[O,l] denote the calibrated
probability, given the telemetry evidence E, at decision time, that action a; is
legitimately business-required—assembled from the register itself, usage history,
peer-group access patterns, and the UEBA evidence layer. Replacing the known

labels in Equation (4) with this posterior yields the expected-cost objective:
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min, > [cx (1= p)+d; (1-%) p | st.x <1[V(a,t)=0(p,t)]. x {01} (8)

The hard completeness constraint is here absorbed into the objective—an ac-
tion believed to be required can be denied, but only at expected cost dp—exactly
the operational reality the deterministic model idealizes away. Under Equation (8)
the two cost families trade off at every action: permitting a;risks ¢; with probability
(1 — py); denying it risks d; with probability p. Because the objective remains sep-
arable, the optimal policy is the per-action likelihood threshold

X =l<p>c/(c+d;)and V(a,t)>0(p,.t) )

obtained by directly comparing the two expected costs. Equation (9) is the MST
enforcement rule: computable in constant time per decision—which makes con-
tinuous per-access re-authorization feasible at production request rates—and it
makes the weights’ roles concrete: raising ¢; raises the evidence bar for permitting
a; raising d; lowers it. The rule also locates MST relative to risk-adaptive access
control in the ABAC/PBAC tradition [22]: where risk-adaptive schemes leave the
risk-versus-need trade-off unspecified, MST supplies explicit cost semantics (c;
d), a resource-indexed hard verification gate (&p; f)), and a system-level objec-
tive that the per-decision rule provably optimizes.

The operating-point geometry. Organizations tune a small number of global
policy levers, not n separate thresholds. Consider the one-parameter family in-
dexed by permissiveness 7 e [0,1] : X ( T) permits a gated action exactly when its
posterior legitimacy is among the highest 7 -fraction of the action space, from
full denial (7 =0 ) to permitting every gated action ( 7 =1). Along this family the
expected exposure cost Zi CiX (T)(l— p; ) is nondecreasing and the expected de-
nial cost Y. d; (1-x (7)) P, is nonincreasing; their sum attains its minimum at an
interior operating point 7 under a simple sufficient condition: the highest-legiti-
macy actions are more costly to deny than to permit (d,p, >, (1— p; )) while the
lowest-legitimacy actions are more costly to permit than to deny (¢; (1— p; ) > di Pi).
Both hold in any realistic enterprise. The per-action rule of Equation (9) achieves
expected cost no worse than the best member of this family; the family is what
governance teams sweep when calibrating global posture.

Figure 5 visualises this geometry. The U-shape of the total expected cost is the
central reason that adding controls monotonically does not yield monotonic se-
curity improvement: leftof 7 ! , additional denial raises expected denial cost faster
than it reduces exposure; every unit of standing trust granted right of 7 " adds
exposure faster than it removes friction. Identifying the operating point—and,
where telemetry supports it, replacing the global lever with the per-action rule of
Equation (9)—is the explicit goal of the MST framework.

Limitations of the formulation. Several limitations of Equation (4) deserve ex-
plicit acknowledgement.

Action independence. The formulation treats each action d; asindependent:
the cost of permitting or denying &; does not depend on which other actions are

simultaneously permitted. In practice, actions are not independent. Permitting a
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read on a regulated dataset and permitting an export to an external endpoint to-
gether create an exfiltration path that neither action creates alone. The independ-
ent-action assumption is the most consequential modelling simplification in the
formulation, and extending the model to capture combinatorial action interac-
tions—at the cost of substantially increased complexity—is an important direc-

tion for future work.

MST expected-cost geometry under legitimacy uncertainty

(computed on a synthetic population of n =2000 actions with heterogeneous p;, c;, d;)
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Figure 5. The MST expected-cost geometry under legitimacy uncertainty (Equation (8)), computed on a
synthetic population of n = 2000 actions with heterogeneous (p; ¢, di). The horizontal axis is the permis-

siveness level 7of the one-parameter policy family x( 7). Expected exposure cost is nondecreasing in 7; expected

denial cost is nonincreasing; their sum is U-shaped with an interior minimum at 7. The dashed line is the
expected cost of the fully per-action rule of Equation (9), which is optimal and lower-bounds every member of
the family. Deny-all (left edge) and permit-all (right edge) are both rejected. This geometry arises from legiti-

macy uncertainty: under complete information the optimum is the boundary solution of Proposition 1.

Uniform action weight. Each action is assigned a single scalar C;, treating all
consequences of incorrectly permitting it as commensurable. In practice, an ac-
tion can have multiple consequence dimensions (regulatory, financial, reputa-
tional, operational) that may not reduce to a single number without arbitrary
weighting choices. The C; parameterisation is therefore an abstraction that or-
ganisations must calibrate carefully, and different calibrations will produce mate-
rially different optimal policies.

The proxy hypothesis. Equation (4) optimises a measurable cost function as a
proxy for unmeasurable quantities such as P(breach) or expected breach im-
pact. The hypothesis that minimising the weighted trust surplus reduces actual
breach probability is operationally motivated but not proven. It is the founda-
tional modelling assumption of the MST framework, not a derived result, and its
empirical validation is identified in Section 7.7 as a priority research direction.

Imperfect knowledge of L . The deterministic formulation treats the business-

DOI: 10.4236/jis.2026.173016

353 Journal of Information Security


https://doi.org/10.4236/jis.2026.173016

P.J. Worth Jr. et al.

required set as known and fixed; in practice £ is dynamic, incompletely speci-
fied, and contested. The expected-cost model of Equation (8) addresses this by
replacing labels with the posterior P;, and the graph formulation of Section 6.4
indexes £ over time; what neither resolves is the harder problem of /earning

P; from operational behaviour rather than policy declarations, identified as a re-

search direction in Section 7.7.

6.4. Action-Space-Time Graph Formulation

The weighted ILP formulation of Equations (4)-(7) treats the action space as a
static flat set. In practice, enterprise access patterns are dynamic: identities, de-
vices, sessions, and resources change state continuously, and the verification score
\Y (ai ,t) and threshold 6 ( P ,t) are time-varying quantities. A graph-theoretic
formulation captures this temporal dimension naturally.

Define the action-space-time graph G=(V,E;) as follows. The vertex set
VG =UUR partitions into actor nodes U (users, service accounts, processes,
devices) and resource nodes R (data stores, APIs, administrative consoles, cloud
control plane endpoints). Each directed edge €; € E. from actor node U €U to
resource node I € R represents a potential access action, with weight Cj en-
coding risk exposure. Time-indexed copies of the graph, G = (VG , Eg)) , capture
the fact that verification scores and business requirements evolve: an edge €; that
is permitted at time t may not satisfy the verification threshold at time t+At if
device posture degrades or session context changes.

The MST problem on the graph is: find the minimum-cost subgraph
G = (VG, E*) of G such that:

1) E" contains all edges corresponding to £Y (the current legitimate busi-
ness-required actions);

2) For every edge €; € E: VvV (eij ,t) > B(rj ,t) ;

3) The induced subgraph on LY is connected in the sense that all business
workflows can execute without interruption.

The objective function on the graph is minE*ZCij over permitted edges
e, €E"\ £, i.e, minimize the total risk-exposure weight of permitted edges that
are not legitimately required; when C; =1 for all edges this reduces to Equation
(3). We refer to this constrained edge-selection problem as the MST edge-selec-
tion problem: select a minimum-cost edge set that contains all required edges,
subject to per-edge verification gates and, in the coupled variant of Section 6.5, a
shared capacity budget. Consistent with Proposition 1, the complete-information
instance is solved exactly by E* = {eij e My (eij ,t) > H(rj,t)} . The formula-
tion’s value is not that the static instance is computationally hard—it is not—but
that it 1) makes time explicit through the indexed copies GV , turning policy
maintenance under evidence drift into an incremental-update problem; 2) is the
natural substrate for the uncertainty-weighted and capacity-coupled variants; and
3) maps directly onto provenance-graph datasets for empirical instantiation.

This graph representation, visually depicted in Figure 6, connects directly to

DOI: 10.4236/jis.2026.173016

354 Journal of Information Security


https://doi.org/10.4236/jis.2026.173016

P.J. Worth Jr. et al.

intrusion detection systems that model enterprise activity as a provenance graph
or process-lineage graph [46]. In those systems, nodes represent processes, files,
and network sockets, and edges represent system-call-level events—precisely the
fine granularity of the action space described here. The MST edge-selection prob-
lem can therefore be instantiated on a provenance graph, treating each system-
level event as a candidate X; and applying the verification and risk constraints
per edge. This connection makes the MST formulation amenable to empirical val-
idation on provenance graph datasets, a direction identified as a priority in Sec-
tion 7.7.

6.5. Complexity and Tractability

The complexity picture for MST is best stated in three layers, in increasing order
of operational realism; being precise about which layer is easy and which is hard
is itself part of the contribution.

Layer 1: complete information—polynomial. By Proposition 1, Equations
(4)-(7) are solved in closed form in O(n) time (plus the cost of evaluating verifi-
cation scores): permit exactly the verified business-required actions.

Layer 2: legitimacy uncertainty—polynomial. Equation (8) remains separable
and is solved exactly by the threshold rule of Equation (9) in O(1) time per deci-
sion. This tractability is a design requirement: enforcement-time decisions must
be cheap or continuous re-authorization is infeasible. The computational load
lives in computing V (ai ,'[) and [ from fused telemetry, not in the optimiza-
tion.

Layer 3: capacity coupling—NP-hard. Combinatorial hardness enters when
permissions are coupled by shared, finite resources: step-up authentication con-
sumes user time and helpdesk capacity, JIT elevation consumes approval through-
put, continuous verification consumes telemetry-plane compute, and exception
review consumes analyst attention. Let W, 20 denote the capacity consumed by
maintaining action & in the permitted set during a planning window, and B
the capacity available. Restricting attention to business-required actions, the ca-
pacity-coupled MST problem asks which of them receive the capacity-consum-

ing verified grant now, minimizing the total denial cost of those that must wait:

min, >, L0 (L=%) st. X0, wix <B, % <1[V (a,t)20(p.t)] x {01} (10)

Proposition 2 (NP-hardness of capacity-coupled MST). The capacity-cou-
pled MST problem ofEquation (10) is NP-hard.
Proof. By reduction from 0-1 knapsack. Given items with values V; >0, weights

W, > 0, and capacity W , construct an instance with one required action per item
(£,=1), d;=V,, capacity consumption W,, B=W , and H(pi)zo . Since
Zi d, (1— Xi ) = Zi v, — Zi VX, and Zi V, is constant, minimizing denial cost sub-
ject to ZiWiXi <B is equivalent to maximizing ZiViXi under the same con-

straint—exactly 0-1 knapsack. A polynomial-time algorithm for Equation (10)
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would therefore solve 0-1 knapsack, which is NP-hard [47].
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Figure 6. The MST edge-selection problem: full action space G and optimal permitted subgraph G~ . Left: the
full bipartite graph of candidate access actions between actor nodes ( U/ ) and resource nodes ( R ), each edge labelled
with risk weight Cjj and verification score V. Right: the MST-optimal permitted subgraph G", which—per Prop-

osition 1—contains exactlythe business-required edges that pass the verification gate. The grey dashed edge (U2>R1)
is eligible but not required, and is excluded: retaining it would add risk cost ¢=1 for no completeness benefit. The

key case is U2->R3: the Engineer requires control-plane access (£=1) but achieves only V =0.85<6=0.95, so the

edge is blocked (red dashed) pending evidence remediation—step-up authentication or device re-enrolment—after

which it enters G".

Three qualifications keep this result honest. First, 0-1 knapsack is NP-hard only
in the weak sense: it admits a pseudo-polynomial dynamic program (O(nB) for
integer capacities), an FPTAS, and a density-greedy rule guaranteeing at least half
the optimal value [47] [48]. Because the reduction of Proposition 2 is an exact
correspondence, these results transfer directly, with one precision worth record-
ing: the dynamic program is exact and solves the denial-minimization problem
outright, while the FPTAS and greedy guarantees are stated for the complemen-
tary maximization objective—total denial cost avoided—and multiplicative ap-
proximation ratios are not, in general, preserved when an objective is comple-
mented. For planning the distinction is immaterial (the planner needs the alloca-
tion, and the dynamic program or an integer-programming solver supplies it ex-
actly), but the guarantees should be attributed to the objective for which they ac-
tually hold. Second, hardness attaches to the capacity-coupled planning problem,
not per-request enforcement: the threshold rule of Equation (9) remains constant-
time regardless of the budget allocation. Third, at enterprise scale the exact prob-
lem is routinely handled by branch-and-bound mixed integer programming solv-
ers, for which the bipartite, separable structure is favourable [49]. The practical
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division of labour follows: solve capacity-coupled planning at governance cadence;
enforce per-request with the threshold rule.

The time-varying graph formulation introduces additional structure: as
H(rj,t) and V (eij,t) change, previously permitted edges may need to be re-
voked and previously denied edges may become admissible. The dynamic version
of the problem is related to online subgraph maintenance under changing con-
straints, a problem studied in the streaming graph algorithms literature [50]. This
connection suggests that the SOC’s continuous re-evaluation of session trust is
not merely a policy preference but a computational necessity: the optimal permit-
ted set changes as the verification evidence changes, and maintaining it requires

incremental update rather than full re-solve.

6.6. Mapping Optimization Elements to Architecture

The formalization above maps directly onto the two-plane operating architecture
and unified telemetry framework described in Sections 3-5, as summarized below.

Action space S . At the external application edge, the action space is narrow:
inbound HTTP/S requests, API calls, authentication attempts, and partner inte-
grations. The cardinality of £ at the edge is small and well-documented, mak-
ing the optimization tractable and the verification threshold € enforceable
close to deny-by-default. Internally, |$| is orders of magnitude larger (every
user-to-resource path across the enterprise), but the risk weights C; concentrate
on a small subset of high-consequence actions (privileged administrative sessions,
regulated data access, cloud control plane operations), allowing the optimizer to
allocate verification resources proportionally.

Verification score V (ai,t). The unified telemetry plane (Section 4) exists
precisely to compute V (ai,t) in real time. Each source—IAM, EDR, ZTNA,
NIDS, UEBA—contributes a component of the verification score. Without telem-
etry fusion, V (ai ,t) cannot be computed accurately, and the optimization
problem becomes infeasible: actions are permitted or denied on incomplete evi-
dence, which corresponds to setting some C; to zero (under-penalizing risky ac-
tions) or some di to zero (under-protecting legitimate ones).

Bounded autonomy as a constraint on C;. The bounded-autonomy ladder
(Section 5) is a policy translation of the risk-weight structure. Actions at the top
of the ladder (policy rewrites, permanent access changes) have high C; and are
therefore excluded from autonomous execution even when V (ai ,t) > 0. Actions
at the bottom (alert enrichment, duplicate suppression) have negligible C; and
are freely automated. The ladder makes the optimization structure operationally
legible to analysts who do not interact with the formal model directly.

Discussion of assumptions. The MST model rests on the working hypothesis
that minimizing the risk-weighted unnecessary trust set Zi CiX; (1— L ) is a use-
ful proxy for minimizing concrete security metrics such as P(breach) or ex-
pected breach impact. This hypothesis is not proven in the paper; it is the funda-

mental modeling assumption, analogous to the assumption in network hardening
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that minimizing attack graph reach reduces breach probability [25]. The ad-
vantage of the set-size and graph-size formulations is that they are computable
from operational data, whereas P (breach) is not. We acknowledge this approx-
imation and identify its empirical validation as a priority research direction (Sec-
tion 7.7).

6.7. Attack Surface Minimization as the Theoretical Objective

The formulation of Equations (3)-(7) has a direct interpretation in the attack-sur-
face-minimization literature introduced by work on attack surface metrics [26]
[27]. In that tradition, the aftack surface of a system is the subset of its resources
reachable and usable by an attacker: entry points through which inputs flow, exit
points through which outputs flow, and channel resources that mediate commu-
nication. Reducing this surface reduces the opportunities available for adversarial
exploitation.

For the MST framework, the connection is immediate. The permitted action set
T < S isthe enterprise attack surface in the relevant sense: every action permit-
ted by policy is an action an attacker might exploit if they can impersonate a le-
gitimate actor or compromise the verification context. The legitimate business-
required set £ <7 is the irreducible lower bound on this surface—the portion
that must be exposed for the service to function—and the trust surplus 7\ £ is
the avoidable portion. The MST objective is therefore a direct quantitative ex-
pression of attack surface minimization under operational feasibility con-
straints.

The effect of reputation-based blocking. A reputation-list control—whether
operated at the network perimeter (NIDS, firewall) or at the endpoint (EDR egress
policy)—modifies the problem structure by pre-filtering the action space itself,
not merely the permitted subset. Let B < S denote the set of actions whose
identity tuple &, =(li,5i, pi,O'i,a)i) has either § or p; resolving to an IP ad-
dress on a curated reputation feed. Reputation-based auto-blocking enforces
X =0 for every & €B regardless of all other considerations. The effective ac-

tion space becomes:
S =S\B (11)

and the MST optimization is solved over Seff rather than S . Because reputa-
tion feeds explicitly enumerate hosts with documented adversarial activity, the
expected intersection L£NB is close to empty—legitimate business counterpar-
ties do not appear on Spamhaus DROP or AbuseIPDB—so the completeness con-
straint £ <7 remains satisfiable in Seff . The practical result is that the optimal
permitted set Te:f computed over Seff has an attacker-exploitable surface no

larger than that of the corresponding optimum 7~ computed over the full S:

T \L|<|T\£] (12)

with strict reduction whenever B contains any action that would otherwise sat-
isfy the verification threshold under 7.
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Two caveats bound this claim. First, reputation filtering removes only the ad-
versarial infrastructure that is currently enumerated: attackers rotate infrastruc-
ture faster than feeds update and increasingly stage operations on legitimate host-
ing, CDN, and residential-proxy space that cannot be blanket-listed, so B un-
der-approximates the adversarial action space at every instant. The correct read-
ing of Equation (12) is therefore economic rather than absolute: pre-filtering re-
moves the lowest-cost, already-attributed attack paths and raises the adversary’s
infrastructure cost; it does not shrink the surface available to an adversary willing
to pay for clean infrastructure, and it is no substitute for the identity, device, and
session controls governing the remaining action space. Second, the near-empti-
ness of LN B is an empirical property of feed curation, not a theorem: false
positives on shared hosting do occur, which is why the governed exception-review
path (Section 3.3) is integral to the control.

The theoretical lower bound. Equation (12) frames the fundamental question
of how far attack surface can be reduced in principle. The global lower bound is

given by the legitimate set itself:
[7°\£]>0 (13)

with equality if and only if every actionin 7~ is business-required. This bound
is achievable only under perfect information—complete knowledge of L , perfect
verification (V () =1 for all legitimate actions), and no external dependencies.
In practice, the realized trust surplus is strictly positive, and the engineering ques-
tion becomes: how close to zero can it be driven without violating the operational-
cost constraint?

The two planes of the MST architecture give different answers to this question.
At the external application edge, £ is narrow, well-documented, and relatively
static (customer API calls, authentication endpoints, partner integrations), mak-
ing the trust surplus easier to drive toward zero. Bidirectional reputation blocking
reduces it further by shrinking the action space before the optimization is even
formulated. Inside the internal enterprise, £ is broader, dynamic, and incom-
pletely specified, so the achievable minimum is inherently larger—but endpoint-
enforced reputation blocking still reduces it by an amount bounded by the size of
B restricted to internal-origin traffic.

The MST model thus provides both an operational framework and a theoretical
minimum: the ideal end-state of a Zero Trust program is a permitted action set
exactly equal to the current legitimate business-required set, with all other actions
either denied by policy or pre-filtered by reputation-based blocking. Every devia-
tion from this ideal—every permitted action outside L, every connection to or
from a reputation-listed IP that the platform fails to block—is a quantifiable gap
in the architecture rather than an unmeasurable policy judgement. This quantifi-
ability is what distinguishes attack surface minimization from traditional Zero
Trust rhetoric: it supplies a target that organizations can measure progress
against, and it supplies a theoretical justification for specific controls (reputa-

tion blocking, JIT privilege, device tiering) in terms of the surface-reduction
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they produce.

7. Expected Outcomes and Argument Summary

7.1. Summary of the Central Argument

The argument of this paper can be stated plainly. Zero Trust is not a product cat-
egory. Network location is not a trust signal. Standing privilege is the enemy.
Compliance evidence is a byproduct of good architecture, not its purpose. These
are not marketing slogans; they are operational commitments with specific engi-
neering consequences.

The Minimum Standing Trust model operationalizes these commitments in
four steps. Step one: at the Internet-facing edge, enforce deny-by-default, with
WAF, NIDS, and abuse-list controls as instruments of that posture—not the pos-
ture itself. Step two: inside the enterprise, eliminate standing privilege through
identity-centric access, device-trust tiering, JIT elevation, and continuous session
verification, so no adversary who acquires a credential inherits the access it once
carried indefinitely. Step three: fuse all telemetry into a single decision plane so
the SOC receives incidents, not fragments, and can answer who acted, from where,
against what, with what evidence. Step four: let Al operate inside this model—
automating what is reversible, narrow, and pre-authorized while requiring human
judgment for anything that cannot be quickly undone or that touches regulated
data at scale. Compliance records become a natural output of the architecture, not

a parallel documentation effort.

7.2. Expected Operational Outcomes

A Zero Trust operations model is credible only if it produces measurable improve-
ments in outcomes rather than merely increasing control count. This paper pre-
sents a framework and its formal structure, not deployment or simulation results;
we therefore state the anticipated effects as four explicit, falsifiable hypotheses
(H1-H4), each with its evaluation metric and baseline—throughout, the organi-
zation’s pre-MST access-control regime, typically static role-based access with
standing privilege, measured on the same metrics over a comparable window. Sec-
tion 7.7 identifies the corresponding validation designs.

H1: Reduction in unjustified access. Progressive removal of standing trust, JIT
privilege, and device-trust tiering shrink the attack surface available to an adver-
sary holding a valid credential, directly reducing the dwell time and lateral move-
ment a credential-theft event implies; credential and identity-based attacks re-
main the dominant initial-access vector [10]-[12]. Metric: the measured trust sur-
plus—the count and risk-weighted sum of permitted actions outside the recon-
ciled legitimate set—plus standing-privilege counts and the lateral reach of a sim-
ulated compromised credential in red-team exercises, before and after MST adop-
tion and against the static-RBAC baseline.

H2: Reduction in analyst toil. Unified telemetry and bounded AI automation

reduce the manual correlation work imposed by fragmented detection stacks; alert
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enrichment, case summarization, and duplicate suppression are the highest-vol-
ume, lowest-value analyst tasks, and automating them frees capacity for threat
hunting, policy refinement, and incident command. Metric. percentage of analyst
time on repeatable low-value tasks, alerts handled per analyst-hour, and the frac-
tion of alerts arriving with sufficient context to support a decision without manual
pivoting, in before-and-after or shadow-mode comparison.

H3: Improvement in detection and containment speed. A shared telemetry
pipeline with pre-enriched incident records eliminates the context-assembly
phase between alert and containment decision. Metric mean time to detect
(MTTD) and mean time to contain (MTTC), measured against the same incident
classes under the pre-MST alerting pipeline, with false-block rate tracked simul-
taneously so that speed gains cannot be purchased invisibly with precision losses.

H4: Improvement in audit-evidence generation. Unified telemetry with com-
pliance-tagged event records turns audit preparation from retrospective evidence-
gathering into a continuous operational byproduct: access logs, control outcomes,
exception records, and policy decisions exist as natural platform outputs. Metric
evidence latency (time to reconstruct a specific access event for audit), control-to-
case traceability coverage, and preparation hours per audit cycle, against the ret-

rospective baseline.

7.3. Performance Metrics and Governance Cadence

The appropriate scorecard for MST balances security effectiveness, analyst effi-
ciency, business friction, and evidence quality. Useful quantitative measures in-
clude mean time to detect, contain, and recover (MTTD, MTTC, MTTR); false-
block rate (automated blocks later reversed as erroneous); exception-turnaround
time; percentage of analyst time on repeatable low-value tasks; percentage of au-
tonomous actions subsequently reversed; and the fraction of alert volume arriving
with sufficient context to support a decision without manual pivoting.

In regulated environments, a further class of metrics is operationally essential:
evidence latency (how quickly can an event be reconstructed for audit?); control-
to-case traceability (can every control action be linked to a governing policy and
a ticket?); and answer time for auditor or customer inquiries about specific access
events.

Calibrating the model parameters. The reviewable question “where do the
numbers come from?” deserves a procedural answer: (i) assign ¢; from the organ-
ization’s existing data classification on a relative tier scale such as {1, 10, 50, 100} —
the ratios, not the absolute values, drive the optimization; (ii) elicit di from the
business owners of affected workflows as the relative cost of a blocked action, an-
chored to concrete scenarios; (iii) set 6’( £ ) per resource sensitivity class as in
Section 6.2; (iv) sweep the global permissiveness family of Figure 5 on historical
access logs to sensitivity-check the operating point before enforcement; and (v)
re-run the sweep at governance cadence, because P;, £, and the cost structure

drift. Steps (i)-(iii) reuse artifacts regulated enterprises already maintain, which
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makes the calibration practicable; the sweep in step (iv) makes the policy’s de-
pendence on calibration visible and reviewable rather than implicit.

An explicit multi-objective optimization model is useful for framing govern-
ance reviews honestly. Security teams are often informally evaluated on whether
they block enough adversarial activity while formally measured on availability,
audit readiness, and customer trust. These objectives can pull in opposite direc-
tions, and the temptation is to resolve the tension implicitly rather than explicitly.
The MST optimization structure (Section 6.3, Equation (4)) makes the tradeoff
visible: reducing |'T\E| is the security objective; maintaining £c 7 is the
availability constraint; and the verification threshold & parameterizes the risk
tolerance of the organization at each resource class. Governance reviews should

track all three dimensions simultaneously.

7.4. Validation and Red-Team Considerations

Validation must be explicit and structured. Edge policies should be exercised
through red-team and purple-team scenarios simulating exploit traffic, abuse-list
hits, false-attribution cases, and partner-traffic exceptions; internal controls tested
against stolen-session scenarios, unmanaged-device attempts, privilege-escalation
paths, support-account misuse, and insider-style anomalies; and AI-enabled play-
books run in shadow mode—with before-and-after comparison of analyst actions,
response speed, reversal rates, and business impact—before promotion to live ex-
ecution authority.

Without structured validation, organizations tend to overestimate both detec-
tion precision and readiness for autonomous action. The bounded-autonomy lad-
der in Figure 4 and the decision matrix in Table 1 are useful not just as design
guides but as evaluation rubrics: an organization can assess whether its current
autonomous action program stays within the cells that the framework designates
as safe for automation.

These reviews should engage more than the SOC: in a regulated SaaS company
the consequences of Zero Trust policy are distributed across engineering, support,
privacy, compliance, product, and customer trust, so a regular cross-functional
governance cadence is essential. At minimum, review the precision of automated
blocks, the exception patterns introduced by geo or reputation controls, the policy
drift from repeated emergency overrides, the failure modes of behavioral detec-
tions, and the cases where bounded automation prevented harm or created avoid-

able friction—converting isolated lessons into structured policy refinement.

7.5. Limitations and Scope Boundaries

The MST framework addresses operational architecture and governance structure;
it does not prescribe tool vendors, identity provider configurations, or compliance
mappings, and organizations must adapt its principles to their regulatory context,
technology stack, workforce scale, and risk tolerance. The formal model operates

at two timescales, and its computability differs accordingly: the per-action thresh-
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old rule (Equation (9)) is designed for real-time enforcement in constant time per
decision, while the capacity-coupled planning problem (Equation (10)) is solved
offline at governance cadence with standard MIP tooling. What the paper does
not supply is empirical validation on deployment or simulation data: {a), 6, ¢,
and d; are policy parameters each organization must calibrate, and the outcome
hypotheses (Section 7.2) remain to be tested against an access-control baseline—
identified in Section 7.7 as the priority research direction.

The framework also does not resolve the challenge of third-party and supply-
chain trust. SaaS providers depend on cloud infrastructure, open-source compo-
nents, and vendor integrations that introduce trust relationships outside the direct
control of the enterprise security program. While the two-plane architecture pro-
vides a structural basis for evaluating third-party access, a full supply-chain Zero
Trust model is a substantial research and operational program in its own right,

and is identified as a direction for future work.

7.6. Synthesis of the Theoretical Framework

The formal development in Section 6 can be summarized in five interlocking ele-
ments that together transform Zero Trust from a posture into an explicit con-
strained-optimization program.

The objective function. Equation (4) expresses MST as the minimization of a
two-term cost—risk exposure from permitted actions outside the business-required
set plus operational friction from denied legitimate actions—subject to complete-
ness, verification sufficiency, and integrality. Under complete information this spec-
ifies the target policy in closed form; under legitimacy uncertainty the expected-cost
form (Equation (8)) makes the two terms trade off at every action and yields the
per-decision rule of Equation (9). The weights C;, di and thresholds 9( P ,'[)
are policy parameters organizations calibrate; the framework specifies their roles,
not their values.

The decision variables. The action tuple a; = (li ,0,, P;, 0, O, ) captures the five
dimensions an MST-aligned policy must consider for every access decision: iden-
tity, device tier, resource and data classification, session context, and requested
operation. Treating these jointly—rather than as independent gates—is what dis-
tinguishes MST from earlier RBAC, ABAC, and policy-administrator-only for-
malizations.

The graph formulation. The action-space-time graph G — (VG , Eé‘)) casts
the MST optimum as an edge-selection problem over business-required edges un-
der time-varying verification weights, making time explicit, connecting to prove-
nance-graph datasets, and providing the substrate for the uncertainty-weighted
and capacity-coupled variants.

The complexity separation. The complete-information problem is solved in
closed form (Proposition 1); the expected-cost problem is solved exactly by a con-
stant-time threshold rule (Equation (9)); and the capacity-coupled planning prob-
lem is NP-hard by exact reduction from 0-1 knapsack (Proposition 2), with the
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pseudo-polynomial dynamic program transferring directly and the FPTAS and
greedy guarantees applying to the complementary avoided-denial objective. Cheap
enforcement plus hard-but-offline planning is the division of labour that makes
the model deployable.

The attack-surface implication. The MST permitted action set 7~ isthe en-
terprise attack surface in the established Manadhata-Wing sense. The MST objec-
tive is therefore a direct quantitative expression of attack surface minimization
under operational feasibility constraints, with reputation-based pre-filtering shrink-
ing the effective action space S, before optimization. Every gap between the re-
alized 7" and the business-required minimum £ is a measurable architec-

tural deficit rather than an unmeasurable policy judgement.

7.7. Future Work

Six research directions emerge directly from the framework.

A controlled synthetic simulation study. The nearest-term extension roots the
model in the outcome-based framework of Section 7.2 before any production de-
ployment: generate synthetic action populations with heterogeneous (p;, ¢; d; wy)
drawn from the calibration tiers of Section 7.3, including controlled miscalibra-
tion of p; and capacity stress on B; execute three policies—the MST rule of Equa-
tion (9) with the planner of Equation (10), a static-RBAC baseline with standing
privilege, and a risk-adaptive policy without the MST cost semantics—and score
each on the H1-H4 metrics. Every quantity is an object the model already defines,
so the study isolates the marginal contribution of the cost semantics and the veri-
fication gate and yields sensitivity surfaces that inform the parameter-governance
procedure of Section 7.3; a clean result is the natural gate before the field study
described next.

Empirical validation of the proxy hypothesis. The foundational modelling as-
sumption of MST—that minimising the risk-weighted trust surplus is a reliable
proxy for reducing breach probability or expected breach impact—is operation-
ally motivated but not proven. Longitudinal study of Zero Trust maturity against
observed security outcomes is the primary research direction; the growing corpus
of enterprise ZT deployment data identified in the multivocal review [16] makes
such study increasingly tractable.

Provenance-graph instantiation of the action-space-time graph. The MST edge-
selection formulation can be instantiated on public provenance-graph datasets
(e.g., those used in Omegalog [46]), treating each system-call-level event as a can-
didate x; and applying the verification and risk constraints per edge. This would
provide the first quantitative comparison of MST-based access policy against
baseline access-control regimes—static RBAC with standing privilege, and risk-
adaptive authorization without the MST cost semantics—at realistic granularity,
directly testing hypotheses H1 and H3 of Section 7.2.

Action-independence extensions. The current formulation treats each action as

independent. Extending the model to capture combinatorial interactions—for in-
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stance, with pairwise risk terms C;X;X; for action pairs known to compose into
higher-risk compound actions (a read on regulated data plus an export to an ex-
ternal endpoint, for example)—substantially increases computational complexity
but is essential for capturing real exfiltration paths. A principled treatment of
compound-action risk is an important next step.

Learning the legitimate set L from operational behaviour. Organizations
maintain £ through policy declarations that lag operational reality. Time-in-
dexed Bayesian updates, semi-supervised clustering, or other behavioural-learn-
ing approaches could close the gap between declared and effective legitimate sets,
and would integrate naturally with the UEBA evidence layer [23] that already
feeds the verification score V (ai ,t) .

Supply-chain extension. The current two-plane architecture addresses the en-
terprise’s direct attack surface. SaaS providers depend on cloud infrastructure,
open-source components, and vendor integrations that introduce trust relation-
ships outside direct control. Extending MST to fourth-party trust—where actions
d; may be initiated by entities whose identity and device tier are not directly ob-
servable to the enterprise—is a substantial research program in its own right and

a natural next direction.

8. Conclusions

Zero Trust is not a product category. Network location is not a trust signal. Stand-
ing privilege is the enemy. Compliance evidence is a byproduct of good architec-
ture, not its purpose.

These four commitments are not rhetorical; each has an operational conse-
quence. Treating Zero Trust as the progressive elimination of standing trust—not
a product category—forces every grant to be justified, evidenced, and time-bounded.
Treating unified telemetry as the precondition for trustworthy automation and
audit-quality evidence forces schema and provenance discipline at ingestion. Treat-
ing bounded autonomy as a policy artifact with explicit rungs forces every auton-
omous action to carry a reversibility class and approval tier. And treating compli-
ance as an output of operations forces control outcomes to be recorded as they
occur.

In a regulated SaaS enterprise, the Minimum Standing Trust framework oper-
ationalizes these commitments: deny-by-default at the exposed application edge;
identity-, device-, and session-aware internal control with JIT privilege through-
out; unified telemetry across detection and access systems; and policy-governed
AT autonomous response bounded by the same trust criteria that govern human
access.

The MST framework presented in this paper makes four contributions to the
Zero Trust literature.

First, it reframes the Zero Trust implementation problem as a constrained op-
timization with competing objectives—minimizing unnecessary trust while pre-

serving operational completeness—and shows why monotonic control accumula-
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tion fails as a strategy. This reframing explains empirically documented imple-
mentation failures that prior frameworks left without a structural account [16].

Second, it prescribes asymmetric enforcement posture across the two planes
and sharpens the control hierarchy: WAF, NIDS, and reputation controls are edge
instruments, not strategy; identity, device posture, JIT privilege, and session veri-
fication are the substance of Zero Trust in the internal enterprise.

Third, it establishes unified telemetry as a correctness requirement of the MST
model—not a convenience—and provides a four-stage pipeline architecture (De-
coder, Alerting, Enrichment, Enriched Incident) that operationalizes this require-
ment at the decision layer rather than at the dashboard layer.

Fourth, it integrates AI governance into the MST model as a first-class concern,
showing that the same trust criteria governing human access decisions govern Al
autonomous response actions, and providing the bounded-autonomy ladder as a
practical policy instrument for both.

A consequence of these four contributions, developed formally in Sections 6.1-
6.6, is that the MST optimum corresponds to a principled minimum of the enter-
prise attack surface in the established attack-surface sense [27]: the permitted ac-
tion set is the smallest attacker-exploitable surface consistent with business re-
quirements, and bidirectional reputation-based blocking—applied symmetrically
at perimeter and endpoint—further shrinks the effective action space by removing
actions whose counterparty is already known to be adversarial.

This operating model does not solve every problem, but it closes the gap be-
tween Zero Trust intent and Zero Trust operations: the edge is governed by ex-
plicit deny-by-default policy, the enterprise by continuously re-verified minimal
trust, the telemetry plane by one shared evidentiary record, and automation by an
explicit, reviewable autonomy boundary—with compliance evidence generated as
a byproduct rather than reconstructed after the fact.

For organizations operating under the mobile, distributed, and data-regulated
conditions that now characterize modern enterprise computing, the MST frame-
work offers a practical and theoretically grounded path to the intersection of Zero
Trust principles and effective cyber defense operations.

Future work. The most pressing empirical question is whether the MST model’s
core hypothesis holds in practice: that eliminating standing trust—measured by
credential exposure, dwell time, and lateral movement reach—reliably proxies re-
duced breach impact. Longitudinal studies building on the multivocal review meth-
odology of Buck et al [16] would provide a rigorous path to this validation; in-
stantiating the action-space-time graph on provenance-graph datasets [46] would
supply a concrete experimental substrate for the MST edge-selection formulation
at system-call granularity; efficient MIP formulations calibrated to enterprise scale
are a tractable near-term algorithmic agenda; and the extension to supply-chain
trust and the governance of agentic Al—irreversibility constraints, liability for au-
tonomous access decisions, regulatory standards—remain open questions at the

intersection of computer science and law.
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