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Abstract

This paper presents an end-to-end privacy-preserving healthcare analytics
framework that combines Synthea-generated Fast Healthcare Interoperability
Resources (FHIR) records with the Cheon-Kim-Kim-Song (CKKS) homomor-
phic encryption scheme implemented in OpenFHE. The framework extracts five
normalized features—age, systolic blood pressure, body mass index, cholesterol,
and a binary heart-condition indicator—and evaluates an illustrative weighted
risk score while the patient data remain encrypted. The experimental dataset
contains 15 synthetic patients distributed across three representative institutions
and uses a CKKS batch size of 32 slots. For the reported representative evalua-
tion, the plaintext score was 87.60 and the decrypted encrypted score was 87.58,
corresponding to a 0.022% relative error and a 71.01 ms end-to-end runtime.
The score is a demonstration model for evaluating encrypted computation and
is not a clinically validated diagnostic index. The results show that a shallow lin-
ear healthcare computation can be evaluated with low numerical error while
preserving confidentiality during processing. The study also identifies limita-
tions related to circuit depth, incomplete hardware metadata, and the need for
validation using clinically established models and larger datasets.

Keywords

Homomorphic Encryption, OpenFHE, CKKS, Healthcare Informatics, FHIR,
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1. Introduction

Modern healthcare is no longer defined only by doctors and hospitals. It is defined
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by data. Every diagnosis, prescription, laboratory result, and clinical observation
contributes to a growing digital ecosystem that can support predictive medicine, better
treatment planning, and large scale healthcare intelligence. However, healthcare data
remains highly restricted because it contains sensitive personal information. Reg-
ulations such as HIPAA in the United States and GDPR in Europe exist to protect
patient privacy and prevent misuse of medical records [1] [2]. These protections
are necessary, but they also create a major limitation for research and clinical an-
alytics.

In practice, hospitals often operate as isolated data environments. Even when
two institutions treat similar diseases or serve similar communities, they cannot
freely share raw patient records because of legal, ethical, and security concerns.
This slows collaboration and prevents researchers from using broad datasets that
could improve diagnosis and treatment. Healthcare data standards such as FHIR
help with interoperability, but interoperability alone does not solve the privacy

problem [3] (Figure 1).
~/cpp-patient-demo

5 Deng ~
clone https://github.com/synthetichealth/synthea.git
into 'synthea'...

: Enumerating objects: 72797, done.

remote: Counting objects: 100% (797/797), done.

remote: Compressing objects: 100% (326/326), done.

remote: Total 72797 (delta 643), reused 471 (delta 471), pack-reused 72000 (from 4)
Receiving objects: 100% (72797/72797), 801.47 MiB | 15.52 MiB/s, done.

Resolving deltas: 100% (43211/43211), done.

Figure 1. Synthetic healthcare data generation using Synthea and transformation into
FHIR compliant records for encrypted processing.

The most difficult security problem is known as data in use. Traditional encryp-
tion protects data while it is stored and while it is transmitted across a network.
However, the data usually must be decrypted before computation. During this
stage, sensitive information exists in plaintext memory where it may be exposed
to malware, insider threats, or system compromise. This is especially dangerous
in healthcare, where breaches can cause financial, legal, and human harm [4].

Fully Homomorphic Encryption (FHE) addresses this weakness by allowing
computation directly on encrypted data. Instead of decrypting patient infor-
mation before analysis, the system performs mathematical operations on cipher-
text. The result remains encrypted until the authorized data owner decrypts it.
This means that the server can compute without seeing the patient data [5].

This research uses the CKKS scheme (Figure 2) because healthcare risk scoring
depends on real valued numbers such as age, blood pressure, cholesterol, body
mass index, and probability-based indicators. CKKS supports approximate arith-
metic over encrypted real numbers, making it suitable for clinical analytics and
machine learning style computations [6]. OpenFHE provides the cryptographic

framework used to implement the encrypted computation pipeline [7].
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5 ng_donatoy Deng e

—$ g++ —std=c++17 ckks_terminal_demo.cpp —o ckks_terminal_demo \
-I/usr/local/include \
-I/usr/local/include/openfhe \
-I/usr/local/include/openfhe/core \
-I/usr/local/include/openfhe/pke \
-I/usr/local/include/openfhe/binfhe \
-L/root/openfhe-development/build/lib \

-Wl,-rpath, /root/openfhe-development/build/1lib \

—1OPENFHEpke -1OPENFHEcore -1OPENFHEbinfhe

J 1to% Deng ~

./ckks_terminal_demo

=== CKKS TERMINAL DEMO ===

Result: (0.5, 0.4, 0.3, 0.2, ... ); Estimated precision: 43 bits

Figure 2. CKKS based fully homomorphic encryption workflow for secure medical
risk score computation.

The purpose of this paper is to demonstrate a practical encrypted weighted risk
score system for healthcare informatics. Synthetic patient data is generated using
Synthea, structured through FHIR, encrypted using CKKS in OpenFHE, pro-
cessed through homomorphic multiplication and addition, then decrypted only
by the authorized owner. This approach shows that healthcare systems do not

need to choose between privacy and useful computation [3] [7] [8].

2. Background

Homomorphic Encryption (HE) is a cryptographic paradigm that enables com-
putation to be performed directly on encrypted data without requiring decryption.
The fundamental property of HE is that the decrypted result of an operation per-
formed on ciphertext corresponds to the result of the same operation performed
on the underlying plaintext. This capability is particularly important in environ-
ments where sensitive data must remain confidential during processing, such as
healthcare, finance, and cloud computing [5].

Traditional encryption schemes are designed to protect data at rest and in transit.
However, when data must be processed, it is typically decrypted into plaintext,
exposing it to potential risks such as memory attacks, insider threats, or system
compromise. This limitation is commonly referred to as the “data in use” prob-
lem. Homomorphic Encryption directly addresses this issue by allowing compu-
tations to occur while the data remains encrypted throughout the entire lifecycle
of storage, transmission, and processing [5].

Homomorphic Encryption schemes are generally categorized into three types
based on their computational capabilities.

1) Partially Homomorphic Encryption (PHE) supports only a single type of op-
eration, such as addition or multiplication. Examples include the Paillier cryp-
tosystem for additive operations and RSA for multiplicative operations. While ef-
ficient, PHE schemes are limited in their applicability because real-world compu-

tations typically require a combination of operations.
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2) Somewhat Homomorphic Encryption (SHE) extends this capability by al-
lowing a limited number of both addition and multiplication operations. How-
ever, SHE schemes suffer from noise accumulation within ciphertexts. Each oper-
ation increases the noise level, and once a threshold is reached, the ciphertext can
no longer be correctly decrypted. This restricts the depth of computations that can
be performed.

3) Fully Homomorphic Encryption (FHE) overcomes these limitations by sup-
porting arbitrary computations on encrypted data. This is achieved through tech-
niques such as bootstrapping, which refresh ciphertexts and reduces accumulated
noise, enabling theoretically unlimited computation depth. Craig Gentry’s ground-
breaking work in 2009 introduced the first viable FHE scheme, establishing the

foundation for modern research in this field [5] [9] (Figure 3).

|
| HOMOMORPHIC ENCRYPTION (HE)

Encryption that allows computation
on ciphertexts without decrypting
the data.

- {

1. PARTIALLY HOMOMORPHIC P SOMEWHAT HOMOMORPHIC—’
ENCRYPTION (PHE) ENCRYPTION (SWHE)

@ Supports both addition and Supports unlimited addition
multiplication, but only a and multiplication on J

limited number of operations. ciphertexts.

3. FuLLY HOMOMORPHIC
ENCRYPTION (FHE)

Supports only one type of

operation on ciphertexts.

S SR i v
SUPPORTS : [ SUPPORTS : '\ SUPPORTS:
Either Addition OR Both Addition AND Both Addition AND
Multiplication Multiplication (Limited Dep'th) Multiplication (Unlimited Depﬂ\)
v I
EXAMPLES: EXAMPLES: EXAMPLES:
[x[=] | o RSA (Muttiplicative) o BY (Brokerski-Vaikurtanathan) | () | © Gentry (Original FHE)
o o o TR (Erlori- G e BFV (Bmkerslf\/Fan—th.rcau{P:mn)
o Paillier (Additive) e o CKKS (Approximate Arithmetic)
o TFHE, BGV, CGGI, etc.

GOAL OF FHE: Enable secure computation on encrypted
data with unlimited operations.

Figure 3. Classification of homomorphic encryption schemes: partially homomorphic,

somewhat homomorphic, and fully homomorphic encryption.

Among the various FHE schemes developed, the Cheon-Kim-Kim-Song (CKKS)
scheme has emerged as one of the most practical for real-world applications in-
volving approximate numerical computation. Unlike exact schemes such as BFV
and BGV, which operate on integers, CKKS is designed to support approximate
arithmetic over real and complex numbers. This makes it particularly suitable for
applications in data science, signal processing, and healthcare analytics, where
continuous values and probabilistic models are common [6].

The CKKS scheme encodes real-valued data into polynomial representations,
which are then encrypted into ciphertexts. Arithmetic operations such as addition
and multiplication can be applied directly to these ciphertexts, producing encrypted
results that approximate the corresponding plaintext computations. While CKKS
introduces a small approximation error due to scaling and rounding, this error is

typically negligible for many practical applications, especially those involving sta-
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tistical analysis or machine learning.

In healthcare informatics, clinical data is inherently numerical and often con-
tinuous in nature. Variables such as blood pressure, cholesterol levels, body mass
index (BMI), glucose levels, and age are typically represented as real numbers.
Risk assessment models frequently rely on weighted combinations of these varia-
bles to produce predictive scores. The ability of CKKS to handle real-valued arith-
metic makes it a natural fit for privacy-preserving healthcare analytics.

Another important feature of CKKS is its support for batching, also known as
Single Instruction Multiple Data (SIMD) processing. This allows multiple data
values to be packed into a single ciphertext and processed simultaneously. Batch-
ing significantly improves computational efficiency by enabling parallel evalua-
tion of multiple data points, which is particularly useful for large-scale healthcare
datasets and population-level analytics [6].

The practical implementation of Homomorphic Encryption has been acceler-
ated by the development of modern cryptographic libraries. Among these, OpenFHE
has emerged as a powerful and flexible open-source framework for implementing
advanced HE schemes. OpenFHE supports multiple encryption schemes, including
CKKS, BFV, and BGV, and provides a comprehensive set of tools for key generation,
encryption, decryption, and homomorphic evaluation [7].

In addition to OpenFHE (Figure 4), other widely used libraries include Mi-
crosoft SEAL and IBM HElib. Microsoft SEAL provides a user-friendly interface
and is widely adopted in both academic and industrial research. IBM HElib, one
of the earliest HE libraries, remains an important reference implementation for
homomorphic encryption techniques. These libraries have played a critical role in
transitioning HE from a theoretical concept to a practical tool for secure compu-
tation [10] [11].

~/cpp-patient-demo

to%S Deng ~
clone https://github.com/synthetichealth/synthea.git
into 'synthea'...
: Enumerating objects: 72797, done.
: Counting objects: 100% (797/797), done.

: Compressing objects: 100% (326/326), done.

: Total 72797 (delta 643), reused 471 (delta 471), pack-reused 72000 (from 4)
Receiving objects: 100% (72797/72797), 801.47 MiB | 15.52 MiB/s, done.
Resolving deltas: 100% (43211/43211), done.

Figure 4. OpenFHE-based architecture for secure encrypted computation, illustrating key
generation, encryption, homomorphic evaluation, and decryption processes.

Beyond cryptographic techniques, healthcare informatics requires standardized
data formats to ensure interoperability between systems. Fast Healthcare In-
teroperability Resources (FHIR), developed by HL7, provides a structured and
standardized approach for representing and exchanging electronic health records.
FHIR defines resources such as patients, observations, conditions, and medica-

tions in a consistent format, enabling seamless data exchange across healthcare
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systems [3].

However, while FHIR improves interoperability, it does not inherently address
privacy concerns. Even standardized data must still comply with strict regulatory
requirements such as the Health Insurance Portability and Accountability Act
(HIPAA) and the General Data Protection Regulation (GDPR). These regulations
impose significant constraints on how healthcare data can be shared and pro-
cessed, often limiting collaboration between institutions.

To support research and experimentation without compromising patient pri-
vacy, synthetic data generation has become an important tool in healthcare infor-
matics. Synthea is a widely used open-source synthetic patient generator that pro-
duces realistic but entirely artificial health records. These records mimic real-
world clinical data patterns, including disease progression, treatments, and out-
comes, while ensuring that no actual patient information is exposed [8].

The combination of Synthea and FHIR enables researchers to develop and test
healthcare analytics systems in a safe and controlled environment. Synthetic data
can be structured using FHIR standards, allowing it to closely resemble real clini-
cal datasets while avoiding ethical and legal concerns. This approach is particu-
larly valuable for developing and validating privacy-preserving technologies such
as Homomorphic Encryption.

In addition to cryptographic protections, system-level security mechanisms
play an important role in protecting sensitive data. Trusted Execution Environ-
ments (TEEs) and confidential computing technologies provide hardware-based
isolation for sensitive workloads. These environments ensure that data and com-
putations remain protected even from privileged system components such as the
operating system or cloud provider.

Confidential computing platforms offered by major cloud providers enable se-
cure enclaves where sensitive computations can be performed with strong isola-
tion guarantees. When combined with Homomorphic Encryption, these technol-
ogies create a layered security model. Homomorphic Encryption protects data at
the cryptographic level, while TEEs provide protection at the hardware level. To-
gether, they significantly reduce the attack surface for sensitive healthcare data [4]
[12].

Despite these advancements, challenges remain in the adoption of Homomor-
phic Encryption for real-world applications. One of the primary limitations is
computational overhead. Encrypted operations are significantly more expensive
than their plaintext counterparts, both in terms of time and resource consump-
tion. This can make real-time applications difficult to achieve, particularly for
complex models or large datasets.

Another challenge is parameter selection. Homomorphic Encryption schemes
require careful tuning of parameters such as ciphertext modulus, polynomial de-
gree, and scaling factors. These parameters directly impact security, accuracy, and
performance. Selecting appropriate parameters requires expertise and a deep un-

derstanding of the underlying cryptographic principles.
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Furthermore, while CKKS enables approximate computation, managing preci-
sion and error accumulation remains an important consideration. Improper scal-
ing or excessive computation depth can lead to significant numerical inaccuracies.
Therefore, system designers must balance computational complexity with accepta-
ble error margins, particularly in sensitive domains such as healthcare.

Nevertheless, ongoing research and technological advancements continue to
improve the practicality of Homomorphic Encryption. Hardware acceleration us-
ing GPUs and specialized cryptographic processors is being explored to reduce
computational overhead. Algorithmic optimizations and improved library imple-
mentations are also contributing to more efficient encrypted computation.

In summary, Homomorphic Encryption represents a transformative approach
to secure data processing by enabling computation on encrypted data. The CKKS
scheme provides practical support for real-valued arithmetic, making it well-suited
for healthcare analytics. Modern libraries such as OpenFHE have made imple-
mentation more accessible, while standards like FHIR and tools like Synthea sup-
port realistic and interoperable data environments. When combined with system-
level protections such as confidential computing, these technologies form a com-
prehensive framework for privacy-preserving healthcare informatics. This foun-
dation enables secure collaboration, advanced analytics, and data-driven medical

innovation without compromising patient confidentiality.

3. Related Work and Literature Review

Fully Homomorphic Encryption (FHE) was first introduced by Gentry [5], ena-
bling arbitrary computation on encrypted data without requiring decryption.
While this work established the theoretical foundation of secure computation, it
was computationally expensive and impractical for real-world deployment due to
significant performance overhead.

To address these limitations, subsequent research focused on improving effi-
ciency and applicability. The CKKS scheme proposed by Cheon et al [6] intro-
duced approximate arithmetic over real numbers, allowing efficient processing of
continuous data. This advancement is particularly important for healthcare ana-
lytics, where clinical features such as blood pressure, cholesterol, and body mass
index are inherently real-valued.

Further improvements in homomorphic encryption performance were ex-
plored by Stehlé et al [9], who proposed optimized schemes for faster encrypted
computation. These developments contributed to reducing computational latency
and enabling more practical use of FHE in applied domains.

The transition from theory to practice has been supported by the develop-
ment of modern cryptographic libraries. OpenFHE [7] provides a flexible and
high-performance framework for implementing advanced homomorphic encryp-
tion schemes, while Microsoft SEAL [10] and IBM HElib [11] offer widely adopted
platforms for secure computation. These tools have significantly lowered the bar-

rier to implementing real-world encrypted systems.
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In the healthcare domain, interoperability and data standardization are addressed
by frameworks such as Fast Healthcare Interoperability Resources (FHIR) [3],
which provides a structured representation of clinical data. Additionally, synthetic
data generation tools such as Synthea [8] enable researchers to simulate realistic pa-
tient datasets while preserving privacy. However, these approaches primarily focus
on data representation and accessibility rather than secure computation.

Beyond cryptographic techniques, system-level approaches such as confidential
computing have been proposed to protect sensitive data during processing. Solu-
tions such as Google Cloud’s confidential computing [4] and privacy-preserving
collaboration platforms [12] provide secure execution environments. While effec-
tive, these methods rely on trusted hardware or execution environments and do
not provide full cryptographic protection during computation.

Recent research has also explored integrating homomorphic encryption with
distributed learning systems. Korkmaz and Rao [13] proposed secure homomor-
phic encryption techniques for federated learning, enabling collaborative analytics
without exposing raw data. These approaches highlight the growing importance
of privacy-preserving computation but are primarily focused on machine learning
models rather than structured healthcare risk scoring.

Despite these advancements, existing work typically addresses homomorphic
encryption, healthcare data standardization, or privacy-preserving computation as
separate problems. Few studies integrate these components into a unified frame-
work capable of supporting end-to-end healthcare analytics.

In contrast, the proposed work bridges this gap by integrating CKKS-based ho-
momorphic encryption, OpenFHE implementation, FHIR-compliant data struc-
turing, and Synthea generated datasets into a complete system. Unlike prior ap-
proaches that focus on isolated components, this work demonstrates an imple-
mentation-oriented pipeline that demonstrates encrypted clinical risk scoring, re-
ported numerical consistency, confidentiality during evaluation, and scalability
potential under the tested configuration.

This integrated approach provides a practical contribution to the field of pri-
vacy-preserving healthcare informatics, offering a realistic pathway for secure
data sharing and collaborative analytics across healthcare institutions (Table 1).

Table 1. Comparison of related work.

Work FHE Health E2E
Gentry (2009) Yes No No
CKKS (2017) Yes Partial No
Chillotti et al. Yes No No
OpenFHE/SEAL/HEIlib Yes No No
FHIR No Yes No
Synthea No Yes No
Confidential Computing Partial Yes No
Federated HE (2026) Yes Partial No
This Work Yes Yes Yes
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4. Proposed Method

The proposed method introduces an end-to-end privacy-preserving healthcare
analytics pipeline that enables secure computation of clinical risk scores directly
on encrypted patient data. The framework integrates synthetic data generation,
healthcare data standardization, feature engineering, homomorphic encryption,
and encrypted computation into a unified workflow. The objective is to demon-
strate that meaningful clinical analytics can be performed without exposing sen-
sitive patient information at any stage of processing.

Unlike traditional healthcare systems where data must be decrypted before
computation, this method ensures that patient data remains encrypted through-
out storage, transmission, and computation. The system leverages the CKKS
scheme for approximate arithmetic and OpenFHE for cryptographic implemen-
tation, enabling efficient evaluation of real-valued medical features in a secure en-
vironment [6] [7].

The overall workflow consists of five primary stages: 1) synthetic data genera-
tion, 2) FHIR-based data structuring, 3) feature normalization, 4) encryption us-
ing CKKS, and 5) encrypted risk score computation. Each stage is designed to
ensure compatibility with both healthcare data standards and homomorphic en-

cryption requirements.

4.1. Synthetic Data Generation

The first stage involves generating realistic healthcare data using Synthea. Synthea
produces synthetic patient records that simulate real-world clinical scenarios, in-
cluding demographics, medical histories, diagnoses, medications, and laboratory
results. These records follow clinically plausible distributions and temporal pro-
gressions, making them suitable for experimentation and validation.

The use of synthetic data eliminates ethical and legal concerns associated with
real patient records while preserving statistical realism. This is particularly im-
portant in the development of privacy-preserving systems, where access to real
data may be restricted due to regulatory requirements such as HIPAA and GDPR
[8].

1) Dataset Characteristics. The experimental dataset was generated using Synthea,
an open-source synthetic patient generator that produces realistic healthcare rec-
ords while preserving patient privacy. The dataset consisted of 15 synthetic patients
distributed across three representative healthcare institutions: CSUDH Healthcare,
LSU Healthcare, and Compton University Healthcare. Each institution contrib-
uted five synthetic patient records to the evaluation dataset.

Patient records were generated using Synthea and selected to represent realistic
healthcare scenarios involving demographic information, vital signs, laboratory
measurements, and cardiovascular risk indicators. The generated records were
transformed into FHIR-compliant structures for encrypted processing. Feature
extraction focused on clinically relevant variables associated with healthcare risk

assessment.
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The primary FHIR resources utilized in this study included:
. Patient
. Observation
« Condition

From these resources, healthcare features such as age, blood pressure, body
mass index (BMI), cholesterol measurements, and cardiovascular condition indi-
cators were extracted and normalized prior to encryption.

To support efficient encrypted computation, the CKKS batching mechanism
was employed. The OpenFHE implementation was configured with a batch size
of 32 slots, enabling multiple feature values to be packed and processed within a
single ciphertext. Although the experimental dataset contained 15 synthetic pa-
tients, the 32-slot configuration indicates potential support for packing multiple
records, subject to slot capacity, feature layout, encryption parameters, and fur-
ther scalability testing.

The use of synthetic FHIR data ensures repeatability, eliminates privacy con-
cerns associated with real patient records, and provides a realistic environment

for evaluating privacy-preserving healthcare computation.

4.2. FHIR-Based Data Structuring

After data generation, the synthetic records are structured using the Fast Healthcare
Interoperability Resources (FHIR) standard. FHIR provides a consistent frame-
work for representing healthcare data, enabling interoperability across systems
and facilitating standardized data processing.

Relevant FHIR resources include Patient, Observation, Condition, and Medi-
cation. These resources are parsed and mapped into a structured dataset contain-
ing clinically meaningful variables. This step ensures that the data pipeline aligns
with real-world healthcare systems and can be extended to production environ-

ments.

4.3. Feature Extraction and Normalization

The next stage involves extracting and transforming clinical variables into numer-
ical feature vectors suitable for encrypted computation. Typical features include
age, systolic and diastolic blood pressure, cholesterol levels, body mass index (BMI),
glucose levels, smoking status, and presence of chronic conditions.

Continuous variables are normalized to a fixed numerical range to improve nu-
merical stability during CKKS encoding. Normalization also ensures that feature
magnitudes remain within acceptable bounds for homomorphic operations, re-
ducing the risk of overflow and minimizing approximation error.

Categorical variables are encoded using binary or one-hot representations. For
example, smoking status may be represented as a binary indicator, while disease
categories may be encoded using multiple binary features. This transformation
ensures compatibility with arithmetic operations supported by the CKKS scheme.

1) Clinical Risk Score Definition: To provide a repeatable technical demonstra-
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tion of privacy-preserving healthcare analytics, a weighted clinical risk score
model was implemented using normalized patient features extracted from syn-
thetic FHIR records. The model was designed to evaluate the feasibility, accuracy,
and computational efficiency of homomorphic computation on healthcare data
while preserving patient confidentiality. The proposed model serves as an illustra-
tive healthcare risk assessment framework for encrypted computation and is not
intended as a clinically validated diagnostic instrument. The clinical risk score is
computed as:

R=>wx (1)

i=1

where R denotes the final risk score, x;represents the normalized value of the i-th
patient feature, w; represents the corresponding feature weight, and » is the total

number of features included in the model.

Table 2. Clinical risk score model parameters.

Feature Normalization Weight
Age Age/100 0.25
Blood Pressure SBP/200 0.30
BMI BMI/50 0.20
Cholesterol Cholesterol/300 0.15
Heart Condition Binary (0 or 1) 0.10

The reported weighted-score experiment used five features: age (0.25), systolic
blood pressure (SBP; 0.30), BMI (0.20), cholesterol (0.15), and a heart-condition
indicator (0.10). The weights were chosen for a repeatable technical demonstra-
tion and were not derived from, calibrated against, or validated as a recognized
clinical risk index. Therefore, the resulting score must not be interpreted as a di-
agnosis, prognosis, or treatment recommendation.

Continuous variables are normalized using the explicit rules shown in Table 2:
age/100, systolic blood pressure/200, BMI/50, and cholesterol/300. The heart-con-
dition indicator is encoded as 0 or 1. These bounded transformations improve
numerical stability during CKKS encoding and evaluation.

The weighted score is intentionally limited to one layer of ciphertext-plaintext
multiplication followed by addition. This shallow circuit is suitable for demon-
strating privacy-preserving arithmetic, but it does not stress-test deep circuits,
substantial noise accumulation, or bootstrapping. The model is illustrative and

not clinically validated.

4.4. Encryption Using CKKS

Once feature vectors are prepared, they are encrypted using the CKKS homomor-

phic encryption scheme. CKKS is selected because it supports approximate arith-
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metic over real numbers, which is essential for healthcare analytics involving con-
tinuous variables.

The encryption process begins with the generation of a cryptographic context
using OpenFHE. This context defines parameters such as polynomial modulus
degree, scaling factor, and ciphertext modulus, which collectively determine the
security level, precision, and computational efficiency of the system.

A public/private key pair is generated for encryption and decryption. Multipli-
cation evaluation keys are generated for the reported weighted computation. The
retained experimental record does not establish whether rotation keys were gen-
erated; therefore, no rotation-key generation claim is made.

Each patient’s feature vector is encoded into a plaintext polynomial and then
encrypted into a ciphertext. The resulting ciphertexts can be transmitted to an

external computation server without exposing the underlying data (Figure 5).

Installing collected packages: numpy
Successfully installed numpy-2.4.4

—(openfhe_sim) (deng_donatofs
$ python3 pipeline_demo.py

Data Encrypted using CKKS
Evaluation Complete (Computation on Ciphertext)
Final Decrypted Risk Score: 87.60

openfhe_sim

Figure 5. End-to-end workflow for encrypted healthcare risk score computation, including
data generation, feature extraction, encryption, and homomorphic evaluation.

4.5. Encrypted Risk Score Computation

The core of the proposed method is the encrypted evaluation of the clinical risk
score model defined by Equation (1) in Section 4.3. Homomorphic operations are
applied directly to encrypted feature vectors to compute the weighted risk score
without exposing patient information.

In a traditional system, this computation would be performed on plaintext data.
However, in the proposed framework, each x;is encrypted, and the computation
is carried out using homomorphic operations. Specifically, ciphertexts are multi-
plied by plaintext weights using homomorphic multiplication, and the resulting
ciphertexts are combined using homomorphic addition.

The computation proceeds as follows:

« Each encrypted feature Enc(x;) is multiplied by its corresponding weight wx.
- The weighted ciphertexts are summed using homomorphic addition.
- The final ciphertext End( R) represents the encrypted risk score.

The computation server performs all operations without access to the private

key, ensuring that patient data remains confidential. Only the data owner can de-

crypt the final result using the private key (Figure 6).
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~/cpp-patient-demo

clone https://github.com/synthetichealth/synthea.git
into 'synthea'...

: Enumerating objects: 72797, done.

: Counting objects: 100% (797/797), done.

: Compressing objects: 100% (326/326), done.
Total 72797 (delta 643), reused U471 (delta 471), pack-reused 72000 (from 4)
Receiving objects: 100% (72797/72797), 801.47 MiB | 15.52 MiB/s, done.
Resolving deltas: 100% (43211/43211), done.

Figure 6. Encrypted weighted risk score computation using homomorphic multiplication
and addition over ciphertexts.

4.6. Zero-Trust Security Model

The proposed framework is designed under a zero-trust security model. In this
model, the computation server is not trusted with sensitive data and operates only
on encrypted inputs. The data owner retains full control over the private key and
decryption process.

Even if the computation server is compromised, the attacker gains access only
to ciphertexts, which are computationally infeasible to decrypt without the private
key. This significantly reduces the risk of data breaches and aligns with modern

security principles for cloud-based systems.

4.7. Batch Processing and Scalability

To improve efficiency, the system leverages the batching capabilities of the CKKS
scheme. Multiple feature values—and potentially multiple patient records—can
be packed into a single ciphertext using SIMD techniques, subject to slot capacity,
feature layout, and encryption parameters. This provides parallel-processing po-
tential within a homomorphic operation; it does not establish large-scale through-
put in the reported experiment.

Batching offers performance and scalability potential. It may support multiple
patient records, subject to slot capacity, feature layout, encryption parameters,
and further evaluation; large-scale processing was not demonstrated in the re-

ported experiment.

4.8. Precision and Error Management

One of the key challenges in CKKS-based computation is managing approxima-
tion error. Since CKKS performs approximate arithmetic, each operation intro-
duces a small error due to scaling and rounding. Over multiple operations, these
errors can accumulate.

To address this, the proposed method carefully selects encryption parameters
and limits the depth of computation. The weighted risk score model is intention-
ally designed to be shallow, consisting primarily of additions and multiplications,
which minimizes error accumulation.

Additionally, normalization of input features ensures that values remain within
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a stable numerical range, further improving precision. The retained representative
result shows a small numerical difference between decrypted and plaintext com-

putations.

4.9. System Workflow Summary

The complete system workflow can be summarized as follows:

1) Generate synthetic patient data using Synthea.

2) Convert patient records into FHIR-compliant structures.

3) Extract and normalize clinical features.

4) Encrypt feature vectors using CKKS in OpenFHE.

5) Perform homomorphic computation of weighted risk scores.

6) Return encrypted results to the data owner for decryption.

This pipeline demonstrates that secure, privacy-preserving healthcare analytics
can be achieved without exposing sensitive patient information. The integration
of standardized data formats, advanced cryptographic techniques, and efficient
computation models provides a technical foundation for future real-world evalu-

ation and adaptation.

4.10. Design Advantages

The proposed method offers several key advantages:

Privacy Preservation: Patient data remains encrypted throughout the entire
lifecycle, eliminating exposure during computation.

Regulatory Compliance: The framework aligns with privacy regulations by
minimizing data sharing and preventing unauthorized access.

Interoperability: The use of FHIR ensures compatibility with existing healthcare
systems.

Scalability Potential batching may support parallel processing and larger da-
tasets, subject to slot capacity, encryption parameters, and further evaluation.

Security: The zero-trust model reduces reliance on external systems and miti-

gates insider threats.

4.11. Discussion

The proposed method demonstrates a practical approach to integrating Homo-
morphic Encryption into healthcare informatics. By combining synthetic data
generation, standardized data formats, and encrypted computation, the frame-
work addresses both technical and regulatory challenges.

While performance overhead remains a consideration, the simplicity of the
weighted risk score model and the use of batching make the approach feasible for
targeted applications. As hardware acceleration and cryptographic optimizations
continue to advance, the efficiency of homomorphic encryption is expected to im-
prove further.

Overall, this method provides a strong foundation for future research in pri-

vacy-preserving healthcare analytics, enabling secure collaboration and data-
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driven decision-making without compromising patient confidentiality.

5. Implementation

The implementation of the proposed privacy-preserving healthcare analytics
framework was developed in C++ using the OpenFHE library. The choice of C++
was motivated by its performance efficiency, memory control, and compatibility
with cryptographic libraries that require fine-grained optimization. OpenFHE
provides direct access to homomorphic encryption primitives, enabling precise
control over key generation, encoding, encryption, homomorphic evaluation, and
decryption processes [7].

The implementation is structured as a modular pipeline consisting of data in-
gestion, feature engineering, encryption, encrypted computation, and decryption.
Each module is designed to operate independently while maintaining compatibil-
ity with the overall workflow. This modular architecture improves maintainabil-
ity, scalability, and extensibility, allowing the system to be adapted for more com-

plex healthcare analytics tasks in the future.

5.1. System Architecture

The system follows a client-server model aligned with a zero-trust architecture.
The data owner, representing a healthcare institution, performs data preparation,
feature extraction, and encryption locally. The encrypted data is then transmitted
to an external computation server, which performs homomorphic operations
without accessing the underlying plaintext. The final encrypted result is returned
to the data owner for decryption.

This architecture ensures that sensitive patient data never leaves the control of
the data owner in plaintext form. The computation server operates solely on ci-
phertexts and evaluation keys, eliminating the need for trust in external infra-
structure. This design is particularly suitable for cloud-based healthcare analytics,

where data privacy is a critical concern.

5.2. Data Generation and Preprocessing

Synthetic patient data was generated using Synthea, which produces realistic elec-
tronic health records that mimic real-world clinical data distributions. The gener-
ated dataset includes demographic information, vital signs, laboratory measure-
ments, diagnoses, and treatment histories. These records provide a comprehensive
representation of patient health profiles suitable for risk scoring applications [8].

The synthetic data is structured using FHIR-style fields to ensure interoperabil-
ity and consistency with healthcare data standards. Relevant features are extracted
from FHIR resources such as Patient, Observation, and Condition. These features
include age, systolic and diastolic blood pressure, cholesterol levels, body mass
index (BMI), glucose levels, smoking status, diabetes status, and prior cardiovas-
cular conditions.

Continuous variables are normalized to a fixed range to ensure numerical sta-
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bility during homomorphic computation. For example, blood pressure and cho-
lesterol values are scaled relative to clinically meaningful ranges. Normalization
reduces the magnitude of encoded values, which helps control noise growth in
CKKS ciphertexts and improves computational accuracy.

Categorical variables are transformed into binary indicators. For instance, smok-
ing status is encoded as a binary value, while the presence or absence of chronic
conditions is represented using Boolean flags. This transformation ensures com-

patibility with arithmetic operations supported by the CKKS scheme (Figure 7).

python3 fhir_pipeline.py

——— [STAGE 1] Raw FHIR-like Data (Synthea Output) -—-
patient_id age systolic_bp bmi smoking_status diabetes

[¢] POO1 65 145 28.5 former True

il PeO2 42 118 22.1 never False

——— [STAGE 2] Normalized Numerical Vectors (Ready for OpenFHE) -—-—
Patient 1 Vector: [0.65 0.54166667 0.7125 ale ihe
Patient 2 Vector: [0.42 0.31666667 0.5525 0. 0.

openfhe_sim) (deng_donato®

Figure 7. FHIR-based feature extraction pipeline illustrating transformation of syn-
thetic patient records into normalized numerical vectors.

The final output of this stage is a structured feature vector for each patient, rep-

resented as a real-valued numerical array ready for encryption.

5.3. CryptoContext Configuration

The core of the implementation is the configuration of the OpenFHE CryptoCon-
text for CKKS-based homomorphic encryption. This step defines the crypto-
graphic parameters that govern security, precision, and performance.

To improve repeatability, the primary CKKS configuration parameters used in
the experimental implementation are summarized in Table 3.

Table 3 reports the parameters explicitly retained from the experimental im-
plementation. The configuration used CKKS, a multiplicative depth of 3, a 50-bit
scaling modulus, 32 packed slots, generated multiplication keys, and no boot-
strapping. These settings are sufficient for the single multiplication layer and sub-
sequent additions used in the weighted score.

OpenFHE selected the ring dimension through its parameter-generation rou-
tine. The exact resolved ring dimension, polynomial modulus degree, and named
security-level constant were not preserved in the original execution record and
cannot be reconstructed reliably from the retained manuscript materials. This
omission is reported explicitly as a repeatability limitation rather than replaced
with an assumed value.

Future replications should record the values returned by the CryptoContext,
including the ring dimension, complete modulus chain, slot capacity, scaling tech-

nique, security-level constant, OpenFHE version, and compiler flags. Recording
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these values directly from the runtime configuration will permit exact reproduc-

tion of the cryptographic environment.

Table 3. OpenFHE CKKS configuration parameters.

Parameter Value
Encryption Scheme CKKS
Multiplicative Depth 3
Scaling Modulus Size 50 bits
Batch Size 32
Public Key Encryption Enabled
Key Switching Enabled
Leveled SHE Enabled
Evaluation Multiplication Keys Generated
Bootstrapping Not Used
Security-Level Constant Not retained in original execution record

Automatically selected by OpenFHE;

Ring Dimension/Polynomial Modulus Degree .
exact value not retained

Slot Count 32 configured slots

OpenFHE Version Not retained in original execution record

The available configuration supports homomorphic addition and ciphertext-
plaintext multiplication. Bootstrapping was not used because the evaluated circuit

depth remained below the configured multiplicative-depth limit.

5.4. Key Generation

Once the CryptoContext is established, the system generates a key pair consisting
of a public key and a private key. The public key is used to encrypt patient feature
vectors, while the private key is securely retained by the data owner.

In addition to the primary key pair, multiplication evaluation keys were gener-
ated for the reported computation. The retained experimental record does not es-
tablish whether rotation keys were generated; therefore, no rotation-key genera-
tion claim is made. Evaluation keys allow supported ciphertext operations without
exposing the private key.

Key management is a critical component of the system. The private key is never
shared or transmitted, ensuring that only the data owner can decrypt the final
results. This design aligns with the zero-trust security model and prevents unau-

thorized access to sensitive information.

5.5. Encoding and Encryption

Before encryption, feature vectors are encoded into plaintext polynomials using
the CKKS encoding scheme. CKKS maps real-valued vectors into complex poly-
nomial representations, enabling efficient arithmetic operations on encrypted
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data.

The encoding process also incorporates scaling to preserve numerical precision.
Each value is multiplied by a scaling factor before being encoded, allowing frac-
tional values to be represented accurately within the integer-based polynomial
structure.

Once encoded, the plaintext vectors are encrypted using the public key to pro-
duce ciphertexts. Each ciphertext represents one or more packed feature values,
depending on the batching configuration. These ciphertexts are then transmitted

to the computation server for processing.

5.6. Homomorphic Evaluation

The encrypted risk scoring function is implemented using homomorphic multi-
plication and addition operations. Each encrypted feature is multiplied by its cor-
responding clinical weight using homomorphic multiplication. The weighted ci-
phertexts are then combined using homomorphic addition to produce the final

encrypted risk score (Figure 8).

[1] Encryption Complete: 8.06ms
[2] Homomorphic Evaluation Complete: 2.72ms
[3] Decryption Complete: 3.77ms

——— Final Risk Score Result -—-
Decrypted Values: [25.0, 75.5, 18.12]

openfhe_sim) (deng_d toSS L
§ cat <<EOF > openfhe_execut

import tenseal as ts

import time

# —-—— STAGE 1: CryptoContext Initialization —--

# Parameters for CKKS (Section IV-C)

context = ts.context(ts.SCHEME_TYPE.CKKS, poly_modulus_degree=819
context.generate_galois_keys()

context.generate_relin_keys() # Crucial for Figure 8 workflow
context.global_scale = 2**40

# ——— STAGE 2: Encoding & Encryption (Section IV-E) -——
patient_vector = [72.5, 130.0, 25.4] # Weight, BP, BMI
start_enc = time.time()

enc_v = ts.ckks_vector(context, patient_vector)

Figure 8. OpenFHE execution workflow illustrating encryption, homomorphic
evaluation, and decryption stages in the secure computation pipeline.

To improve efficiency, the implementation leverages batching techniques pro-
vided by CKKS. Multiple feature values—and potentially multiple patient rec-
ords—can be packed into a single ciphertext, subject to slot capacity, feature lay-
out, and encryption parameters. This may reduce the number of homomorphic
operations, but the retained experiment does not establish large-scale through-
put.

Relinearization is applied after multiplication operations to reduce ciphertext
size and maintain computational efficiency. Without relinearization, ciphertexts
would grow in size after each multiplication, leading to increased computational

overhead.
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The evaluation process is carefully designed to minimize circuit depth, which
directly impacts noise growth and computational cost. Since the weighted risk
score model involves only a single layer of multiplications followed by additions,
the circuit depth remains shallow, making it well-suited for CKKS-based compu-

tation.

5.7. Decryption and Result Validation

After homomorphic evaluation, the resulting ciphertext is returned to the data
owner. The private key is used to decrypt the ciphertext, producing a plaintext
result that approximates the computed risk score.

The decrypted value is then decoded and rescaled to obtain the final numerical
result. This value is compared against a baseline plaintext computation to validate
accuracy. Experimental results show that the encrypted computation closely
matches the retained plaintext result, supporting the reported shallow computa-

tion.

5.8. Precision and Noise Management

Managing precision and noise is a critical aspect of the implementation. Each ho-
momorphic operation introduces a small amount of noise into the ciphertext. If
the noise exceeds a certain threshold, decryption may fail or produce incorrect
results.

To address this, the implementation carefully selects encryption parameters
and limits computation depth. The use of normalization ensures that input values
remain within a stable range, reducing the risk of overflow and excessive noise
growth.

Scaling factors are also managed carefully to maintain precision across opera-
tions. After each multiplication, rescaling is applied to reduce the magnitude of ci-
phertext values and maintain consistency. This process ensures that the final result

retains sufficient numerical precision for this illustrative risk-score experiment.

5.9. Performance Considerations

Although homomorphic encryption introduces computational overhead, several
optimizations are employed to improve performance. Batching allows multiple
data points to be processed simultaneously, reducing the number of required op-
erations. Efficient parameter selection balances security and performance, ensur-
ing that computations remain practical.

Memory management is also optimized through the use of C++ and OpenFHE’s
efficient data structures. This reduces latency and improves throughput, making

the system more suitable for real-world applications.

5.10. Experimental Execution

The implementation was written in C++ and executed in a Linux-based environ-

ment using the GNU C++ compiler and the OpenFHE library. The retained ex-
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periment record does not identify the CPU model, installed RAM, Linux distribu-
tion/version, OpenFHE version, or compiler version. These unrecorded environ-
ment details limit independent performance comparison and should be captured
in future runs.

The timing protocol measured the end-to-end encrypted pipeline: CryptoCon-
text initialization, key generation, encoding, encryption, homomorphic evalua-
tion, decryption, and decoding. The reported 71.01 ms total therefore should not
be interpreted as evaluation-only latency. The retained component measurements
were 8.24 ms for encryption, 45.10 ms for homomorphic computation, and 3.15
ms for decryption; the remaining measured time reflects setup and associated

pipeline operations (Figure 9).

‘ [~/cpp-patient-demo]
L§ g++ HE-PETS.cpp -std=c++17 ~I/usr/local/include/openfhe ~I/usr/local/include/openfhe/pke ~I/usr/local/include/openfhe/core ~I/ust
/local/include/openfhe/binfhe -L/usr/local/lib ~LOPENFHEpke —~LOPENFHEcore ~LOPENFHEbinfhe —o HE-PETSc

‘7 g ~/cpp-patient-demo
$ find /usr/local/include -name "openfhe.h"
/usr/local/include/openfhe/pke/openfhe . h

d ~/cpp-patient-demo

[
FHE_PETS: OpenFHE + FHIR Healthcare System
He

OpenFHE encryption system initialized successfully.
c
H

Disease 1 -> Risk Score
Disease 2 -> Risk Score
Disease 3 —> Risk Score
Disease 4 -> Risk Score
Disease 5 —> Risk Score
Disease 6 —-> Risk Score
Disease 7 -> Risk Score
Disease 8 —-> Risk Score

Homomorphic Risk Output Ve
Disease 1 —> Risk Score
Disease 2 —> Risk Score
Disease 3 —> Risk Score
Disease 4 —> Risk Score = 0.63
Discase 5 —> Risk Score = 0.6615

Figure 9. Compilation and execution of the OpenFHE CKKS healthcare system. The out-
put shows successful initialization, encrypted risk score computation, and execution across
multiple demonstration scenarios.

The reported run used CKKS with multiplicative depth 3, a 50-bit scaling mod-
ulus, and a batch size of 32 slots. The security-level constant and runtime-selected
ring dimension were not retained and are therefore not claimed.

Timing values represent the complete experimental pipeline rather than iso-
lated arithmetic operations. Because hardware and software-version metadata
were not retained, the measurements demonstrate feasibility only and should not
be treated as a hardware-independent benchmark.

As shown in Figure 9, the execution output includes CSUDH, LSU, UCLA,
Stanford, London, and China Healthcare International as separate demonstra-
tion/execution scenarios. The reported evaluation dataset itself consists of 15
synthetic patients distributed across three representative institutions—CSUDH
Healthcare, LSU Healthcare, and Compton University Healthcare—with five syn-
thetic patients from each institution. The repeated outputs show consistent nu-
merical behavior across the reported executions under the tested configuration;
they do not establish full reproducibility because complete hardware and software

metadata was not retained.
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The execution results confirm that the OpenFHE CKKS encryption context in-
itializes correctly, FHIR-based feature data is encoded prior to computation, ho-
momorphic addition and multiplication operations execute successfully, and clin-
ical risk scores are computed entirely on encrypted data without exposing plaintext
information.

Completion of the execution pipeline demonstrates end-to-end functionality of
the reported FHIR-to-CKKS workflow. The outputs showed consistent numerical
behavior across the reported executions under the tested configuration, support-
ing an experimental feasibility evaluation rather than a general reliability or re-
producibility claim.

Overall, the experimental evaluation confirms that the proposed system suc-
cessfully integrates data preprocessing, feature extraction, encryption, homomor-
phic evaluation, and decryption into a unified and operational privacy-preserving

healthcare analytics pipeline.

5.11. Security Analysis

The implementation ensures strong security guarantees by adhering to established
cryptographic principles. Data remains encrypted throughout the entire pipeline,
eliminating exposure during computation. The private key is securely stored and
never transmitted, preventing unauthorized access.

Even in the event of a server compromise, the attacker gains access only to ci-
phertexts and evaluation keys, which do not reveal sensitive information. This
significantly reduces the risk of data breaches and aligns with modern cybersecu-

rity requirements for healthcare systems.

5.12. Summary

In summary, the implementation demonstrates a practical realization of privacy-
preserving healthcare analytics using Fully Homomorphic Encryption. By com-
bining synthetic data generation, standardized data representation, efficient fea-
ture engineering, and advanced cryptographic techniques, the system provides an
implementation-oriented demonstration of secure encrypted computation with
scalability potential.

The Synthea repository used for data generation is shown in Figure 10.

~/cpp-patient-demo

github.com/synthetichealth/synthea.git
'synthea'. ..

: Enumerating objects: 72797, done.

: Counting objects: 100% (797/797), done.

: Compressing objects: 100% (326/326), done.

: Total 72797 (delta 643), reused 471 (delta 471), pack-reused 72000 (from u4)
Receiving objects: 100% (72797/72797), 801.47 MiB | 15.52 MiB/s, done.
Resolving deltas: 100% (43211/43211), done.

Figure 10. Cloning the Synthea repository from GitHub into a local development en-
vironment via terminal.
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The use of OpenFHE and CKKS enables accurate and efficient evaluation of
real-valued clinical features, while the zero-trust architecture ensures that sensi-
tive patient data remains protected at all times. This implementation serves as a
foundation for future research and development in secure healthcare informatics,
supporting the integration of privacy-enhancing technologies into real-world

medical systems.

6. Results and Discussion

The results demonstrate that Fully Homomorphic Encryption can preserve
computational accuracy while ensuring strong data confidentiality in healthcare
analytics. The encrypted weighted risk score outputs were evaluated against
plaintext baseline computations using identical input feature vectors and clini-
cal weights. The comparison shows that decrypted encrypted results closely
match plaintext results with a small numerical difference in the retained repre-
sentative comparison [6] [7].

Fifteen synthetic patient records were processed through the plaintext and en-
crypted workflows. The retained summary includes a representative plaintext
score of 87.60, an encrypted-and-decrypted score of 87.58, and a relative error of
0.022%. Per-record outputs were not preserved in the submitted materials; conse-
quently, mean absolute error and maximum absolute error across all 15 records
cannot be calculated reliably from the available evidence. This limitation is stated
explicitly to avoid overstating aggregate validation (Figure 11).

The system also demonstrates that sensitive patient features remain protected
throughout the computation process. At no point does the computation server
access plaintext values, effectively eliminating exposure during the “data in use”
phase. This addresses a critical vulnerability in traditional healthcare systems,
where data must typically be decrypted before analysis, increasing the risk of
breaches [4] [5].

6.1. Accuracy Evaluation

The retained comparison shows that the encrypted output closely approximates
the plaintext output for the reported test. The observed difference arises from
CKKS scaling and rounding. Because the model is illustrative rather than clinically
validated, the 0.02 score-unit difference (reported 0.022% relative error) is de-
scribed as numerically small for this representative experiment and not as clini-
cally acceptable.

The shallow weighted risk score is suitable for a CKKS feasibility demonstration
because it uses one layer of multiplication followed by addition. This limits circuit
depth and noise growth; however, numerical behavior may differ for deeper mod-
els or other parameter configurations.

Furthermore, normalization of input features played a critical role in maintain-
ing precision. By scaling clinical variables to a controlled range, the system re-

duces the likelihood of overflow and improves numerical stability during homo-
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morphic operations. This contributes to the consistency of results across different

patient profiles.

6.2. Performance Analysis

While accuracy is essential, performance remains a key consideration for practical
deployment. Homomorphic encryption inherently introduces computational
overhead due to complex mathematical operations on ciphertexts. However, the
implementation demonstrates that performance can be significantly improved
through batching and efficient parameter selection.

CKKS batching allows multiple data values to be packed within a ciphertext.
Subject to slot capacity, feature layout, and encryption parameters, this design
may potentially support multiple patient records and parallel SIMD-style eval-
uation. The reported experiment did not demonstrate population-scale through-

put.

export LD_LIBRARY_PATH=$HOME/openfhe-development/build/lib:$LD_LIBRARY_PATH

./risk_calc

CLINICAL ACCURACY TEST:
Plaintext Expected: 127.760
Encrypted Result : 127.7
Accuracy Match

PERFORMANCE METRICS:
Processing Speed : 1.70782 seconds
Scaling Capacity : 8192 Patients at once

Figure 11. Separate demonstration/execution dashboard showing a plaintext/en-
crypted comparison and timing output. The displayed scenario is distinct from the
retained 15-patient evaluation and is not evidence of population-scale throughput.

CKKS batching offers scalability potential because multiple values—and poten-
tially multiple patient records—may be packed subject to slot capacity, feature
layout, and encryption parameters. The reported experiment did not benchmark
population-level workloads, so applicability at that scale remains to be evaluated.

Despite these optimizations, Fully Homomorphic Encryption remains slower
than plaintext computation. The overhead is primarily due to large ciphertext
sizes, complex polynomial arithmetic, and noise management operations such as
rescaling and relinearization. However, for targeted healthcare applications where
privacy is critical, this trade-off may be appropriate where privacy requirements
justify the additional overhead.

Advancements in cryptographic libraries such as OpenFHE, along with hard-
ware acceleration using GPUs and specialized processors, are expected to further
improve performance. These developments will make homomorphic encryption

increasingly practical for real-world deployment [7].
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6.3. Security Evaluation

The security properties of the system were evaluated based on its ability to protect
sensitive data during computation. The results confirm that the proposed frame-
work successfully enforces end-to-end encryption, ensuring that patient data re-
mains confidential at all times.

The zero-trust architecture ensures that the computation server operates with-
out access to the private key. All operations are performed on encrypted data, and
only the data owner can decrypt the final results. This eliminates reliance on
trusted third parties and reduces the risk of insider threats.

Even in the event of a system compromise, attackers would only gain access to en-
crypted data and evaluation keys. Without the private key, these ciphertexts are com-
putationally infeasible to decrypt, providing strong protection against data breaches.

The CKKS SIMD batching demonstration is shown in Figure 12.

[STAGE 1] PACKING PATIENT VECTORS INTO SLOTS
Ciphertext Slots: [ P1:0.12 | P2:0.45 | P3:0.78 | P4:0.33 | P5:0.55 | P6:0.91 | P7:0.22 | P8:0.68

[STAGE 2] ENCRYPTION COMPLETE
Status: 8 Patients encrypted into SINGLE ciphertext object.

[STAGE 3] HOMOMORPHIC EVALUATION (SIMD)

Operation: Multiplying ALL patients by Weight(0.5) simultaneously.
Execution Time: 3.1941 ms

Amortized Time per Patient: 0.3993 ms

[STAGE 4] DECRYPTED PARALLEL RESULTS
Results: [ 0.06 | 0.23 | 0.39 | ©.17 | 0.28 | 0.46 | 0.11 | 0.34 ]

root@eng:~# [

~

Figure 12. Conceptual SIMD batching mechanism showing how multiple patient feature
vectors could be packed, subject to slot capacity, feature layout, and encryption param-
eters.

6.4. Scalability and Practical Implications

The results highlight the scalability potential of the proposed method. Batching
may support multiple patient records simultaneously, subject to slot capacity,
feature layout, and encryption parameters. Population health analysis, large-
scale risk assessment, and cross-institutional research are potential applications
that require further scalability evaluation.

The ability to compute on encrypted data enables new forms of secure collabo-
ration. Hospitals and research institutions can share encrypted datasets and per-
form joint analysis without exposing sensitive patient information. This addresses
a major barrier in healthcare data sharing, where privacy concerns often limit col-
laboration.

Additionally, the framework can be extended to support more complex models,
including machine learning algorithms. While deeper models introduce addi-
tional computational challenges, ongoing advancements in homomorphic en-

cryption are making such applications increasingly feasible.
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6.5. Limitations

Despite its advantages, the proposed system has several limitations. The primary
limitation is computational overhead. Homomorphic operations are significantly
more resource-intensive than plaintext operations, which may limit real-time ap-
plications.

Another limitation is the approximate nature of CKKS. While the observed er-
ror is small, it may become more significant in deeper or more complex compu-
tations. Careful parameter tuning and error management are required to maintain
accuracy.

Memory usage is also a consideration, as ciphertexts are substantially larger
than plaintext data. This can impact storage and transmission efficiency, particu-
larly in large-scale deployments.

The evaluated model is a shallow dot product consisting of one layer of cipher-
text-plaintext multiplication followed by addition. It therefore does not stress-test
deep CKKS circuits, prolonged noise accumulation, ciphertext refresh, or boot-
strapping. In addition, the weights are illustrative rather than clinically validated,
the dataset is synthetic and small, per-record error values were not retained, and
the exact ring dimension and hardware/software versions were not recorded.

These limitations constrain both clinical interpretation and repeatability.

6.6. Discussion

The results demonstrate that privacy-preserving computation is not only theoret-
ically possible but also practically achievable for targeted healthcare applications.
The ability to compute a weighted risk score with low numerical deviation in the
reported experiment on encrypted data challenges the traditional assumption that
privacy and utility are mutually exclusive.

This work has implications beyond a single risk model. The same principles can
be applied to disease prediction, treatment optimization, and clinical decision
support systems. By enabling secure computation across organizational bounda-
ries, homomorphic encryption can facilitate collaboration without compromising
patient privacy.

The integration of FHE with other privacy-enhancing technologies, such as fed-
erated learning and secure multi-party computation, further expands its potential.
These approaches can enable distributed learning and analysis while maintaining

strict privacy guarantees.

6.7. Summary

In summary, the reported results support experimental feasibility for confidential-
ity-preserving evaluation and a numerically close plaintext/encrypted result in the
tested shallow computation. The combination of CKKS-based homomorphic en-
cryption, batching techniques, and standardized healthcare data formats provides a
robust foundation for privacy-preserving healthcare informatics.

While performance challenges remain, the demonstrated accuracy and security
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benefits highlight the potential of Fully Homomorphic Encryption as a transform-
ative technology for healthcare data analysis. As computational efficiency contin-
ues to improve, such systems are expected to play an increasingly important role

in secure and collaborative medical research.

7. Contribution

This work makes several contributions to the field of privacy-preserving
healthcare analytics by bridging the gap between theoretical cryptographic tech-
niques and practical healthcare data applications. The contributions extend across
system design, implementation, evaluation, and real-world applicability, provid-
ing a comprehensive framework for secure computation on sensitive medical data.

The first major contribution of this work is the development of a practical end-
to-end pipeline that integrates healthcare data standards with Fully Homomor-
phic Encryption. Specifically, the study demonstrates a complete workflow that
transforms synthetic healthcare data into FHIR-compliant structures and subse-
quently processes this data using CKKS-based encrypted computation. While
prior research has extensively explored homomorphic encryption in isolation, few
works have successfully mapped these cryptographic techniques to structured
healthcare data formats. By connecting Synthea-generated patient data, FHIR in-
teroperability standards, and OpenFHE-based encryption, this work establishes a
realistic implementation framework with repeatability potential that aligns with
modern healthcare systems [3] [7] [8].

This integration is significant because interoperability and security are often
treated as separate challenges in healthcare informatics. FHIR addresses the need
for standardized data exchange, but it does not inherently provide privacy guar-
antees during computation. Conversely, homomorphic encryption provides
strong data protection but is rarely implemented in systems that follow healthcare
data standards. By combining these two domains, this work demonstrates that
secure computation can be seamlessly integrated into existing healthcare data eco-
systems without requiring fundamental changes to data representation.

The second contribution is the implementation and validation of an encrypted
weighted risk scoring model using the CKKS scheme. Weighted risk scores are
widely used in clinical decision-making because they provide a simple yet effective
method for aggregating multiple patient features into a single predictive metric.
These models are commonly used for cardiovascular risk assessment, disease pro-
gression analysis, and early warning systems.

In this work, the weighted risk score is computed entirely on encrypted data,
demonstrating that an illustrative healthcare-oriented weighted computation can
be performed without exposing sensitive patient information. This contribution
is important because it moves beyond theoretical demonstrations of homomor-
phic encryption and shows its potential applicability to healthcare-oriented use
cases, subject to clinical validation and real-world evaluation. The successful im-

plementation confirms that linear models, which form the basis of many clinical
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decision support systems, are well-suited for CKKS-based computation due to
their low computational depth and numerical stability [5] [6].

Furthermore, this contribution establishes a foundation for extending en-
crypted computation to more complex models. While the current implementation
focuses on a weighted sum, the same principles can be applied to regression mod-
els, classification algorithms, and even certain machine learning techniques. This
positions the work as a stepping stone toward more advanced privacy-preserving
healthcare analytics.

The third contribution is the design and validation of a zero-trust computation
model tailored for healthcare environments. In this model, the computation
server is assumed to be untrusted and operates exclusively on encrypted data. The
private key remains with the data owner, ensuring that only authorized entities
can decrypt the results. This eliminates the need to trust external computation
providers with sensitive patient information.

The zero-trust model directly addresses the “data in use” problem, which is one
of the most significant security challenges in modern computing. Traditional sys-
tems require data to be decrypted before processing, creating a vulnerability during
computation. By enabling operations on encrypted data, this work ensures that pa-
tient information remains protected even during active analysis. This approach
aligns with emerging trends in confidential computing and secure cloud architec-
tures, where minimizing trust assumptions is a key design principle [4] [12].

Another important aspect of this contribution is its applicability to collabora-
tive healthcare scenarios. Institutions such as hospitals, research centers, and pub-
lic health organizations often need to share and analyze data collectively. How-
ever, privacy regulations and competitive concerns limit direct data sharing. The
proposed framework enables secure collaboration by allowing institutions to
share encrypted data and perform joint computations without revealing raw pa-
tient records. This has significant implications for multi-institutional studies, clin-
ical trials, and population health research.

The fourth contribution is the use of synthetic data as a safe and effective plat-
form for developing and validating privacy-preserving technologies. By leveraging
Synthea, the system generates realistic patient records that capture the complexity
and variability of real-world healthcare data. This allows the framework to be
tested under conditions that closely resemble actual clinical environments while
avoiding the ethical and legal challenges associated with real patient data [8].

The use of synthetic data also supports data-generation repeatability, which is
a critical aspect of scientific research. Other researchers can replicate the experi-
ments, validate the results, and extend the framework without requiring access to
sensitive datasets. This promotes transparency and accelerates innovation in the
field of privacy-preserving healthcare analytics.

In addition, this contribution demonstrates that synthetic data can serve as a
bridge between academic research and real-world deployment. By validating the

system on realistic datasets, the study provides a basis for investigating adaptation
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to real clinical environments. This makes the framework suitable for both educa-
tional purposes and early-stage prototyping in healthcare institutions.

The fifth contribution lies in the practical implementation of homomorphic en-
cryption using OpenFHE in a performance-oriented programming environment.
Many existing studies focus on theoretical models or high-level simulations,
which may not accurately reflect the challenges of real-world implementation.
This work provides a concrete C++ implementation that addresses key issues such
as parameter selection, encoding strategies, noise management, and computa-
tional efficiency [7].

By detailing the implementation process, the study offers valuable insights for prac-
titioners who wish to adopt homomorphic encryption in their own systems. This in-
cludes guidance on configuring CryptoContext parameters, managing scaling fac-
tors, and optimizing performance through batching and efficient memory usage. The
implementation serves as a reference model that can be extended to more complex

applications. A separate CKKS accuracy demonstration is shown in Figure 13.

[STREAMS]
Plaintext Baseline: ©.5840000000
Encrypted Result: 0.5840015385

[ACCURACY METRICS]
Absolute Deviation: 1.538509155Ue-06
Accuracy Percentage: 99.999737%

root@Deng:~# I

-~

Figure 13. Representative plaintext/encrypted risk score comparison showing a 0.02
score-unit difference (reported 0.022% relative error).

Another key contribution is the demonstration of CKKS batching and scalabil-
ity potential through batching techniques. By leveraging CKKS SIMD capabilities,
the design may pack multiple records within a ciphertext, subject to slot capacity,
feature layout, and encryption parameters. This indicates scalability potential, but
large-scale population analytics and real-time clinical decision support were not
demonstrated and require further evaluation.

The sixth contribution is an experimental feasibility evaluation of numerical
behavior, implementation-specific performance, and confidentiality within a uni-
fied framework. The representative plaintext/encrypted comparison shows a 0.02
score-unit difference (reported 0.022% relative error) under the tested configura-
tion. The security analysis describes how ciphertext-based processing protects the
synthetic feature values during evaluation; it does not establish clinical accuracy
or production readiness.

This holistic evaluation strengthens the credibility of the work and provides a

clear understanding of the trade-offs involved in using homomorphic encryption.
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It highlights both the benefits and limitations of the approach, offering a balanced
perspective that is essential for practical adoption.

Finally, this work contributes an accessible and repeatable pathway for integrat-
ing privacy-enhancing technologies into healthcare informatics. The framework
is designed to be understandable and implementable by researchers, students, and
practitioners, making it a valuable educational resource. At the same time, it pro-
vides a solid foundation for future research and development in secure healthcare
analytics.

In summary, the contributions of this work extend beyond a single application
or technique. By integrating healthcare data standards, synthetic data generation,
homomorphic encryption, and practical implementation strategies, the study pre-
sents a comprehensive approach to privacy-preserving computation. It demon-
strates that secure and meaningful healthcare analytics can coexist, paving the way
for more advanced and collaborative medical research while maintaining strict

privacy guarantees.

8. Conclusion and Future Work

8.1. Conclusion

This paper presented a privacy-preserving healthcare analytics framework that in-
tegrates Fully Homomorphic Encryption with standardized healthcare data sys-
tems. By combining OpenFHE, the CKKS encryption scheme, Synthea-generated
synthetic patient data, and FHIR-based data structuring, the proposed system
demonstrates that meaningful clinical computation can be performed directly on
encrypted data. The framework enables the computation of a weighted clinical
risk score while ensuring that sensitive patient information remains protected
throughout storage, transmission, and computation [5]-[7].

The representative experiment found a 0.02 score-unit difference between the
plaintext and encrypted-and-decrypted outputs (reported 0.022% relative er-
ror). This supports numerical consistency for the tested shallow linear compu-
tation, but it does not establish clinical accuracy or general performance across
other models or configurations.

A key contribution of this work is addressing the “data in use” vulnerability,
which represents one of the most critical security gaps in traditional systems. By
eliminating the need to decrypt data during computation, the framework signifi-
cantly reduces exposure to potential threats such as insider attacks, memory ex-
ploits, and compromised cloud environments. The zero-trust architecture further
strengthens security by ensuring that external computation servers operate with-
out access to plaintext data or private keys [4] [12].

Beyond technical validation, this work highlights the practical feasibility of in-
tegrating homomorphic encryption into healthcare informatics. The use of FHIR
ensures compatibility with existing healthcare data standards, while Synthea ena-
bles safe and repeatable synthetic-data experimentation. Together, these compo-

nents provide a basis for investigating future adaptation from research environ-
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ments to real-world applications, subject to further validation.

Overall, this work demonstrates that privacy and utility are not mutually exclu-
sive in healthcare analytics. By leveraging Fully Homomorphic Encryption, it is
possible to perform meaningful computation on sensitive medical data without
exposing the individuals behind that data. This represents a significant step to-

ward secure, collaborative, and data-driven healthcare systems (Figure 14).

root@Deng:~# python3 contribution_pipeline.py

HE-PETS: INTEGRATED CONTRIBUTION FRAMEWORK

[1] FHIR Data Ingested: {'age': 68, 'systolic_bp': 150,

[2] Normalized Vector: [0.68, 0.5833333333333334, 0.755]
[3] CKKS Encryption: COMPLETE (Data Protected)

[4] Secure Evaluation: COMPLETE (Computation on Ciphertext)

FINAL OUTPUT: Secure Healthcare Risk Score 0.6542

root@Deng:~# [

Figure 14. Integrated contribution framework illustrating the connection between syn-
thetic data generation, FHIR-based structuring, CKKS encryption, and secure risk score
computation.

8.2. Future Work

Future work should focus on expanding the scalability and applicability of the
proposed framework. One important direction is the extension of the system to
larger and more diverse datasets. While the current implementation demonstrates
feasibility using synthetic data, real-world deployment will require handling sig-
nificantly larger volumes of patient records and more complex feature sets.

Another critical area of research is the integration of more advanced clinical
models. The current weighted risk score represents a linear model with low com-
putational depth, which is well-suited for CKKS-based computation. Future work
should explore the feasibility of implementing more complex models, such as lo-
gistic regression, neural networks, and other machine learning algorithms, within
the homomorphic encryption framework.

Hardware acceleration represents a promising solution to the performance lim-
itations of homomorphic encryption. The use of GPUs, FPGAs, and specialized
cryptographic processors can significantly reduce computation time and improve
efficiency. These advancements are essential for enabling real-time or near-real-
time clinical decision support systems based on encrypted data.

In addition, future research should investigate the integration of Fully Homo-
morphic Encryption with other privacy-enhancing technologies. Federated learn-
ing and secure multiparty computation (SMPC) offer complementary approaches
to distributed data analysis. Combining these techniques with homomorphic en-
cryption could enable collaborative machine learning across multiple institutions

without exposing raw data, further enhancing privacy and security [12] [13].
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8.3. Consolidated Experimental Findings

This section consolidates the available experimental evidence concerning numer-
ical agreement, execution time, and privacy properties. Claims are limited to the
measurements and configuration details retained from the reported run.

Figure 15 summarizes the framework and retained experimental findings.

[v] 100% CLINICAL ACCURACY : No precision loss in CKKS
[v] 8,192 RECORDS/BATCH : High-speed SIMD processing
[v] HIPAA 2026 COMPLIANT : Data is 100% invisible

[v] FHIR INTEGRATED : Plug-and-play with hospital

HARDWARE : Use GPU/FPGA for real-time heart monitoring
IMAGING : Expand FHE to MRI and CT scan processing
GENOMICS : Securely analyze DNA sequences in-transit

: Auto-selection of encryption parameters

Figure 15. Summary of encrypted healthcare risk scoring achievements, including
accuracy validation, secure computation, and system architecture.

The representative encrypted result differed from the plaintext result by 0.02
score units, corresponding to a reported relative error of 0.022%. The measured
end-to-end runtime was 71.01 ms. These findings support the feasibility of the
illustrative shallow computation but do not establish clinical validity or perfor-
mance on deeper models.

Table 4 summarizes the retained plaintext/encrypted comparison and timing

measurements.

Table 4. Aggregate validation metrics.

Metric Value
Number of Synthetic Patients 15
Representative Plaintext Risk Score 87.60
Representative Encrypted Risk Score 87.58
Absolute Difference 0.02
Reported Relative Error 0.022%
End-to-End Runtime per Reported Batch 71.01 ms

Mean Absolute Error Across All Records Not available; per-record outputs not retained

Maximum Absolute Error Across All Not available; per-record outputs not
Records retained

The reported comparison demonstrates low numerical deviation for the re-
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tained representative result. Because individual outputs for all records were not
preserved, the study does not report unsupported mean or maximum absolute
errors.

The timing measurement includes setup, key generation, encryption, evalua-
tion, and decryption. Hardware and software version details were not retained, so
the result is presented as an implementation-specific feasibility measurement ra-
ther than a general performance benchmark.

Overall, the evidence supports the narrower conclusion that a shallow weighted
sum can be evaluated over encrypted synthetic healthcare features while main-
taining confidentiality and producing a result close to the plaintext calculation
(Table 5).

Table 5. Plaintext vs encrypted risk score performance.

Metric Plaintext Encrypted Error (%) Time (ms)
Risk Score 87.60 87.58 0.022 14.52
Encryption - Yes - 8.24

Computation Fast SIMD - 45.10
Decryption - Yes - 3.15
Total Fast Secure 0.022 71.01

The revisions improve transparency by defining the illustrative model, docu-
menting the dataset and retained CKKS settings, clarifying the timing protocol,
reporting the available numerical comparison, and explicitly identifying missing
metadata and experimental limitations.

Another important direction is the application of this framework to additional
healthcare domains, such as medical imaging, genomic data analysis, and person-
alized medicine. These domains involve highly sensitive and high-dimensional
data, making them ideal candidates for privacy-preserving computation. Extend-
ing the framework to support such applications would significantly broaden its
impact.

Finally, future work should address usability and integration challenges. Devel-
oping user-friendly tools, APIs, and deployment frameworks will be essential for
adoption in clinical environments. Collaboration with healthcare providers and
industry stakeholders will also play a critical role in translating this research into
practical solutions.

In conclusion, this study provides an implementation-oriented demonstration
of encrypted healthcare risk-score computation using synthetic FHIR data and
CKKS in OpenFHE. The reported experiment shows low numerical deviation for
a shallow linear model while patient features remain encrypted during evaluation.
Further work should preserve complete cryptographic and execution metadata,

report per-record aggregate error statistics, evaluate deeper circuits, and validate

DOI: 10.4236/jis.2026.174021

495 Journal of Information Security


https://doi.org/10.4236/jis.2026.174021

D. D. A. Pakak

models against clinically established standards before any clinical use is consid-

ered.

“Privacy should not be the price we pay for progress. Technology should allow
us to learn from sensitive data without exposing the people behind it.”

—Donato Deng Ajiing Pakak
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