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Abstract

The increasing trend toward dematerialization and digitalization has prompted
a surge in the adoption of IT service providers, offering cost-effective alterna-
tives to traditional local services. Consequently, cloud services have become
prevalent across various industries. While these services offer undeniable
benefits, they face significant threats, particularly concerning the sensitivity of
the data they handle. Many existing mathematical models struggle to accu-
rately depict the complex scenarios of cloud systems. In response to this chal-
lenge, this paper proposes a behavioral model for ransomware propagation
within such environments. In this model, each component of the environ-
ment is defined as an agent responsible for monitoring the propagation of
malware. Given the distinct characteristics and criticality of these agents, the
impact of malware can vary significantly. Scenario attacks are constructed
based on real-world vulnerabilities documented in the Common Vulnerabili-
ties and Exposures (CVEs) through the National Vulnerability Database. De-
fender actions are guided by an Intrusion Detection System (IDS) guideline.
This research aims to provide a comprehensive framework for understanding
and addressing ransomware threats in cloud systems. By leveraging an agent-
based approach and real-world vulnerability data, our model offers valuable
insights into detection and mitigation strategies for safeguarding sensitive
cloud-based assets.

Keywords

Cloud Computing, Information Security, Multi-Agent System, IaaS, Malware
Propagation

1. Introduction

From the basic software to the full infrastructure, cloud systems provide services
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at different levels to support organizational processes. Cloud computing enables
organizations to scale their IT resources up or down quickly and easily, without
the need for costly hardware upgrades. This can help organizations to respond
more quickly to changing business needs and market conditions [1]. Unlike local
infrastructures which require a major investment, organizations only pay for the
resources needed in a cloud system. However depending on the type of cloud,
providers in either organization should invest a lot in security. According to [2],
there are four types of cloud computing, as seen in Figure 1, which are used in
different fields of life with specific rules and respective specifications. Those four
types rely on different types of layers and have specific roles:
e Application layer directly connected to the end-user defines the commands,
responses, data types, and status reporting supported by the protocol.
¢ Platform layer reduces the workload support by the server consists of an
operating system and application framework and sits on the top of the infra-
structure layer.
¢ Infrastructure layer: Using virtualization technology, this layer establishes a
pool of resources for computing and storage resources.
o Infrastructure layer: This layer creates a pool of resources for computation
and storage through the use of virtualization technologies.
According to Markets and Markets, global public cloud services have a com-
pound annual growth rate of 17.5%. Therefore the cyber security landscape is
characterized by the regular emergence of new types of cyber threats and trends

which constantly sophisticated and diverse for both individuals and organiza-

tions.
Email, Games
User SaaS
Device Cloud
Provider <L Paa$S

T Database, Web-services

laaS

Organization

Storage, networks

Figure 1. Cloud system environment.

While traditional attacks relied on signature-based detection, which made
them easier to identify and counter, newer attacks use artificial intelligence (AI)
characteristics like machine learning (ML) and deep learning to make malware
more persuasive and easy to spread. With the number of services connected, the
attacker can weaponize cyber Al for cyber attacks. [3] define weaponized Al as
malicious Al algorithms that can degrade the performance and disrupt the nor-

mal functions of benign Al algorithms, while providing technological edge at-
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tack scenarios in both cyberspace and physical spaces. Fighting cyber crimes re-
quire now a more comprehensive and safer approach [1]. New mathematical
models and cyber defense tools are now oriented towards mathematical models
[4], and deep learning [5] [6]. This paper is organized as follows. Section II dis-
cusses some essential concepts related to the paper as the new trends in cloud
computing and the related threats. Section III will be dedicated to the mul-
ti-agents model formulation and the rule definitions. Discussions and limita-
tions of the current model are presented in section VI. Finally we conclude the

paper in section V.

2. Literature Review
2.1. Cloud Based System

Due to the information systems heterogeneity, cloud systems involve now every
component such as end-users, networks, access management, and infrastruc-
tures. Therefore before diving into security issues, we need to understand cloud-
based systems new trends. The cloud computing services as represented in Fig-
ure 2 have been offered into three common service models including Soft-
ware-as-a-Service (SaaS), Platform-as-a-Service (PaaS), and Infrastructure-as-
a-Service (IaaS) [7]:

Application

Finance Content  Collaboration Monitoring Communication

Platform
1

Identity Runtime Queue Datahase

Object Storage

Infrastructure

= S

Compute Block Storage Network
\_/\\_/ ‘

Figure 2. Cloud based architecture.
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Software as a Service (SaaS): Software as a Service, is a cloud-based service
which can be accessed as an application directly via a web browser [8]. The
main advantages of Saa$S are accessibility, compatibility and operational ma-
nageability. Furthermore, SaaS models offer lower up-front costs than down-
loading and installing traditional software, making them more accessible to a
wider range of businesses.

Platform as a Service (PaaS): Platform as a Service (PaaS) is a complete
cloud environment that includes everything developers need to build, run,
and manage applications—from servers and operating systems to all the
networking, storage, middleware, tools, and more.

Infrastructure as a Service (IaaS): IaaS, is a cloud computing model that
provides on-demand access to computing resources such as servers, storage,
networking, and virtualization.

Since the malware is more likely to disrupt IaaS, let’s dive into its new trends.

The user in an IaaS$ is in charge of managing the operating system and soft-

ware applications, while the underlying network in the cloud infrastructure ser-
vice is controlled by the cloud service provider [9]. As seen in Figure 3, IaaS

network users can install multiple operating systems on the virtual machine im-

ages.
[ Infrastructure as a Service (laaS) ]
[ Application ] Data [ Virtualization ]
Middleware ( Runtime ) [ Os ]
Servers Storage [ Networking ]

[ You Manage ]

Figure 3. IasS network.

This horizontal view of the cloud system can be segmented into five essential

characteristics [10]:

¢ On-Demand Self-Service: This feature enables the user to manage the con-

cerned services
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e Broad Network Access: This feature refers to the different exploitable breach-
es. It can also result in system improper configuration.
e Resources Pooling: Resources such as VMs, CPU and disk.
¢ Rapid Elasticity: Based on customers requirement. Resources can be scaled
up or down.
¢ Measure Services: Resources should be monitored for continuous service.
The connection between the user and IaaS is done through either virtual pri-
vate servers, a storage or a network. Then the request is sent to the real server
through the virtual services resources.
Taa$ security model: The security model in IaaS should take into account the
three layers in a cloud architecture. Therefore, many components are used to

monitor the environment [11].

2.2. Cyber Threats in Cloud System

Since IaaS offers computing capabilities and essential storage as standardized
services across the network [12], the infrastructures face threats related to the
underlying protocols. Therefore, appropriate safety measures should be taken
care of.

A threat is a process whereby an intruder gathers, identifies and determines
the risk associated with each area. Each threat identified during this process is
analyzed in the exploit database. The threat faced by the cloud environment can
emerge either on the user side or the provider side.

Since IaaS inherits data security’s features in the SaaS$ layer [13] and Security
concerns associated with SaaS layer are almost data centric. Some concerns
about data security are:

e No suitable workload distribution.

e No suitable control for accessing sensitive data.

e Data theft issue due to malware(s).

e No proper view for data analysis.

¢ No suitable mechanism for controlling security in multi cloud environment.

The last question is a fundamental one, because good safety monitoring and
control considerably enhance the third parties’ confidence. While discussing se-
curity issues, it’s important to note the impact of AI on cyber threats. Machine
learning and artificial intelligence (AI) can be used to automate many cyberse-
curity tasks, such as intrusion detection, malware analysis and vulnerability as-
sessment [14]. Since existing cyber defense infrastructures are becoming inade-
quate to address the increasing speed, and complex decision logic of AI-driven
attacks [15]. We will introduce the AI driven propagation metrics to see their

impact on the global infrastructure.

2.3. Mathematical Model in Information Security

Mathematical model to perform information system issues is a long problem

discussed in the literature under different headings.
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3. Methods
3.1. Cloud Architecture

As represented in Figure 3, Cloud physical architecture can be subdivided into
provider and tenant parts.

At the provider side: The hypervisor allows each machine to work indepen-
dently regarding the CPU, memory and NIC. An intruder who targets the
hypervisor may be able to corrupt any resource. The runtime space is listed be-
low [11]:

e Guest VM User-Space: The attacker could manage to break out from a guest
by exploiting a missing check in the QEMU-KVM user-space driver.

¢ Guest VM Kernel-Space: In an IaaS cloud environment, tenants have the
flexibility to operate a chosen operating system. Therefore, an intruder could
implement a malicious para-virtualized front-end driver and exploit a vulne-
rability in the back-end driver.

e Hypervisor Host OS: Intruder could get into one host and grant the admin-
istrator privilege

On the user side: Hypervisor provides a resource isolation to the tenant.
Therefore a multi-tenancy occurs. Though it increases the architecture perfor-
mance, it increases the probability that a legal and malicious user can be located

in the same physical machine.

3.2. Security Model

Taa$ particularly among clouds offers services that make it difficult to a global
model for all the architecture. Therefore, the Model for IaaS Security and Privacy
(MISP) is the one retained for this paper [16]. As represented in Figure 4, the

security model is organized in cubical form with three planes defined as shown

in Figure 4.
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Figure 4. IaaS’s security model.
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The first plan exhibits aspects of Infrastructure as a Service (IaaS), involving
the cloud computing user and the Cloud Service Provider (CSP) as typical
stakeholders. They typically collaborate to uphold the security and confidential-
ity of the infrastructure model.

3.3. Multi Agent System Proposed

3.3.1. General Presentation of the Agents

The agents involved in a system are:

e Virtual Machine: Virtual machine represents a virtual implementation of a
computer or server through the operating system. A VM can be considered
as a node for many users since it can host many shared documents. There-
fore, it has the attributes of vulnerability status, infection status, and the data
it hosts. VMs are the primary target of ransomware.

e Computer Agents: are either virtual or physical machines that interact with
the cloud system. They are the endpoints of the global infrastructure. Being
manipulated by unaware users makes them the most vulnerable part of our
system. Therefore, they are susceptible to various attacks from infectious
VMs or users’ malicious files.

¢ Mobile Phones: They include all mobile devices. Since they interact directly
with the system, they can be vectors for ransomware propagation.

¢ Intrusion Detection System: They assess and evaluate cloud system security
policy. Mostly based on signature, anomaly or machine learning algorithms
detection systems; it monitors network traffic, file systems, and other activi-
ties to identify suspicious behavior indicative of ransomware activity.

o Attackers: are the ones who try to disrupt the cloud system using various at-
tackers. They can use misconfigured systems or exploit well-known vulnera-
bilities.

3.3.2. Representation of the Multi-Agent Model in the Cloud System

Value Chain

The critical component of an IaaS cloud architecture is the cloud OS, which

manages the physical and virtual structures and controls the supply of virtual

resources in line with the needs of the user goods and services [17]. However,

the OS cannot be taken in the context of a cloud system without the VM.

The Virtual Machine Agent (VMA) provides virtualized computing resources
on-demand. It’s in charge of running applications and services, allocating and
managing scalability and flexibility in resources allocation, and ensuring isola-
tion and security of a virtualized environment.

The Computer Agents (CA) executes computational tasks and processing da-
ta. The computer agent interacts with other agents in the cloud system. Since it
hosts applications and launches tasks, it can be the attack source.

The Mobiles Phones Agent (MPA) accesses cloud-based applications and data
remotely, ensuring the security and privacy of data transmitted to and from the

cloud.
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Although Iaa$ security is an ongoing process, its implementation must cor-
respond to the architecture and security policy. However, the security model re-
tains as much as generic to be implemented in different environments.

The IDS Agent (IDSA) analysis workflow follows those specifications:

e Customization: In addition to the known rules defined in public reposito-
ries, the IDSs should have their own rules related to our infrastructures (eva-
luate component criticality, assess the infrastructure propagation using pack-
et, and adopt adaptation actions).

e Scalability: The number of deployed SAIDS IDSs should adjust to varying
conditions: load of the network trac monitored, number of physical servers in
the data center, and number of VMs in the virtual infrastructure [11].

o Security and Correctness: This should be achieved with a trust-based defi-

nition of false positive and true positive.

3.4. Dynamic Equation of VM

Each agent A is represented by a state vector X, where i€l---,N and ¢
represent the time. The dynamics of resources allocations of VM, are based on
its own resource demand and the resource demands of other agents (VM, CA
and PA). The VMi is therefore formulated as:

A (0= E e (40 (0) 0

where
e X /(t) represents the resources allocations of VM, at time ¢
e m, istheresponsiveness coefficient of VM;.

* «; isthe interaction strength between VM; and VM.

ij

e The summation term represents the influence of neighboring VA/ on the re-
source allocation of VM;.

Let’s denote 4 (t), the impact of malware on VM, at time # The dynamic

equation of VM, can therefore be expressed as

1

K(O=2 5y (34 ()%, (0) + 4 (1) @)

Since the malware considered will be used in many scenarios, it’s formulated as:
w(©)=5-0,(1) ©

where:

e [, stand for the impact of malware depending on the VM criticity.

e 0, represent the impact of malware on VM. Considered the VM can be at
any time infected by malware &(t) is expressed using the Dirac delta func-

tion.

4)

+oo  t=0(infected),
0  t#ty(notinfected)
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Therefore &

(t)=6,(t—t,). Incorporating this into the dynamic equations
for VM;, we get

X, (t):mizj'¢iaij(xi (t)_xj (t))"'ﬂ.é] (t_to) ®)

3.5. Dynamic Equation of Computer Agent
. 1
Yi (t)=HZj¢i7ij(yi ()= (1)) + 55 (t 1) (6)

where
e y;(t) represents the resources allocations of CA over time £
e m; isthe responsiveness coefficient of VM;.

® 7, istheinteraction strength between VM; and CAx.

The summation term represents the influence of neighboring VA/ on the re-

source allocation of the CA.

B, is the impact of the malware on the CA.

5(t—t,) is the Dirac delta function representing the impact of malware on
the CA at time t;.

3.6. Mathematical Formulation of Malware Propagation

The mathematical of malware propagation is formulated as the one in [18] [19]:

N =S, (t)+S, (t)+5;(t)+C, (1) %

where S; are susceptible devices undergoing concurrent attacks but not yet
infected (victim of attack Type 2), and S, are vulnerable devices attacked for
the first time (victim of attack Type 1); S, are vulnerable devices undergoing
simultaneous attacks, one of which has already been successful (attack type 3
victim); and C,[T] are devices that have already contracted an infection and
are further attacking the network (attack type 4 victim). Additionally, C,[T]
stands for any device whose state—such as permanently immune devices or

malware-inaccessible devices—cannot alter following a malware assault.

4. Results and Discussions

To investigate malware propagation in the clouds the different agents are subdi-
vided as stated in Equation (7) (susceptibles, vulnerables, infected and computer
agent). Figure 5 shows that the malware spread faster in Computer Agent rather
than inside the IaaS during a single threat from any part of the system. the
computer is used by humans, who are the weakest link in the security chain.
Furthermore, security patches are more likely to be applied to core network in-
frastructures rather than to computer

Moreover, in Figure 6, the Cloud’s components performances decrease sig-
nificantly. This is due to the fact that malware consumes cloud’s internal re-

sources. And, some particular malware increases file sizes.
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Figure 5. Malware propagation in cloud system.
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Figure 6. Clouds SYSTEM global performances under multiple infections.

Figure 7 shows the combined effect of responsiveness coefficient, interaction
strength, and initial infection points on the mean resource allocation over time.
Moreover, higher interaction strengths indicate a stronger influence between
VMs and Computer Agents, leading to faster spread of malware. The mesh grid
visualizes the combined effect of responsiveness coefficient, interaction strength,
and initial infection points on the mean resource allocation over time.

Figure 8 shows that higher interaction strengths indicate a stronger influence
between VMs and Computer Agents, leading to faster spread of malware while
Lower interaction strengths result in more isolated resource allocation patterns,
limiting the impact of malware propagation.

Figure 9 shows that earlier initial infection points lead to quicker initiation of
malware propagation. On the other hand later initial infection points delay the
onset of malware propagation, giving more time for security measures to be

deployed.
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Figure 7. Resource allocations by responsiveness coefficient.
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Figure 8. Resource allocations by interaction strength.
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Figure 9. Resource allocation by initial infection points.

5. Conclusion

The formulated model shows malware propagation in a cloud system. Therefore,
It can be used to adjust the interaction strength values between the different
agents that could significantly impact the overall security posture of the system,
with stronger interactions potentially increasing vulnerability to rapid malware
dissemination. Moreover the timing of initial infection points can determine the
window of opportunity for security defenses to detect and mitigate malware
threats. This indicator can be used to select adequate protection tools. Finally
Identifying clusters of high resource allocation can guide security practitioners
in prioritizing response efforts and implementing targeted security measures to

contain malware outbreaks.
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