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Abstract 
Healthcare security and privacy breaches are occurring in the United States 
(US), and increased substantially during the pandemic. This paper reviews 
the National Institute of Standards and Technology (NIST) publication base 
as an effective solution. The NIST Special Publication 800-66 Revision 1 was 
an essential standard in US healthcare, which was withdrawn in February 
2024 and superseded by SP 800-66 Revision 2. This review investigates the 
academic papers concerning the application of the NIST SP 800-66 Revision 1 
standard in the US healthcare literature. A systematic review method was 
used in this study to determine current knowledge gaps of the SP 800-66 Re-
vision 1. Some limitations were employed in the search to enforce validity. A 
total of eleven articles were found eligible for the study. Consequently, this 
study suggests the necessity for additional academic papers pertaining to SP 
800-66 Revision 2 in the US healthcare literature. In turn, it will enhance 
awareness of safeguarding electronic protected health information (ePHI), 
help to mitigate potential future risks, and eventually reduce breaches. 
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1. Introduction 

In view of various facets of the situations, circumstances, and technology abuse, 
healthcare data breaches have remained elevated in the United States (US). A 
recent study [1] stated that the US healthcare industry observed an increment of 
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25 percent in successful cybersecurity attacks during the COVID-19 pandemic. 
Technology abuse is exemplified by ransomware and many other technological 
techniques attacks; Another study [2] fueled the growth of data breaches in US 
healthcare delivery organizations. Moreover, further study [3] noted that US 
healthcare breaches frequently occur at extraordinary rates, resulting in financial 
loss, reputation loss, and the possibility of losing the business. 

As one of the essential solutions, the National Institute of Standards and 
Technology (NIST) published a wide variety of publications on information se-
curity; one of those publications was the 2008 NIST Special Publication SP 
800-66 Revision 1, “An Introductory Resource Guide for Implementing the 
Health Insurance Portability and Accountability Act (HIPAA) Security Rule” 
[4]. 

As stated in NIST’s introduction to HIPAA security implementation [4]: 
“This Special Publication summarizes the HIPAA security standards and ex-
plains some of the structure and organization of the Security Rule. The publica-
tion helps to educate readers about information security terms used in the 
HIPAA Security Rule and to improve understanding of the meaning of the secu-
rity standards set out in the Security Rule. It is also designed to direct readers to 
helpful information in other NIST publications on individual topics addressed 
by the HIPAA Security Rule.” We conclude that SP 800-66 Revision 1 targets 
readers' awareness of US healthcare security. Moreover, under the HIPAA Secu-
rity Rules, covered entities are required to evaluate risks and vulnerabilities in 
their environments and to implement security controls to address those risks 
and vulnerabilities [4]. 

According to the Department of Health and Human Services (HHS), the cov-
ered entity is any one of the following displayed in Table 1. [5] 

The SP 800-66 Revision 1 standard has a Risk Management Framework (RMF). 
The NIST RMF, “provides the covered entity with a disciplined, structured, ex-
tensible, and repeatable process for achieving risk-based protection related to the 
operation and use of information systems and the protection of” Electronic Pro-
tected Health Information (EPHI) [4]. 

 
Table 1. The types of covered entities. 

A Health Care 
Provider 

This includes providers such as doctors, clinics, psychologists, 
dentists, chiropractors, nursing homes, and pharmacies, but only if 
they transmit any information in an electronic form in connection 
with a transaction for which HHS has adopted a standard. 

A Health Plan This includes Health insurance companies, Health Maintenance 
Organizations (HMOs), company health plans, and Government 
programs that pay for health care, such as Medicare, Medicaid, and 
the military and veterans’ health care programs. 

A Health Care 
Clearinghouse 

This includes entities that process nonstandard health information 
they receive from another entity into a standard (i.e., standard 
electronic format or data content), or vice versa. 
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Figure 1 illustrates the NIST Risk Management Framework (RMF). As men-
tioned in SP 800-66 Revision 1 [4], “It represents an information security life cy-
cle that facilitates continuous monitoring and improvement in the security state 
of the information systems within the organization.” 

The RMF includes the following six steps: 
• Step 1 CATEGORIZE Information Systems per Federal Information Processing 

Standards (FIPS) 199/NIST SP 800-60. As described by SP 800-66 Revision 1 
[4], “the first and arguably the most important step in the RMF, employs 
FIPS 199 and NIST SP 800-60 to determine the criticality and sensitivity of 
the information system and the information being processed, stored, and 
transmitted by the system.” 

• Step 2 SELECT Security Controls FIPS 200/SP 800-53. As mentioned by SP 
800-66 Revision 1 [4], “the second step in the RMF, employs FIPS 200 and 
NIST SP 800-53 to identify and specify appropriate security controls for the 
information system. “ 

• Step 3 IMPLEMENT Security Controls SP 800-70. As noted by SP 800-66 
Revision 1 [4], “the third step in the RMF, employs enterprise architectures,  

 

 
Figure 1. NIST risk management framework. 
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the System Development Lifecycle (SDLC), and various NIST publications to 
guide the implementation of security controls in organizational information 
systems.” 

• Step 4 ASSESS Security Controls SP 800-37. As documented by SP 800-66 
Revision 1 [4], “the fourth step in the RMF, employs NIST SP 800-53A to 
evaluate the information system security controls for effectiveness using ap-
propriate methods and procedures to determine the extent to which the con-
trols are implemented correctly, operating as intended, and producing the 
desired outcome with respect to meeting the security objectives and require-
ments for the system.” 

• Step 5 AUTHORIZE Information Systems SP 800-53A. As written by SP 
800-66 Revision 1 [4], “Authorize information system operation (with im-
plemented security controls) based upon a determination of the risk to or-
ganizational operations, organizational assets, individuals, and other organi-
zations, and an explicit decision to accept this risk.” 

• Step 6 MONITOR Security State SP 800-37/800-53A. As outlined by SP 
800-66 Revision 1[4], “Threats and vulnerabilities to an operating environ-
ment, as well as safeguards designed to combat them, can change frequently. 
The assessment and evaluation of security controls on a continuous basis 
provides oversight and monitoring of the security controls to ensure that 
they continue to operate effectively and as intended.” 

The variety of standards involved in the RMF (e.g., FIPS 199 and NIST SP 
800-60) is also used by industries other than healthcare. However, the SP 800-66 
Revision 1 was withdrawn in February 2024 and superseded by SP 800-66 Revi-
sion 2. As indicated in the SP 800-66 Revision 2, “this publication provides prac-
tical guidance and resources that can be used by regulated entities of all sizes to 
protect ePHI and better understand the security concepts discussed in the 
HIPAA Security Rule” [6]. Since it is in draft form and not ready for use in pro-
duction, papers that reference Revision 2 and not Revision 1 will be excluded. 

As defined above, the research problem concerns the incidence rate of US 
healthcare breaches. However, in reviewing the former studies on relevant prob-
lems, A study conducted in 2020 [7] addressed the role of awareness of Health 
Information Technologies (HIT) standards for industry policy and deci-
sion-makers. Their study targeted the factors influencing the adoption of HIT 
standards in healthcare organizations. They found that, among other things, 
awareness of the standard and reporting on adoption can raise awareness and 
promote further adoption.” 

Moreover, Rogers [8] posited that diffusion of innovation was fundamentally 
based on awareness of innovation, which explores how new ideas spread within 
societies. Rogers identifies different types of factors and adopters influencing 
adoption rates. Additionally, Hasani, O’Reilly, Dehghantanha, Rezania, and Le-
vallet studied the problem concerning the role of cybersecurity adoption in en-
hancing organizational performance. Their finding had a positive impact on the 
relationship between the adoption of cybersecurity technologies and organiza-
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tional performance [9]. 
From an awareness standpoint, this study aims to examine and assess the in-

clusion of SP 800-66 Revision 1 in the US healthcare academic literature. Poten-
tially, we can understand the current impact of the literature on the awareness of 
US healthcare security practitioners. Understanding the literature can possibly 
help to predict whether additional academic papers pertaining to SP 800-66 Re-
vision 2 in the US healthcare literature are needed. 

2. Methodology 

A systematic review research method was used in this study. According to Jalo-
nen [10], “A systematic literature review is a trustworthy, rigorous, and auditable 
methodology for evaluating and interpreting previous research relevant to a par-
ticular phenomenon of interest.” This study aims to include eligible academic 
papers based on advanced search criteria, and the data is collected from the ex-
isting literature. Therefore, this study employed a systematic literature review 
method. One of the significant advantages of this method is its ability to reduce 
bias in addressing the research question [11]. This section includes sub-sections 
that explain the eligibility criteria, research question, data collection, and inclu-
sion and exclusion of the studies. 

2.1. Definition of the Eligibility Criteria 

Since the research problem is targeting the breaches in the US healthcare indus-
try, the reviewer set the eligibility requirements for the study to select and review 
all papers addressing the healthcare domain and settings in the US, except those 
papers that are non-related to the Health Information Systems (HIS), such as 
disease academic papers. Typical examples of the HIS are Electronic Medical 
Records (EMR) [12], Personal Health Records (PHR) [13], and Electronic 
Health Records (EHR) [14]. 

2.2. Research Question 

As mentioned in the introduction section, the SP 800-66 Revision 1 standard 
clearly targets the readers’ healthcare security awareness. Our research question 
is formed based on readers’ awareness. The readers could be any type of people, 
including healthcare security practitioners. However, Schlögl and Stock [15] 
found a low level of information exchange between practitioners and academic 
journals. 

In this study, the researcher wondered how the National Institute of Standards 
and Technology (NIST) Special Publication 800-66 Revision 1 was utilized in 
academic studies within the existing literature, specifically within the US 
healthcare industry. 

2.3. Data Collection Sources & Strategy 

This study relies on secondary data sources from the existing literature. The 
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search was for the keyword “SP 800-66” in the Google Scholar database engine 
conducted in June 2023. The date range of the search was set from 2008 to 2024. 
The reason behind setting 2024 as an end date is to show all of the existing pa-
pers. In addition, the author attempts to search in the Google Trends search en-
gine, but it shows no results for the period from January 1, 2008, to January 1, 
2023, when searching for the SP 800-66 keyword. However, the data collected for 
this study is sourced from the Google Scholar database engine only. The data 
collection processes for the study have an inclusion perspective and an exclusion 
perspective. 

2.4. Inclusion & Exclusion of the Studies 

The exclusion perspective rejects papers with SP 800-66 Revision 2, non-English 
academic papers generally, papers with no publishing dates, and non-academic 
papers such as books and class research projects. In addition, the exclusion is al-
so applied to papers that mention SP 800-66 in the reference section and are not 
cited in the paper’s content. 

The inclusion perspective includes the academic papers that are: 
• Full research paper, for example, not an abstract, not a poster, not a presen-

tation, not a student thesis, not a book, not a book’s chapter, and not surveys. 
• The research paper includes the keyword “SP 800-66” and its relevant cita-

tion in the content of the paper. 
• The research paper should clearly demonstrate relevance to health infor-

mation systems listed in the Google Scholar database within the specified 
date range. 

Figure 2 illustrates a systematic review flow diagram, which contains the 
identification phase, inclusion phase, and exclusion phase; it shows the structure 
and the total number of papers found in the systematic review study. As shown, 
the inclusion phase represented the selected eligible studies, while the exclusion 
phase represented the non-eligible studies. 

A total of 540 studies were identified in the preliminary search in the Google 
Scholar Database. The researcher excluded 529 studies from this review because  

 

 
Figure 2. The flow diagram of the systematic review. 
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they did not meet the study’s eligibility criteria. That reduced the identified pa-
pers from 540 studies to 11 eligible studies, which represent the sample data, and 
they are listed in Table 2. Details of the excluded paper triggers are in the dis-
cussion section below. 

3. Results 

Eleven eligible papers were reviewed, and their data were synthesized and ana-
lyzed in the study. Table 2 displays the overview of these articles; they are listed 
chronologically by publishing year. 

From the perspective of reflexivity in evaluating intercoder reliability, 
O’Connor and Joffe [16] discussed that the same researcher returns to the data 
at another time. However, the reviewer reviewed these eligible studies three 
times over three different periods. The researcher added the “what specific topics 
are covered?” column in Table 2 for reliability, the researcher documented the  

 
Table 2. The observation of the eligible papers. 

Authors’ citation What specific topics 
are covered? 

How was SP 800-66 Revision 1 used? Publishing 
Year 

(Gikas, 2010) [17] Regulatory Compliance 
Requirements 

It was used as an example of one of the sources for 
implementing the requirements of the HIPAA Security Rule. 

2010 

(Pagano & Peterson, 2010) 
[18] 

Regulatory Compliance 
Requirements 

It was used as a reference for access controls on electronic 
devices 

2010 

(Ghafarian & Smith, 2011) 
[19] 

Risk Assessment It was used as an example of one of the risk assessment 
methodologies used by United States healthcare 

2011 

(Avancha et al., 2012) [20] Confidentiality, 
Integrity, Availability 
(CIA). 

It was used as a source to address privacy. Particularly in 
healthcare mobile technology 

2012 

(Rahman & Kreider, 2012) 
[21] 

Electronic Medical 
Record (EMR) 

It was used as a source to explain confidentiality in healthcare 
organizations 

2012 

(Alaqili, 2013) [22] HIPAA Security Rule. It was used as a source in developing questionnaires for risk 
assessment reports in the healthcare domain 

2013 

(Meyer et al., 2016) [23] Security Controls It was used as a Security and privacy requirement for systems, 
including healthcare organizations 

2016 

(Aranha et al., 2019) [24] Industrial Internet of 
Things (IIoT) and 
Interoperability 

It was used as a security standard to describe the security 
requirements for all types of healthcare environments including 
medical devices. 

2019 

(Valluripally et al., 2019) 
[25] 

Regulatory Compliance 
Requirements 

It was used as a security standard to configure cloud-based 
system healthcare domain involving Big Data 

2019 

(Jabangwe & Nguyen-Duc, 
2020) [26] 

IoT healthcare software It was used as an example of the security standard in the United 
States, particularly from the regulation of the healthcare domain 

2020 

(Wilkinson et al., 2021) 
[27] 

HIPAA Security Rule 
Requirements for the 
Electronic Medical 
Record (EMR) 

It was used as a reference for the Health Insurance Portability 
and Accountability Act (HIPAA) because EMRs contain patient 
event logging data, and Protected Health Information (PHI), 
which are originally mandated by the Security Rule in HIPAA 

2021 
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inclusion reasons of eligible articles to help the readers understand and evaluate 
the reliability of this review. 

4. Discussions 
4.1. From an Exclusion Paper Perspective 

This study found that 529 papers were non-eligible for review. As previously stat-
ed, the author’s criteria required that the non-United States papers be excluded 
from the study. In accordance with what was observed, many non-United States 
relevant healthcare papers mentioned the keyword SP 800-66, such as Australia 
[28], Canada [29], Italy [30], Korea [31] [32], Malaysia [33], and Pakistan [34]. 

Nevertheless, it was difficult to determine the relevance of certain papers to 
the US healthcare industry, especially for healthcare technology papers, such as 
health Internet of Things (IoT) devices. Health IoT devices are growing in usage 
everywhere nowadays, not only in the US, such as the implantable pacemakers. 
There were challenges due to the absence of country mentions within these pa-
pers, making it unclear whether they pertained to the US or not. For example, 
Ngamboé et al. [35] primarily focused on the security scope of telemetry-enabled 
cardiac implantable electronic devices (CIED). 

In addition, the SP 800-66 was found in a security education paper [36]. 
Spears [36] developed a course syllabus targeting IT students interested in health 
care. The course aims to provide students with real-world service-learning in 
risk assessment, and it includes SP 800-66 Revision 1 as free reading material, as 
one of many industry security standards in general. 

4.2. From an Inclusion Paper Perspective 

Eleven papers were eligible for review; the papers explored various technological 
domains in healthcare, including topics in Big Data analytics [25], Electronic 
Medical Record (EMR) [27], Risk Assessment [19], Mobile Technology [20], 
Industrial Internet of Things (IIoT) and Interoperability [24], Internet of Things 
(IoT) and Software [26]. 

Overall, the citations of NIST SP 800-66 Revision 1 address several quotations 
in eligible papers, the majority of them are about: 
• Implementing the Requirements of the Health Insurance Portability and Ac-

countability Act (HIPAA) Security Rule. 
• Regulatory Compliance Requirements. 
• Security Controls. 
• Confidentiality, Integrity, Availability (CIA). 
• Risk Assessment. 

Figure 3 shows the publishing years of these papers were as follows: 2010 (two 
papers), 2011 (one paper), 2012 (two papers), 2013 (one paper), 2016 (one pa-
per), 2019 (two papers), 2020 (one paper), and 2021 (one paper). The study did 
not find any eligible published papers in these years: 2008-09, 2014-15, 2017-18, 
2022, and 2023. 

https://doi.org/10.4236/jis.2024.152014


M. Mohammed Raoof 
 

 

DOI: 10.4236/jis.2024.152014 240 Journal of Information Security 
 

 
Figure 3. Number of eligible papers by publishing year. 

 
Lebek et al. [37] conducted a study on employees’ Information Security (IS) 

awareness and behavior, they stated “in literature, there is consent (sic; consen-
sus) that employees are the weakest link” in information systems security; they 
concluded, “the literature review might also be useful for practitioners that need 
information about behavioral factors that are critical to the success of an organ-
ization’s security awareness.” 

However, based on the findings in this study, the reviewer believes it is essen-
tial to get greater academic visibility for SP 800-66 Revision 2 via citations in US 
healthcare papers since SP 800-66 Revision 1 has been retired. This study sug-
gests using the SP 800-66 Revision 2 more frequently in academic papers that 
target the US healthcare industry. In turn, it will help to achieve the original ob-
jectives of the SP 800-66 Revision 2 and minimize future data breaches. 

To illustrate, IoT and Artificial Intelligence (AI) are currently among the 
trending areas in healthcare, and their integration and development are ongoing. 
Presently, these areas have many gaps in terms of security and privacy breaches. 
Therefore, addressing the SP 800-66 Revision 2 in the IoT and AI, specifically in 
the US healthcare paper, will increase awareness of the security requirements. 

Additionally, the author observed that not all health IoT papers address the 
country name or specify the US healthcare regulations. Therefore, the author 
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suggests using the 800-66 Revision 2 in health IoT security papers to address 
health regulations for health IoT security and privacy papers. Moreover, the 
manuscript of the 800-66 Revision 2 indicated the scope of risk assessment 
“should include all removable media and portable computing devices (e.g., 
laptops, mobile devices) as well as the myriad of medical devices (e.g., Internet 
of Things [IoT] used in healthcare) that can store, process, or transmit ePHI” 
[6]. 

5. Limitations and Future Directions 

This study selected the eligible papers based on the keyword search “SP 800-66” 
on the Google Search Engine. However, the following identified limitations may 
potentially impact the validity of this study: 
• Involve other scholarly database engines in keyword searching, for example, 

conducting keyword searches within and with other than the Scientific Re-
search Publishing Journal. 

6. Conclusions 

With healthcare data breaches continuing to occur in the US, it is important to 
investigate how the NIST SP 800-66 Revision 1 is expanded in academic papers 
targeting US healthcare. The NIST SP 800-66 Revision 1 was written in 2008, 
mainly to help reduce incidents in the US healthcare industry. However, this 
study looked for SP 800-66 Revision 1 in the literature; a keyword search was 
conducted within the Google Scholar search engine, with the specified data 
range spanning from 2008 to 2024. 

This review shows that the SP 800-66 Revision 1 manuscript was used in the 
literature of other countries and for different industries. Only 11 papers targeted 
US healthcare in the following areas: Big Data analytics, Electronic Medical Rec-
ord (EMR), Risk Assessment, Mobile Technology, Industrial Internet of Things 
(IIoT), Interoperability, Internet of Things (IoT), and Software. 

The study concluded that more studies are needed to raise awareness of SP 
800-66 Revision 2, which will help reduce the potential for future healthcare data 
breaches in the United States. Moreover, this study underscores the need for an 
increased volume of academic papers pertaining to NIST SP 800-66 Revision 2 
in US healthcare and broadening their scope to encompass other US healthcare 
technology applications such as the Internet of Things (IoT) and Artificial Intel-
ligence (AI). 
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