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Abstract

Information security and quality management are often considered two dif-
ferent fields. However, organizations must be mindful of how software secu-
rity may affect quality control. This paper examines and promotes methods
through which secure software development processes can be integrated into
the Systems Software Development Life-cycle (SDLC) to improve system
quality. Cyber-security and quality assurance are both involved in reducing
risk. Software security teams work to reduce security risks, whereas quality
assurance teams work to decrease risks to quality. There is a need for clear
standards, frameworks, processes, and procedures to be followed by organi-
zations to ensure high-level quality while reducing security risks. This re-
search uses a survey of industry professionals to help identify best practices
for developing software with fewer defects from the early stages of the SDLC
to improve both the quality and security of software. Results show that there
is a need for better security awareness among all members of software devel-
opment teams.

Keywords
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1. Introduction

Nowadays, secure IT is critical to any organization. A secure system performs
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the functions for which it was designed and refrains from performing functions
for which it was not designed. The primary criteria for software security are data
confidentiality, integrity, and availability (CIA), though other criteria, such as
authentication, authorization, privacy protection, security management, access
control, and auditing are important too. There are few problems today that have
generated more corporate concern than cyber-security risk [1]. With the poten-
tial to destroy a company, including the potential loss of customers and with-
drawal of shareholders, complaints and lawsuits from the affected parties, and
undesired media coverage, the threat of cyber risk is pervasive. No business or
enterprise is resistant to cyber risks, which highlights the importance for organ-
izations to address cyber-security risks from the top down. Presently, mitigating
or addressing cyber-security risk has evolved such that it cannot only be con-
fined to the realm of the IT department; rather, it is now an overall organiza-
tion’s responsibility to ensure that every department and all users adhere to the
redefined security measures.

In this study, we examine the relationship between Quality Assurance (QA)
and cyber-security by surveying people who work in either or both of these
areas.

SDLC (Software Development Lifecycle) involves the integration of security
processes throughout software development and planning. This process makes it
possible to group security requirements as well as functional requirements.
Quality control is a mechanism for reviewing the design, production, and code
phases to ensure reliable quality. Security and quality control are two key ele-
ments for managing cyber-security risks. Researchers consider that enhanced
security in the System Software Development Life-cycle (SDLC) can reduce the
risks of a cyber-attack [2]. The findings are that frameworks for both cy-
ber-security and quality assurance teams are available and already covered in
some of the literature [3] [4], though are typically considered separately. Build-
ing a framework between the security team and the quality team should help an
organization reduce its risks. Security engineering necessitates the development
of a new mindset that is both preventive and reactive and takes into considera-
tion risk calculation and experiment [5].

To improve the security awareness of the software development team, training
sessions and workshops focused on security best practices, common vulnerabili-
ties, and threat awareness should take place regularly. Moreover focusing on the
following topics: secure coding, SSDLC, DevOpsSec, secure code review, can
improve their awareness. Performing the testing development life cycle is also
important to improve the development team by acknowledging the teasing
findings and learning from the mistakes detected while developing software.

This research aims to identify existing software security best practices that are
used to develop software with fewer defects from the early stages of the SDLC [6]
which improves both the quality of the software and its security. This research
also aims to identify whether Governance Risk and Compliance can positively

help in assuring both security and quality of software and explores how security
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can be incorporated into software and how secure software can be developed. A
survey of current IT professionals is used to support this aim. The goal of this
paper is to assess how security and quality assurance methods and procedures
are integrated into software development phases to ensure the quality of the final
software product. It does not provide precise enumerations or metrics of specific
benefits and risks but concentrates on developing a detailed and comprehensive
image of the software implementation security paradigms currently practiced by
real-world organizations (both medium-sized organizations and start-ups). For
this purpose, this research aims for the following objectives:

e Articulate the necessity of software security.

e Appreciate security from the perspective of software development and usage,
and how software security varies from other varieties of security such as in-
formation security.

¢ Examine the present software development procedures used for software security.

e Investigate whether there are issues with the existing approach to software
security. If yes, try to determine the underlying issues.

The remainder of this paper is structured as follows. Related works are illu-
strated in Section II. The problem description is elaborated in Section III. The
methodology and tests are presented in Section IV, and details of the conducted
survey are provided in Section V. Finally results and discussion, and conclusions

are respectively presented in Sections VI and VII.

2. Related Works

Information security and quality management are often considered as two dif-
ferent fields. However, since business conduct is constantly evolving, organiza-
tions must be mindful of how information security may affect quality control
problems. Studies suggest that many companies and enterprises have suffered
huge losses because of inadequate security operations and governance [7]. It has
also been observed that IT operations are often not in sync with the security or
overall governance of the company, which creates problems in terms of deci-
sion-making, procurement, and implementation [8] [9]. On the other hand, re-
search shows that human beings are typically the weak link in cyber-security; the
psychology of an employee can affect their decisions in front of a machine [10]
[11]. Therefore it is recommended that IT and security governance be more
aligned in terms of planning and strategizing. There is a need for clear standards,
frameworks, processes, and procedures [12] to be followed by organizations to
ensure high-level quality while reducing security risks [13]. A common model of
security includes Confidentiality, Integrity, and Availability (CIA) as fundamen-
tal building blocks [14]. Confidentiality relates to preserving data privacy, ie,
preventing unwanted revelation of information. Integrity refers to the process of
ensuring the accuracy and completeness of data, ie., preventing illegal modifica-
tion of data. Availability refers to the process of ensuring that information is ac-

cessible to authorized individuals [14]. Any software that meets these three cri-
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teria may be considered secure, though there are often other important security
considerations.

One approach to help ensure both software security and quality is testing.
Software testing is the process of determining whether a software implementa-
tion’s features are reliable with the design [15]. Functional testing tests software
against specified requirements or functions, while non-functional testing is con-
cerned with non-functional aspects, such as performance, usability or reliability.
Once a system has been deployed, maintenance testing (such as regression) can
be used to ensure the system continues to work correctly as the system evolves
and adapts. Security vulnerability testing and security functional testing are two
types of software security testing [16]. However, organizations frequently view
security as a post-development effort [17]. During the predevelopment and de-
velopment phases, security is often not considered (or tested). Organizations are
unaware (or ignore the fact) that “software security is an emergent attribute, not
a feature, of a whole system” [17]. After software development is complete, or-
ganizations attempt to include security as a patch. Additionally, corporations
invest significant resources in obtaining effective firewalls and antivirus soft-
ware, often believing that this exterior layer is sufficient to keep software secure.

These methods are ineffective [18], and organizations continue to incur sig-
nificant financial losses because of the exploitation of security vulnerabilities
[19]. In literature, many studies have considered particular cases to consolidate
security information for specific areas such as healthcare [20] [21] [22]. Research
has been developed to minimize the risk of data transfer between organizations
themselves and between companies and their cloud environment [23]. This work
asserts that data protection can be better ensured by reducing the number of da-

ta migrations [24].

3. Problem Description

This study will try to answer the question: How can organizations effectively
align ‘IT governance’ and ‘Security’ in practice for information security gover-
nance? To answer this question, we will explore three principles to obtain in-
sights into current practices, namely the ‘process’ of ‘governance’ and ‘security’.
These concepts will be analyzed to obtain more understanding of how ‘gover-
nance’ is embedded in IT Security (IS). IS Governance (ISG) is defined as devel-
oping and maintaining a control system to ensure it supports CIA. ISG mainly
covers three areas: IT governance, corporate governance, and information secu-
rity. Researchers can classify ISG’s area of coverage as risk management, imple-
menting effective IT controls, and building a security culture in the organization
through training and awareness building [25].

Many application providers are dangerously ignorant of the actual security
problems that consumers face, leading to a false sense of security among users
and a lack of urgency among vendors. Many consumers and vendors incorrectly

think that protection is an issue with the operating system or with the network
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perimeter and firewall, but this is not the case [26]. In other words, if we write
applications that can be exploited by potentially malicious users, either inside or
outside the firewall, our program could be targeted. Just adding a firewall should
not be seen as a valid approach to ensure security in the SDLC.

Nowadays, quality is a critical issue in product development. If a business is
facing stiff competition from other vendors, the quality of the software becomes
a competitive factor. Further, software quality is critical when dealing with sys-
tems that must never cease operating or cannot fail, such as a car, an airplane, or
a nuclear power plant. The expected high quality in these kinds of systems is
critical, as the costs of failure can be unacceptable. There is a need to prioritize
quality when producing software, as practically every machine is now controlled
by software. CIOs and IT teams are under intense business pressure to modern-
ize applications, enhance customer experiences, and automate routines.

Development methodologies such as Agile [27], Lean [28] and DevOps [29]
support philosophies, practices, tools, and automation that enable application
engineering teams to accomplish these goals and produce business value with a
higher level of quality and speed [30]. Currently, expert and experienced soft-
ware developer teams are continuously employing automatic testing and
code-based deployment integration and continuous delivery (CI/CD) mechan-
isms to ensure fast deployment of the product [30]. Change management and
incident management are often done using Agile development strategies [31] to
expedite the process of determining the underlying cause of production issues.

Nonetheless, security concerns persist in software engineering. According to
ESG’s Modern Application Development Security Study [32], just 36 percent of
respondents approved of their application security program by giving a rating of
at least 8.5 out of 10, while 66 percent indicated their application security solu-
tions protect less than 75 percent ofttheir code base, and 48 percent admitted to
regularly pushing vulnerable code into production. These security gaps are not
due to a scarcity of technology, consultancy, or security service providers.
Therefore, the key to achieving business value while avoiding security risks in
software development is to properly define and communicate security principles

to software development teams.

4. Methodology and Tests

Security covers various interests and activities. Thus, information security has no
single methodology that is followed by researchers when performing research
activities. The broad range of methods available to information security re-
searchers may influence how “usable” data in a security research publication
may be for other information security researchers. Methodologies have a key
role in assuring the consistency of analysis, as well as the ability to incorporate
findings meaningfully with one another. Without a reliable and reproducible
methodology, it becomes difficult for the reader to determine the legitimacy and

accuracy of the results. An exploratory research methodology was used in this
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study. This is because this research aims to elicit relevant insights into how risk
governance and the adoption of best security practices during software devel-
opment can enable organizations to develop secure and quality software solu-
tions. We have designed a survey questionnaire to capture the current practice
and find the gaps between existing theory and practice. We have surveyed cur-
rent IT professionals to obtain their opinions and suggestions. However, we
would like to highlight that the objective of this research is not to generate any
numerical data or conduct a detailed quantitative analysis. Rather, it presuppos-
es conclusions based on subjective evaluation of opinions.

Table 1 represents the different abbreviations used in this paper.

5. Survey Design

The survey consisted of 4 sections containing a total of 42 questions for which
participants had to provide a single answer, multiple answers, and/or a response
to a 5-point Likert scale.

Section 1 contained 11 general questions about participant demographics, in-
cluding information such as the participant’s age, gender, years of work expe-
rience, educational level, position level, organization and team size, and the or-
ganization type which sector it is. This was to allow an understanding of each
participant’s level of experience, organization and team size and their knowledge
about the topics related to this study. The study did not require any sensitive in-
formation.

Section 2 contained 12 questions for evaluating four factors including Soft-
ware QA, testing, SDLC methodologies and awareness. There are many metho-
dologies used in different organizations and those used depend on an individual
organization’s governance, security culture and business needs.

Section 3 contained 15 questions for reviewing five factors including software
security, security testing, secure SDLC, security standards and awareness. This

allows an understanding of the maturity level of the individual and the organization

Table 1. Nomenclatures.

Symbols Description
ALM Application Life Cycle Management
CIA Confidentiality, Integrity, and Availability
cIo Chief Information Officer
ESG Enterprise Strategy Group
GRC Governance, Risk management and Compliance
IS IT Security
ISG IT Security Governance
QA Quality Assurance
RFT IBM Rational Functional Tester
SDLC System Software Development Lifecycle
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as to whether security rules and other quality practices exist or are further im-
plemented for areas such as IT assets, functionalities, software performance,
change and configuration management, testing, and quality management.

Section 4 contained two questions for assessing two factors including proce-
dure and frameworks.

With ethics approval from the University of New England, the aim was to
survey a minimum of 50 participants. This number of participants was to ensure
a comprehensive response that allows for an adequate understanding of current
practices for at least a subset of the wider population. The inclusion criteria for
the study were:

o Age 18+

e WorksinIT

e Experience with cyber-security, quality assurance, and/or software project
management/development/testing

e Has access to social media

Each participant recruited through a social media post completed a short
structured online survey that was timed to take about 20 minutes to complete.
While such a convenience sample does not necessarily represent the entire pop-
ulation, issues identified in this limited sample are likely to exist in wider parts

of the industry.

6. Results and Discussion

The survey received 59 valid responses, with 57 of the respondents indicating
they were male and 2 indicating they were female. This indicates that the field of
information security is male-dominated, matching common results [33]. Most of
the participants were from Saudi Arabia and Australia and belonged to interna-
tional companies.

The majority of the respondents were between the ages of 28 and 47 inclusive.
Only 10% of participants were aged between 18 - 27 and 48 - 57, and only 3%
were aged 58 or above. These statistics suggest that currently established security
professionals are aged between 48 - 57 years. This may be because older em-
ployees have moved to higher positions. Of the 59 respondents, 45.76% work
with government organizations, with 25.42% work in semi-government organi-
zations and another 25.42% in private organizations, with the remaining 3.39%
working in other unspecified organizations. From this finding, we can deduce
that the respondents are from diverse work backgrounds, and thus, the res-
ponses concerning the research topic are reasonably comprehensive. While we
should be careful to not draw industry-wide conclusions from the collected data,
any trends identified are likely to affect a larger population than just those sur-

veyed.

6.1. Development Methodologies

From the survey results (see Figure 1), it was found that the largest percentage
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of respondents (33.59%) were working in organizations that use an agile devel-
opment methodology as their primary software development approach, with
around 15% working with organizations that use more rigid approaches such as
Waterfall [34] as their primary software development methodology.

6.2. SDLC Security Practices

Figure 2 represents the participants’ organizations’ testing practices during the
application development process. Considering these responses, it is clear that
virtually all organizations conduct some kind of software test during actual ap-
plication development. Participant responses indicate that functional testing has
the highest priority in organizations, followed by non-functional and mainten-
ance testing respectively. This satisfies one of the aims of this research which
seeks to determine the best practices that software developers can employ during
software development phases to ensure secure software.

Moreover, the survey results presented in Figure 3 show that many organiza-

tions are utilizing tools to automate their software testing activities. The most

45
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Agile Lean Waterfall  Iterative Spiral DevOPs Other

Figure 1. Organisation’s usage of development methodologies.
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Figure 2. Organisations’ software testing practices.

DOI: 10.4236/jis.2024.152013

225 Journal of Information Security


https://doi.org/10.4236/jis.2024.152013

M. H. Kurdi et al.

popular among those surveyed was Application Life Cycle Management (ALM),
while other testing tools such as SoapUI, Selenium, Apache JMeter, and IBM

Rotational Functional Tester (RFT) were also relatively popular.

6.3. Quality Assurance

Organizations always strive to ensure that their final product meets required
standards, and more often than not there are processes in place for this purpose.
Most of the respondents acknowledged that their corresponding organizations
always carry out security awareness programs for their developers, though other
stakeholders, such as testers and dedicated security teams, are less likely to re-
ceive dedicated training (see Figure 4).

This suggests that organizations believe that to develop secure software, the

development team must be cyber-security aware with appropriate training.
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Figure 3. Testing tools usage.
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Figure 4. Security awareness programs for quality assurance.

DOI: 10.4236/jis.2024.152013 226 Journal of Information Security


https://doi.org/10.4236/jis.2024.152013

M. H. Kurdi et al.

However, the fact that other stakeholders are offered security training at such
high rates suggests that software quality is closely tied to the security maturity
and security awareness of all involved parties (beyond just the development
team).

The majority of businesses strive to provide the greatest product possible to
the end user. Customer-centricity, however, is sometimes overlooked to stay up
with market expectations and deliver the latest innovations as rapidly as feasible.
When software is developed, the goal is for the development, design, distribu-
tion, and delivery processes to be seamless. However, this is an uncommon oc-
currence [35]. Software testing and quality assurance are two distinct processes.
The former is concerned with locating faults, vulnerabilities, and other flaws,
while the latter addresses non-technical usability difficulties.

Software quality assurance testing is focused on giving the best possible solu-
tion to the customer. In a QA context, a software defect is not limited to bugs; it
can encompass any issue that negatively impacts the end-user experience, from
bad navigation to slow page load times or unclear web copy. A promising ap-
proach to decrease defect risk while optimizing end-user experience is to incor-
porate software and quality assurance testing throughout the development
process. For example, from Figure 5, respondents agree that to ensure a secure
SDLC in the requirements phase, the security team must perform risk assess-

ment, compliance analysis, and/or security requirement elicitation.

7. Conclusion

Results of the survey in this research suggest that developing high-quality soft-
ware involves the participation of everyone. Anyone who has experienced the
difficulty of designing a software system understands that the task of building
high-quality software is more difficult than it first appears, and certainly more

difficult than most clients believe. Security should be considered from the very

25
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Disagree

Figure 5. Security enhancing processes during the requirements phase of the software
SDLC.

DOI: 10.4236/jis.2024.152013

227 Journal of Information Security


https://doi.org/10.4236/jis.2024.152013

M. H. Kurdi et al.

first stages of the SDLC and all people, from requirement engineers to software
developers, should be aware of current software security challenges, including
functional requirements and non-functional security issues. Security under-
standing should be more technical and in-depth among all team members.

To fulfill the software’s security objectives, security must be an obligation
tightly coupled throughout the SDLC. If security concerns are addressed and re-
solved appropriately by the requirement engineer, it enables the system software
designer to create more secure software and the programmer to write secure
code. By addressing security concerns earlier, an implementation engineer will
be able to implement and configure software more safely. The deployment engi-
neer will then be better able to safeguard the software deployments in open en-
vironments. This overall process will result in better-quality software.

The path to functional software is fraught with dangers, and the likelihood of
failure is high. Much of the complexity and challenge inherent in building soft-
ware stems from its intangibility; one cannot simply draw a design or define its
physical properties. While the process of producing software is heavily influ-
enced by known engineering disciplines, several aspects of the process remain

unexplained.
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