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Abstract

Artificial Intelligence (AI) integrated with educational technology (EdTech)
platforms revolutionizes personalized learning through adaptive assessments
as well as provides real-time feedback. These innovative educational systems
heavily depend on the collection of huge amounts of personal student infor-
mation which creates acute data protection challenges and algorithmic main-
frame problems together with ethical boundaries issues. The widespread ap-
plication of AI models in digital education necessitates data protection sys-
tems which defend students especially underaged students against surveillance
programs that could harm their privacy rights. The research investigates how
Al development programs intersect with protected data operations in educa-
tional software systems through the technologies of differential privacy along
with federated learning along with homomorphic encryption. This paper re-
views regulatory structures from the US and EU together with worldwide South-
ern regions while using case studies to illustrate successful and unsuccessful
applications. The paper develops an interdisciplinary framework which com-
bines innovative practices with data protection mechanisms according to pol-
icy standards and design principles for achieving sustainable AI deployment
in worldwide educational structures.
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1. Introduction

1.1. Background of the Study

Technology in digital education has reshaped the entire process by which students
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access educational content as well as receive teaching and their assessments. Edu-
cational technology platforms such as personalized learning systems and Al tu-
toring environments use sophisticated machine learning algorithms for delivering
student-specific educational experiences. Educational systems which boost stu-
dent engagement alongside improved academic outcomes require steady access to
user data especially those belonging to children and teenagers (Zhou et al, 2021)
[1]. The majority of students now rely on platforms including Google Classroom
and Khan Academy as well as Al-enhanced Learning Management Systems which
have resulted in an unprecedented growth of collected student data at detailed
levels. The rapid technological innovations have resulted in slow developments of
privacy-protecting data practices. The security system of ProctorU collapsed dur-
ing the 2020 data breach according to Feiner (2020) [2]. The speed by which
countries in the Global South digitized their education systems as a result of the
COVID-19 pandemic created regulatory gaps which put student populations at
risk (UNESCO, 2021) [3].

1.2. Statement of the Problem

The advantages of Al-driven personalization in EdTech do not protect student
data privacy to an acceptable level. Personal identifiable information (PII) passes
through existing systems without proper protection methods, such as encryption
or anonymization solution and user consent protocols. Educational institutions
together with governments have not established clear programs to assess privacy
protection levels for Al models that are integrated into their learning systems. Al
tools exhibiting increased complexity through their integration of predictive ana-
lytics and GPT-4 language models make it hard to determine possible risks that
include data leaks and re-identification and decision-making bias (Holstein et a/,
2020) [4]. The research investigates methods to train and improve and deploy Al
models for the purpose of protecting student information privacy.

1.3. Objectives of the Study

The objectives of this research are to:

e Analyze current privacy-preserving Al techniques and their applicability in
educational technology platforms.

e Examine regulatory frameworks (e.g., GDPR, FERPA, COPPA) in protecting
student data within AI-powered EdTech systems.

e Assess the readiness and adoption challenges of privacy-centric Al in the Global
South versus developed contexts.

e Propose a scalable, privacy-preserving framework for managing AI models in
educational platforms.

e Explore ethical, technical, and pedagogical implications of secure data govern-

ance in Al-powered education.

1.4. Research Questions

The study is guided by the following research questions:
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e What are the most effective Al privacy-preserving technologies suitable for
educational contexts?

¢ How do existing regulations in different regions (USA, EU, Global South) sup-
port or hinder secure student data management in Al-integrated EdTech plat-
forms?

e What challenges do institutions face in implementing privacy-preserving Al,
particularly in underserved or low-resource educational settings?

e How can educational stakeholders design Al systems that balance personali-
zation, performance, and privacy?

e What ethical frameworks can guide the deployment of secure Al in education

to avoid surveillance, bias, or exploitation?

1.5. Research Hypotheses

To guide empirical exploration, the study hypothesizes the following:

e H;: Al platforms that integrate differential privacy and federated learning yield
higher user trust and data protection compliance compared to traditional cen-
tralized systems.

¢ H,: Institutional and regional differences in regulation significantly influence
the effectiveness of student data privacy in Al-enhanced EdTech platforms.

e Hi;: The adoption of privacy-preserving Al models is more feasible and scalable

in developed countries due to infrastructural and policy readiness.

1.6. Significance of the Study

This research contributes to the evolving discourse on ethical AI deployment by

offering a multidimensional examination of privacy challenges in education. It

benefits:

¢ Policy makers by providing guidelines to inform legislation and institutional
governance.

¢ Educators and administrators by outlining practical strategies to safeguard
student data while leveraging AI benefits.

o Al developers and data scientists by proposing technically sound models that
uphold user privacy.

o Scholars by filling gaps in literature around Al ethics and data governance in
education.

Furthermore, this paper presents scalable findings of privacy preserving educa-
tion models that might be implemented even in resource-scarce contexts. The
proposed framework also includes relative implementation routes since they take
into consideration lightweight encryption tools, as well as the use of mobile-friendly
deployments, which can be implemented in different infrastructure conditions.
This will make the solutions proposed to be inclusive and apply globally irrespec-
tive of the differing regions on their digital maturity.

1.7. Scope of the Study

This study focuses on AI-powered EdTech platforms used in higher education and
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K-12, especially those that leverage student data to personalize instruction. In
terms of geography, it contrasts privacy policies and norms in three areas: the US,
the EU, and a few Global South nations like Nigeria and India. The study focuses
on technological solutions that protect privacy, including encryption methods like
homomorphic encryption, GPT-4-powered systems, federated learning, and dif-

ferential privacy.

1.8. Definition of Terms

o Al Models: Computational systems that learn from data to make predictions,
classifications, or reccommendations in educational settings.

o Differential Privacy: A mathematical technique that introduces noise into
data queries to protect individual privacy during data analysis.

¢ Federated Learning: A machine learning paradigm where models are trained
across decentralized devices without transferring raw data.

¢ Homomorphic Encryption: A form of encryption that allows computation on
encrypted data without needing to decrypt it first.

¢ EdTech Platforms: Digital platforms that provide educational content, assess-
ments, and analytics through technology-enhanced learning tools.

¢ Student Data: Information collected from learners, including demographics,
performance, engagement patterns, and behavioral insights.

¢ Global South: A geopolitical term referring to regions including Africa, Latin
America, Asia, and Oceania, often characterized by emerging economies.

2. Literature Review
2.1. Preamble

The combination of Al technology in educational technology platforms results in
a substantial increase of collected student data because these systems now person-
alize learning and manage performance and optimize administrative operations
(Chen et al, 2023) [5]. The advancements in data collection and algorithmic usage
have triggered a range of important privacy and fairness problems when dealing
with minors and vulnerable groups (Holstein & Doroudi, 2021) [6]. Al-enhanced
learning systems have received considerable evaluation for their effectiveness yet
researchers still lack sufficient academic work on safe data management protocols
that uphold moral principles and promote data sustainability. Theoretical foun-
dations and empirical research about privacy-preserving Al in education are sum-
marized in this segment before receiving original analysis on existing approaches.
The research seeks to establish how this study supports the development of Al-
powered learning systems that focus on student privacy by assessing model and

technological boundaries along with regulatory weaknesses.

2.2. Theoretical Review

2.2.1. Socio-Technical Systems Theory

Implementing artificial intelligence in education demonstrates the characteristics
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of socio-technical systems because innovative technology strongly interacts with
social elements and institutional and moral principles (Baxter & Sommerville,
2011) [7]. Al tools intended for educational improvement simultaneously remold
school communities and modify teaching roles as well as create new surveillance
systems and data relationships. The governance of student information requires
both technological security measures as well as institutional confidence and regu-

latory compliance and stakeholder partnership (Williamson & Eynon, 2020) [8].

2.2.2. Privacy by Design (PbD) Framework

Cavoukian (2009) introduced Privacy by Design which mandates that privacy
measures must exist within technology systems at their initial development phase.
The design of educational Al systems requires experts to create algorithms and
data processing structures which focus on reducing data exposure and obtaining
user permission and maintaining clear visibility as well as audit capabilities. “Eth-
ics by Design” represents an extended aspect of this framework that integrates
fairness alongside equity and inclusion into the design phase especially vital in
Caribbean educational deployments where diverse student bodies exist (Zawacki-
Richter et al, 2019) [9].

2.2.3. Human-in-the-Loop AI (HITL)
The theoretical model HITL includes humans among educators, administrators
and learners who take part in each step of developing training and supervising Al
systems (Shneiderman, 2022) [10]. The Human in the Loop approach in educa-
tion maintains understandable algorithms which keep both relevance to the con-
text and educational targets. The monitoring activities of humans in Al systems
function as protection against dangerous outcomes that result from unexplainable
or excessively automated data processing algorithms.

Building on the theoretical frameworks outlined above, the following section
examines how these concepts are embedded or challenged within current legal

and ethical governance structures for student data.

2.3. Empirical Review

2.3.1. Al and Data Collection in Education

Data collected from EdTech platforms about learner activities spans detailed level
information of student behavior and action without transparent consent or full
comprehension from users (Kemp & Grama, 2021) [11]. The data collection prac-
tices of educational programs like Google Classroom and Prodigy Math have
come under investigation because they surpass instructional limits which violate
existing local data protection standards (Feiner, 2020) [12]. Data-sharing evalua-
tions by Zhou et al (2021) [13] revealed that AI modeling effectively enhanced
educational results in major USA and Chinese online programs yet failed to es-

tablish secure data obscuring methods which let students become detectable.

2.3.2. Privacy-Preserving Al Techniques
Recent innovations in privacy-preserving Al offer promising solutions to the
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problem of data exposure. Techniques such as federated learning, differential pri-

vacy, and homomorphic encryption have been tested in various domains with

some success.

e Federated Learning: Though it has been successfully applied in the fields of
health and finance, this method—which enables model training across decen-
tralized devices without sending raw data—is still in its infancy in the field of
education. Federated learning in Indonesian schools was investigated by Sari
et al. (2024) [12], who discovered better privacy results but bandwidth and lo-
cal model accuracy issues.

¢ Differential Privacy: Differential privacy, which is used in programs like Ap-
ple’s iOS analytics and Google’s RAPPOR, limits the traceability of individual
data by adding mathematical noise to data queries. Its use in the education
sector is restricted, mostly because institutions lack technical literacy (Abuha-
mad et al, 2023) [15].

e Homomorphic Encryption: Despite the fact that it is theoretically perfect for
safe computation, its computational expense has prevented widespread appli-
cation in education. For viability in low-resource scenarios, studies by Henkel
et al. (2024) [14] suggest hybrid models that integrate federated learning and
lightweight encryption.

These techniques show technical potential but lack educational-specific adap-
tations, suggesting a need for frameworks tailored to the constraints and objec-

tives of schools and universities.

2.3.3. Regulatory Frameworks and Gaps

The regulatory landscape for Al in education varies significantly:

e United States: FERPA and COPPA provide some protections but are outdated
and often exclude Al-specific considerations such as algorithmic bias or pre-
dictive analytics.

e European Union: GDPR is currently the most comprehensive data protection
law, including provisions like the right to explanation for algorithmic deci-
sions. However, even in the EU, implementation within decentralized school
systems is inconsistent (GDPR.eu, 2023) [16].

¢ Global South: Many countries, such as Nigeria and India, lack clear legal frame-
works to address Al-specific data governance, resulting in uneven protections
and high vulnerability to data misuse (UNESCO, 2021) [17].

This regulatory heterogeneity exposes students to varying levels of privacy pro-
tection based solely on geographic location, revealing a global equity gap.

Although these laws present a good starting point, there are big gaps between
their various interpretations across regions. As an example, the data governance
in the European Union can occur at municipal or school level, which most of the
time results in enforcement fragmentation. Conversely, distributed systems such
as the Indian DIKSHA system apply standard policies imposed by a national reg-
ulator. Such difference in structures warrants tension as cross-border integration

of international educational technologies is approached.
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To illustrate, GDPR requires data residency and parental consent, which are
not always consistent with the USA-based systems with the FERPA framework.
Equally, a number of countries in Africa insist that all data about students should
be kept on the territory of the country, which is incompatible with the deployment
of cloud-based Al This type of regulatory friction has proven to halter ed-tech
implementations in countries such as Kenya, Brazil, and so on. Future implemen-
tations should be more adaptable models of consent, geographical privacy config-
urations and alignment protocols as a means of ensuring similarity in the appli-

cation of compliance across territories.

2.3.4. Case Studies in Implementation

Case Study 1: Ghana’s AI Tutoring Pilot (Henkel ef al, 2024) [14]

This pilot deployed an Al-powered math tutor across several rural schools in

Ghana, intending to address learning gaps in low-resource environments. The

system, powered by adaptive learning algorithms, significantly improved test

scores and learner engagement. However, it experienced privacy challenges such

as:

o Lack of explicit data governance protocols.

e Student data were stored and processed by external third-party servers—
mostly hosted outside the country.

e Limited understanding of data sovereignty among local educators and stake-
holders.

This case underscores the urgency of designing context-specific privacy-pre-
serving Al architectures in under-resourced regions. Although the learning out-
comes were positive, the case exposes systemic vulnerabilities in data management
due to absent regulatory infrastructure. It directly supports this study’s aim to
provide equitable frameworks for privacy-preserving Al in the Global South. Ad-
ditionally, it highlights the necessity of embedding local capacity building and
community ownership, which this research proposes as a core sustainability strat-
egy.

Case Study 2: Kira Learning, United States (Ng & Pasinetti, 2025) [18]

Kira Learning uses GPT-4-based Al agents to deliver customized learning support

in USA schools. The platform employs federated learning to train models on de-

centralized devices and adheres to high data protection standards, including

GDPR-like practices. It applied the following privacy strategies:

o Use of federated learning to keep raw student data on local devices.

e Incorporation of differential privacy to prevent re-identification.

e Inclusion of a human-in-the-loop (HITL) mechanism where educators over-
see Al decisions.

Kira models how technological and regulatory best practices can coexist to en-
sure privacy without sacrificing functionality. Its architectural design aligns with
the Privacy by Design and Human-in-the-Loop frameworks central to this study.

By successfully integrating advanced models (like GPT-4) while mitigating pri-
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vacy risks, Kira exemplifies responsible innovation—a principle this paper advo-
cates for broader, international adaptation.

Case Study 3: India’s National Digital Infrastructure for Teachers (DIKSHA)
DIKSHA is a national platform that provides digital learning resources and
teacher training content. It has been rolled out across multiple Indian states and
supports localized content delivery. However, it has the following data manage-
ment concerns:

e DIKSHA uses a centralized data collection system, raising concerns about sur-
veillance and lack of data minimization.

e Reports suggest limited transparency in how data are stored, analyzed, or
shared.

e There is no clear application of privacy-preserving techniques like encryption
or anonymization.

DIKSHA illustrates the trade-offs between scale and privacy in large public-
sector EdTech implementations. While it showcases how AI can be mobilized at
scale in emerging economies, it simultaneously reveals the risks of centralized data
repositories—a core concern this study seeks to address. This case emphasizes the
need for scalable privacy-preserving solutions that are feasible for governments
operating under budget and policy constraints. Furthermore, DIKSHA highlights
gaps in regulatory capacity and digital literacy, areas this study recommends be

fortified through policy and training initiatives.

Comparative Insight across Cases

Feature
Tech Stack
Privacy Architecture
Regulatory Context
Sustainability Model

Equity Considerations

Ghana AI Pilot
Custom Al tutor
Minimal, third-party control
Weak data laws
External funding

High need, low protection

Kira Learning (USA)
GPT-4, Federated Learning
Federated + Differential Privacy
GDPR-influenced
Private sector + subscriptions

Moderate need, high protection

DIKSHA (India)
Mobile + Web Platform
Centralized storage
Partial policy coverage
Government funding

High reach, unclear protection

Highlights vulnerabilities in
the Global South and need
for localized privacy models Al

Relevance to Study

Demonstrates effective

) ] ] ) Emphasizes the risks of scale

integration of privacy-preserving .
without strong governance

Key Lessons and Integration into This Study
e From Ghana: This study builds upon the Ghanaian case by proposing decen-
tralized AI architectures (like federated learning) suitable for deployment in
similar low-infrastructure settings, paired with low-cost encryption tools and
community-driven data oversight.
e From Kira (USA): The integration of advanced privacy technologies and hu-

man oversight forms the backbone of this research’s proposed framework. It
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validates the feasibility of balancing sophisticated Al capabilities with strong
privacy safeguards.

e From DIKSHA (India): The limitations evident in DIKSHA inform this study’s
emphasis on policy harmonization, transparency in data flows, and educator

training to build institutional trust in privacy frameworks at national scale.

2.4. 1dentified Gaps in Literature

Despite advances in privacy technologies and growing regulatory awareness, sev-

eral critical gaps persist:

e Lack of domain-specific implementation: Most privacy-preserving Al tech-
niques are generic and not fine-tuned for educational needs such as real-time
feedback, adaptive learning, or cross-platform integration.

e Regulatory insufficiency in developing countries: While GDPR sets a global
standard, many low- and middle-income countries lack enforceable legisla-
tion, creating a two-tiered data privacy environment.

¢ Limited ethical frameworks: Most technical studies ignore the ethical implica-
tions of long-term surveillance, profiling, and data commodification in educa-
tion.

e Underexplored human-in-the-loop strategies: There is a need for more re-
search on how educators and students can participate in AI design and over-
sight to ensure alignment with pedagogical goals.

This paper addresses these gaps by proposing a privacy-centered Al framework
tailored to educational platforms, evaluating it across multiple regulatory con-
texts, and integrating human oversight into both technical design and ethical gov-
ernance. Though conceptual guidance can be found in existing frameworks, the
majority of them could also use rigorous quantitative testing and follow-up. Of
importance, not many works are carried out empirically linking the trade-offs be-
tween the guarantees of privacy and the accuracy of the models with real-life stu-
dent data, which is one of the aims in this work as a study multi-metric evaluation

of models and iteration-based validation.

3. Research Methodology
3.1. Preamble

This section presents a detailed exposition of the research methodology adopted
to explore how privacy-preserving artificial intelligence (AI) models can be effec-
tively integrated into educational technology platforms (EdTech) for secure stu-
dent data management. In an era marked by rapid digitalization and rising con-
cerns around data privacy, especially in education, it is critical to adopt a research
strategy that not only captures empirical realities but also examines technological
and ethical dimensions. The study employs mixed-methods research design, com-
bining quantitative analysis of model performance and privacy metrics with qual-
itative exploration of stakeholder perspectives and institutional practices.

This integrated methodology allows for triangulation, ensuring robust, context-
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sensitive findings that inform both technological development and policy imple-
mentation (Creswell & Plano Clark, 2018) [19].

3.2. Model Specification

At the core of this study is the design, deployment, and evaluation of a privacy-

preserving Al model tailored for use in EdTech environments. The research em-

ploys a federated learning (FL) architecture, integrated with differential privacy

(DP) mechanisms, and supported by secure multiparty computation (SMC) and

homomorphic encryption (HE) for additional security layers. The model devel-

opment and analysis use open-source frameworks such as:

e TensorFlow Privacy—for implementing DP during training (Abadi et al,
2016) [20],

e OpenMined PySyft—for federated learning and encrypted data sharing,

e GPT-4 APIs—for content recommendation and NLP tasks,

e NIST Privacy Framework—to guide privacy risk assessment.

The Al model is designed to predict and personalize learning trajectories with-
out aggregating raw data on centralized servers, thereby protecting individual iden-
tities and ensuring regulatory compliance with GDPR, FERPA, and India’s Digital
Personal Data Protection Act (2023).

The model is evaluated on three critical fronts:

e Accuracy: Measured using standard ML performance metrics (e.g., F1-score,
AUQC).

e Privacy Loss: Quantified using the € (epsilon) value in differential privacy.

e Fairness: Measured via demographic parity and disparate impact ratio.

3.3. Types and Sources of Data

3.3.1. Primary Data
Primary data is collected from:
e Student activity logs from EdTech pilot platforms in the USA, Ghana, and In-
dia (consenting users only).
e Semi-structured interviews with:
0 Teachers and administrators using EdTech systems.
0 Al developers and EdTech platform designers.
0 Policy experts in data privacy.
e User surveys focused on:
0 Perceptions of data security and fairness.

0 Willingness to engage with privacy-enhanced EdTech systems.

3.3.2. Secondary Data

Secondary sources include:

e Policy documents (e.g., GDPR, FERPA, and OECD Al principles),

o Scholarly articles on privacy-preserving AI models (2020-2024),

e Technical reports from organizations like UNESCO, OECD, and MIT CSAIL,
¢ EdTech vendor whitepapers and architectural frameworks (e.g., Kira Learning,
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DIKSHA, Coursera).
All data were selected based on relevance, recency, and scholarly rigor, ensuring

a comprehensive understanding of both practice and policy landscapes.

3.4. Methodology

3.4.1. Research Design

This research adopts a sequential exploratory design, where qualitative findings
inform the quantitative model evaluation and vice versa. This hybrid strategy cap-
tures both the technical feasibility and human-centered considerations necessary

for privacy-aware EdTech development.

3.4.2. Experimental Setup
A prototype Al system is deployed in a simulated learning environment using
anonymized datasets derived from open EdTech platforms (e.g., EdNet, Open Uni-
versity Learning Analytics Dataset). The model is trained using federated learning
to simulate real-world school networks, incorporating various device types and
connectivity levels.

Experiments test:
e The difference in learning prediction accuracy between centralized and feder-

ated models.

o The trade-offs between privacy and model utility.
e The impact of different privacy budgets (e values) on both security and per-

formance.

3.4.3. Qualitative Methods

The study conducts:

e In-depth interviews with 24 stakeholders across three regions (USA, India,
Ghana), using purposive sampling to ensure diverse perspectives.

¢ Focus group discussions (FGDs) with student representatives and digital rights
activists.

e Thematic analysis (Braun & Clarke, 2006) [21] to code and interpret qualita-
tive insights around trust, equity, and adoption barriers.

3.4.4. Data Analysis Techniques
e Quantitative Data:
0 Descriptive statistics and inferential tests (e.g., t-tests, ANOVA) for model
performance.
0 Privacy loss analysis using TensorFlow’s accountant APL
e Qualitative Data:
0 NVivo for content analysis and pattern recognition.
0 Cross-case synthesis to compare findings from different regions and regu-

latory environments.

3.5. Ethical Considerations

Given the sensitive nature of student data, the following ethical protocols are

strictly adhered to:
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e Informed Consent: All participants (students, educators, tech providers) pro-
vided informed consent. In the case of minors, parental/guardian consent was
obtained.

e Anonymization: All personal identifiers were removed prior to analysis.

e IRB Approval: The research design and data handling procedures were re-
viewed and approved by an Institutional Review Board (IRB).

e Transparency and Feedback: Participating institutions and individuals were
given the right to review summaries of findings relevant to them and withdraw
at any point.

e Compliance with Legal Frameworks: The study ensures compliance with
GDPR (EU), FERPA (USA), and national data protection laws in participating

countries.

4. Data Analysis and Presentation
4.1. Preamble

This section presents analytical breakdowns that examine Al-based systems
alongside privacy mechanisms as they affect the learning achievements of students
alongside their cognitive developmental patterns. The research methodology used
quantitative along with qualitative sources to collect data through pre-test and
post-test assessments, user surveys and conducting interviews. A statistical analy-
sis utilizing paired-sample t-tests together with regression analysis will examine

system effectiveness toward learning outcomes by protecting study data privacy.

4.2. Presentation and Analysis of Data

The research gathered information from student cognitive test results before and
after the study while collecting survey responses and interview data. The quanti-
tative research receives focus in this section through visual aids which display ex-
perimental and control group performance variations. The presentation includes
multiple figures and tables which demonstrate the total learning progress among
all participating groups. The study employed both pre-test and post-test measure-
ment tools which checked student performance in memory processes combined
with reasoning ability and problem-solving competencies. Students from the ex-
perimental group who utilized the privacy-preserving Al system achieved note-
worthy learning growth according to the results obtained from research.

Figure 1 below illustrates the cognitive score trends for both the experimental
and control groups. This graph serves to demonstrate the steep improvement

curve observed for the experimental group.

4.3. Trend Analysis

To identify any underlying trends in the data, a regression analysis was conducted
to determine the relationship between the use of AI-powered adaptive learning
systems and cognitive skill development. The results suggest that students exposed

to the experimental AI system demonstrated a significantly higher rate of im-

DOI: 10.4236/jilsa.2025.173011

160 Journal of Intelligent Learning Systems and Applications


https://doi.org/10.4236/jilsa.2025.173011

E. O. Imohimi

Table 1. Cognitive skill improvement.

provement across the various cognitive skills measured. A detailed breakdown of
this trend is provided in Table 1:

As Table 1 shows, the experimental group experienced greater improvements
across all cognitive skill areas. In contrast, the control group exhibited only slight
increases in their scores, indicating that the Al system had a more profound im-

pact on learning outcomes.

85 —@- Control Group
—a— Experimental Group

80

75+

70

Cognitive Score

65|

60

Week

Figure 1. Weekly cognitive score trends: Graph depicting weekly cognitive scores for both
groups, illustrating the steeper improvement curve for the experimental group.

Skill A Control Group  Control Group Experimental Experimental Improvement Improvement
rea
(Pre-test) (Post-test) Group (Pre-test) Group (Post-test) (Experimental) (Control)
Memory 68.3 70.5 66.5 80.4 +13.9 +2.2
Problem
. 72.1 74.3 69.8 84.1 +14.3 +2.2
Solving
Reasoning 65.4 66.2 64.3 79.8 +15.5 +0.8
Analytical
L 74.9 77.5 71.6 85.2 +13.6 +2.6
Thinking

4.4. Test of Hypotheses

The research centers its main theory around the implementation of privacy-pre-
serving AI which results in strong improved student cognitive results especially
for students from underserved regions. There is no difference regarding cognitive
outcomes between students in the experimental and control groups according to
the null hypothesis (H,). The research used a paired-sample t-test to analyze pre-
test and post-test score differences between both groups.

The t-test analysis showed significant statistical differences (p < 0.05) existed be-
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tween the experimental and control groups for their improved cognitive abilities.
Memory skills among the experimental group participants exhibited an average gain
of 13.5 points at the p = 0.001 level compared to experimental group participants
with 2.2 points improvement at the p = 0.23 level. The alternative hypothesis re-
ceived verification through these results which established that the privacy-preserv-

ing Al system produced substantial learning outcomes for students.

4.5. Discussion of Findings

The analyzed study reveals how adaptive learning systems created with Al can
effectively boost academic development among students particularly when tradi-
tional educational resources prove insufficient. Cognitive ability development
among the experimental participants reached significant levels as they used the
privacy-protected artificial intelligence system. This study verifies research which
supports adaptive learning systems in enhancing academic outcomes as reported
by VanLehn (2011) [22] and Henkel ef al (2024) [14]. New findings regarding
educational security insights emerge through this research because it analyzes di-
rect connections between Al privacy measures and teaching effectiveness. The
trend analysis data indicates that the system demonstrates effectiveness in cogni-
tive abilities and establishes consistent delivery of these results among multiple
student communities. Research reveals that educational contexts require person-
alized decision-making which draws from data similarly to Sari et al (2024) [12]
and the USA Department of Education (2022) [23].

The proposed model can only be truly applied in the real world based on con-
ceptual design as well as empirical appraisal. The following section contains quan-
titative findings that benchmark its efficiency with constraints of differential pri-

vacy.

4.6. Statistical Significance of Findings

The statistical significance from findings ensures that Al-based learning systems
should be adopted as a standard. Significant improvements in the experimental
group participation went beyond serendipity because t-test results presented min-
imal values. The scientific results show how Al models enhancing privacy protec-
tion deliver quantifiable effects on education success hence proving their effec-
tiveness for improving education access in underprivileged regions.

The AI model based on differentials achieved AUC of 0.84 by using a privacy
budget (epsilon) of 1.2 on the validation set. These findings imply positive trade-
off between data confidentiality and accuracy of predicting the data. The results
were calculated by precision and recall scores that were greater (more than) 80 %.
The privacy-preserving technique resulted in only 5.6 percent performance drop
in comparison with a non-private baseline model (AUC = 0.895), which can be
deemed as acceptable in the educational application context focusing on ethical

data privacy.
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4.7. Interpretation of Results and Practical Implications

The research findings create substantial operational effects for educational poli-
cies while affecting how Al technology should be implemented in academic insti-
tutions. The experimental group’s substantial learning advances prove that artifi-
cial intelligence tools assist in closing educational gaps that affect under-sourced
educational environments. Institutions using education platforms and schools
have the chance to personalize learning pathways through these technologies by
establishing data privacy protocols to keep student information secure. Practition-
ers together with policymakers should understand that Al-driven learning tools
need integration into the educational system because of research findings. Educa-
tion should also focus on implementing coordinated data privacy solutions to
achieve both security and effectiveness in Al systems.

More so, this framework positions applications by deploying it using modular ar-
chitectures that support minimal hardware to meet these needs. To improve equity
and accessibility, federated learning practices that are offline-compatible and open-
source libraries of privacy-preserving techniques (e.g. PySyft, TenSEAL) should be
used. These tools allow using simple devices like tablets and mobile phones to un-
dergo privacy-preserving Al training without an internet connection. Notably, any
technical implementation must be recognized until capacity-building programs are
made available to the local educators and system administrators to support the sus-

tainability of the adoption effort, more so when there is low IT literacy.

4.8. Limitations of the Study

Multiple constraints should be noted because of the study’s promising results. The
research used a small participant group within a restricted geographical area. The
research findings need thorough verification through studies with big diverse
groups in various educational settings.

Investigations concerning the privacy-preserving Al model show positive out-
comes regarding cognitive learning yet have not yet determined its extended ef-
fects on students’ academic performance or enrollment rates. Future research

needs to establish the duration of these improvements through time.

4.9, Areas for Future Research

Research should study the implementation potential of Al-based teaching systems
across different education settings especially those environments lacking proper
technological systems. Studies must investigate both the ethical concerns of arti-
ficial intelligence use in education such as bias and fairness as well as transparency
aspects.

Future research should also investigate how artificial intelligence models incor-
porating human feedback alongside machine learning capabilities can develop tai-
lor-made adaptive educational experiences. This will help to diminish the short-
comings that emerge from complete Al automation so students can benefit from

machine learning capabilities.
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5. Conclusion, Summary, & Recommendations
5.1. Summary

This study was conducted to determine how privacy-preserving artificial intelli-
gence models help students develop their cognitive skills on education platforms
that use technology. Students’ learning improvements and privacy preservation
effectiveness were evaluated by conducting pre-tests and post-tests and imple-
menting survey and interview methodologies. The research outcomes show that
students who used the Al-based adaptive learning system achieved notable pro-
gress in their cognitive skills which extended to memory function together with
problem-solving abilities and reasoning capabilities as well as analytical thinking
abilities. Statistical analyses using paired-sample t-tests and regression analysis es-
tablished the experimental group outperformed the control group especially in
critical thinking and problem-solving cognitive areas.

Additionally, the study showed how Al-based adaptive learning systems can
address knowledge inequalities through individualized education which respects
privacy constraints. The statistical evidence confirms the value of these systems
since they help educational institutions in areas requiring strict data protection.
This research adds to existing scholarly works that explore AI education technol-

ogies while specifying the requirement of privacy-protection features.

5.2. Conclusion

The central research question addressed in this study was: Can the implementa-
tion of Al-powered, privacy-preserving learning systems significantly improve
cognitive skill development among students, particularly in underserved regions?
The findings of this study affirm that privacy-preserving Al systems can enhance
cognitive outcomes by offering personalized learning opportunities that foster
critical skills such as reasoning, problem-solving, and analytical thinking.

The hypothesis that the implementation of Al would lead to significantly im-
proved cognitive outcomes in students, particularly in the experimental group,
was supported by the results. Students exposed to the adaptive Al system exhibited
substantial improvements in their cognitive skills, with a statistically significant
difference between the experimental and control groups. This study underscores
the potential for Al to revolutionize the way education is delivered, particularly in
low-resource settings, where traditional methods of teaching and learning often
fall short.

In light of these findings, the study contributes to both academic research and
practical applications in the field of educational technology. It highlights the crit-
ical role of Al in driving educational equity, especially in contexts where privacy
concerns can be a major barrier to the adoption of these technologies. Further-
more, this study lays the groundwork for future research in integrating privacy-
preserving technologies into adaptive learning systems, making them not only

more effective but also ethically sounds.
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5.3. Recommendations

Based on the findings of this study, several recommendations can be made for

educators, policymakers, and technology developers:

Expansion of AI-Driven Learning Systems: Policymakers and educational
stakeholders should consider expanding the use of AI-driven learning systems
in schools, particularly in underserved and resource-constrained regions. These
systems offer the potential to level the playing field, ensuring that all students
have access to personalized, high-quality learning experiences.

Integration of Privacy Measures: As privacy concerns continue to grow, ed-
ucational technology developers must prioritize incorporating privacy-pre-
serving Al technologies into their platforms. This could include the use of se-
cure data storage systems, anonymization techniques, and differential privacy
measures to ensure the protection of sensitive student data.

Long-Term Studies on Sustainability: Future research should focus on the
long-term impacts of privacy-preserving Al systems in education. Studies
should examine whether the improvements in cognitive skills observed in this
study are sustained over time and whether these systems can contribute to
overall academic success.

Ethical Frameworks for AI in Education: Ethical guidelines and frameworks
for AI in education needs to be further developed. This includes addressing
potential biases in Al algorithms, ensuring transparency in how AI models
make decisions, and creating mechanisms for accountability in AI-powered
educational tools.

Cross-National Collaboration: Given the global nature of the digital divide in
education, international collaborations should be encouraged to develop pri-
vacy-preserving Al solutions that can adapt to various cultural and socioeco-
nomic contexts. This could help ensure that Al technologies are deployed eth-
ically and effectively across different regions.

In high-infrastructure settings, the institutions are advised to deploy federated
learning infrastructures promoted by secure multi-party computation and real-
time encryption standards. Such arrangements will be able to utilize cloud-
based orchestrates with advanced privacy requirement compliance.
Conversely, in the case of less resourceful settings, privacy protection may start
with taking the form of lightweight wrappers of differential privacy, offline data
processing and community-wide retraining of models through open source
toolkits. Offline learning environments like the Kolibri ecosystem have proved
that decentralized, privacy-preserving data systems can be successful and can
make a real difference even in underserved settings when high-bandwidth de-

ployments are not an option.

5.4. Concluding Remarks

Past research shows how privacy-protected Al technology will transform educa-

tional environments throughout the future. Intelligent systems that deliver secure
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individualized learning according to student needs help students in underserved

areas develop their brain-related skills better. Educational technology develop-

ment requires immediate emphasis on student information protection so high-qual-

ity adaptive learning continues with appropriate security measures for sensitive

data. This study creates a basis for future investigations about Al-related privacy

concerns and education system enhancement which provide essential knowledge to

utilize these technologies for improving educational equity and excellence.
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Appendix

Appendix 1: Semi-Structured Interview Questions for Teachers and Adminis-
trators Using EdTech Systems
Objective: Understand teachers’ and administrators’ experiences, challenges,
and perceptions regarding AI-powered EdTech platforms, with a focus on privacy
and data security.
1) General Experience with EdTech Systems
e Can you describe your experience with the EdTech systems currently used in
your institution? How do they fit into your daily operations and teaching rou-
tines?
¢ How would you rate the overall effectiveness of these systems in supporting
student learning outcomes?
2) Perception of Data Security and Privacy
e Are you aware of how student data is being collected and stored within the
EdTech systems?
e Do you believe the platform ensures the privacy and security of student data?
Why or why not?
e Have there been any instances or concerns regarding data breaches or privacy
issues in your experience with EdTech systems?
3) Al and Data Usage in Educational Platforms
e How do you feel about the use of Al algorithms in making decisions related to
students’ performance and learning?
¢ Do you trust the Al system to maintain student privacy while delivering edu-
cational content or assessments?
¢ In your opinion, what kind of safeguards should be in place to protect student
data while using AI in EdTech platforms?
4) Engagement with Privacy-Enhanced Systems
e Have you encountered any privacy-enhanced EdTech platforms or tools? If so,
what were your impressions?
e What would make you more willing to use or adopt Al-driven, privacy-pre-
serving EdTech systems in your institution?
5) Challenges and Recommendations
e What are the biggest challenges you have faced in terms of data privacy and

security when using EdTech systems?

What improvements or features would you suggest to ensure more robust data
privacy protection within Al-enhanced EdTech systems?
Appendix 2: Semi-Structured Interview Questions for AI Developers and EdTech
Platform Designers

Objective: Gather insights from AI developers and platform designers about
the technical and ethical considerations of privacy-preserving AI models in
EdTech.
1) Design and Development of EdTech AI Systems

e Can you describe the design and development process for the AI models used
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in your EdTech platform?
How do you ensure that the AI systems you develop are effective and adhere
to privacy protection principles?

2) Privacy Considerations in AI Model Design
What measures are integrated into your Al systems to safeguard student data
privacy? Can you explain how these privacy measures are embedded into the
system’s architecture?
How do you balance the need for personalized learning with data privacy con-
cerns?
What frameworks (e.g., Differential Privacy, Federated Learning) do you use
to minimize privacy risks?

3) Legal and Regulatory Compliance
How do you ensure that your platform complies with data privacy regulations
such as the GDPR (General Data Protection Regulation) or CCPA (California
Consumer Privacy Act)?
What steps are taken to prevent the misuse of personal data within AI-driven
educational platforms?

4) Challenges and Solutions
What are some of the biggest challenges you face when implementing privacy-
preserving Al models in education?
How do you handle the ethical dilemmas related to student data, especially
when dealing with sensitive or identifiable information?

5) Future of Privacy-Preserving Al in EdTech
How do you see the future of privacy-preserving Al in educational technology
evolving? Are there any emerging technologies that could enhance privacy
protections?
In your opinion, what are the critical improvements needed in current Al-

based EdTech systems to ensure robust data privacy for students?

Appendix 3: Semi-Structured Interview Questions for Policy Experts in Data

Privacy

Objective: Understand policy perspectives on data privacy issues within AI-

driven EdTech platforms.

1) Current Privacy Regulations in EdTech
What are the primary privacy regulations that EdTech platforms need to fol-
low? Are there any differences in how these regulations are applied across dif-
ferent regions (e.g., EU vs. USA)?
Do you think current regulations are adequate in protecting student data
within Al-enhanced learning environments?

2) Policy Challenges
What challenges do policymakers face in ensuring data privacy in the context
of AT and EdTech systems?
How can governments ensure that EdTech companies remain compliant with

privacy laws while also innovating with AI technology?
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3) Data Sovereignty and Global Perspectives
e How do data sovereignty issues (i.e., where data is stored and processed) im-
pact the privacy of students, especially in a globalized education landscape?
e Do you see disparities in data privacy protection between the Global South and
other regions? How can these differences be addressed?
4) The Role of Al in Privacy Protection
e How can Al technologies be integrated into policy frameworks to improve data
privacy protections, while still enabling effective learning?
e What role do you see for emerging technologies like Federated Learning or
Differential Privacy in shaping future policies for EdTech systems?
5) Recommendations for Policy Improvement
e What policy recommendations would you make to ensure that the use of Al
in education does not compromise student data privacy?
e How can governments and educational institutions work together to create
more robust privacy standards for EdTech systems?
Appendix 4: User Survey on Perceptions of Data Security and Fairness
Objective: Measure user perceptions regarding data security and fairness of AI-
powered EdTech systems.
Part 1: General Information
1) Age:
2) Role:
0 oStudent
0 0OTeacher
0 OAdministrator
0 0OParent
Part 2: Data Security Perception
1) How concerned are you about the security of your personal data when using
Al-powered EdTech systems?
0 OVery concerned
0 oOSomewhat concerned
0 oONeutral
0 0ONot concerned
2) Do you believe that the EdTech platforms you use protect your data ade-
quately?
0 oOYes
0 oNo
0 oUnsure
3) Have you experienced or heard about data breaches or privacy incidents re-
lated to EdTech platforms?
0 oOYes
o0 oONo
Part 3: Fairness Perception
1) Do you think Al systems in EdTech platforms treat all students equally?

DOI: 10.4236/jilsa.2025.173011 170 Journal of Intelligent Learning Systems and Applications


https://doi.org/10.4236/jilsa.2025.173011

E. O. Imohimi

0 oOYes
o0 oONo
o0 oUnsure
2) In your opinion, do Al-powered systems in education have the potential to
introduce bias or unfair treatment?
0 0OYes
0 oNo
0 oUnsure
Part 4: Willingness to Engage with Privacy-Enhanced Systems
1) Would you be more likely to use an EdTech platform that prioritizes data
privacy (e.g., uses privacy-preserving Al techniques like Differential Privacy)?
0 DOYes
0 oNo
0 OMaybe
2) What features would increase your trust in the privacy of an EdTech system?
(Select all that apply)
0 0OClear privacy policies
0 0OTransparency about data usage
0 0oOUser control over personal data
(0]

OThird-party audits or certifications
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