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Abstract 
The advanced persistent threat (APT) is an ever-growing issue in cybersecu-
rity, whose emergence and evolution have been accompanied by technological 
advancement. The study describes an approach to identifying Advanced Per-
sistent Threats (APTs) based on the 42 (numerical and categorical) features 
present in the dataset OF UNSW NB15. Exploratory Data Analysis (EDA) was 
done to comprehend the correlation among features and the bit of class dis-
tribution and then preprocessing of data, such as cleaning and standardiza-
tion, removal and balancing of outliers and classes with SMOTE. Two models, 
Decision Tree (DT) and Convolutional Neural Network (CNN), were used 
and assessed. The results of the experiments prove that CNN model is much 
superior to other baseline models, including ANN, SVM, and RF, because CNN 
has an F1-score of 98.92, a recall of 99.14, a precision of 98.71, and an accuracy 
of 98.85. Conversely, DT classifier was found to have an accuracy of 95.84 with 
low variation in values of the F1-score at 96.12, precision, and the recall. CNN 
also obtained AUC of 0.9990, which indicates that it is very strong in separat-
ing normal and attack traffic. Although CNN offers better functionality due to 
its capability to identify intricate and nuanced patterns, the model of the DT 
can be interpreted and implemented easily. On the whole, the results present 
the superiority of CNN-based deep learning (DL) in identifying advanced and 
evasive APTs, as well as the supporting power of interpretable models such as 
DT in cybersecurity defense processes. 
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1. Introduction 

People all across the globe are able to access and exchange technology resources 
through cyberspace. A resource could be anything from an image to a tweet to an 
audio clip, video file, or text stored in an electronic format. When talking about 
cybersecurity, it refers to the tools, personnel, and procedures put in place to pre-
vent unauthorized access to computer networks and data. An act of attempting or 
actually committing to steal data. Cyber threats are those that compromise system 
or network integrity or cause harm to computer systems or networks [1]. The pri-
vate and corporate sectors are now part of the target zone for threats that previ-
ously only targeted nation-states and their related entities. Not long ago, a new 
type of network attack called an APT evolved. Attacks on key infrastructure, in-
tellectual property theft, and cyber-attacks that cost millions of dollars are becom-
ing more and more of a problem [2] [3]. These dangers, which fall into the cate-
gory of APTs, are a source of concern for every country and reputable organiza-
tion. The sophistication of nation-sponsored APT attacks is an undeniable char-
acteristic [4]. Even with the rise of APTs in the business world, organizations still 
face significant challenges [5]. An APT is a type of multi-stage attack that is car-
ried out with more subtlety and is intended to accomplish a certain objective, typ-
ically espionage. In order to achieve their objective, APTs employ various steps, 
similar to conventional multistep attacks. But advanced persistent threats (APTs) 
vary because they typically use what are known as “zero-day exploits” [6] and so-
phisticated assault methods such as social engineering [7]. Companies and gov-
ernments are currently facing the greatest threat from APTs.  

Particularly in the realm of smart grids, cyber dangers have grown substantially 
during the past decade. The sophistication of cybercriminals has grown. There are 
too many highly competent cybercriminals for current security procedures to pro-
tect networks [8]. Intrusion Detection and Prevention Systems (IDPS) and other 
cutting-edge technologies are avoided by cybercriminals. Unfortunately, these 
technologies are incredibly bad at detecting the Advanced Persistent Threat (APT). 
Data mining using ML techniques can reveal various APT attack stages, and IDPS 
detection rates could be enhanced with the help of AI technologies [9] [10]. Cy-
bersecurity professionals must weigh the potential hazards and benefits of AI ap-
plications. One branch of AI, machine learning, can sift through enormous da-
tasets in search of relevant patterns and insights automatically [11]. If there is 
enough training data, IDSs that rely on machine learning may detect new and dif-
ferent types of attacks with relative ease, and the models used by these systems are 
very generalizable [12]. A subfield of ML known as “DL” is capable of remarkable 
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results. When it comes to handling large datasets, deep learning approaches out-
perform more conventional machine learning methods. To top it all off, deep 
learning approaches are practical, end-to-end, and capable of autonomously learn-
ing feature representations from raw data before producing results. 

1.1. Motivation and Contribution 

The rapid evolution of cyberspace has introduced unprecedented opportunities 
for information sharing, but it has also created an environment highly vulnerable 
to cyber threats, particularly APTs. Unlike traditional cyberattacks, APTs are 
stealthy, multi-stage, and often exploit zero-day vulnerabilities that traditional In-
trusion Detection and Prevention Systems (IDPS) have a hard time picking up on. 
The increasing sophistication of cybercriminals, coupled with the expansion of 
targets from nation-states to corporate sectors and critical infrastructures such as 
smart grids, highlights the inadequacy of existing security mechanisms. AI and 
ML, especially DL approaches, provide a promising direction by enabling auto-
mated feature extraction, pattern recognition, and enhanced detection of novel 
attack variants. Motivated by these challenges, this study aims to explore and ad-
vance AI/ML-based solutions for strengthening cyber threat detection, thereby ad-
dressing the limitations of current systems and contributing to more resilient cy-
bersecurity infrastructures. This research offers several key contributions as listed 
below: 
• Utilized the dataset of UNSW_NB15 from Kaggle, which is a comprehensive 

and widely recognized benchmark for evaluating intrusion detection systems. 
• Implemented systematic preprocessing steps, including data cleaning, stand-

ardization of numerical features using StandardScaler, removal of outliers, and 
application of SMOTE to address class imbalance, ensuring high-quality and 
balanced input data.  

• Proposed and implemented two different approaches: Convolutional Neural 
Network (CNN) to exploit deep feature learning capabilities, and Decision Tree 
(DT) to ensure simplicity and interpretability. 

• Conducted a comprehensive performance assessment using multiple evalua-
tion metrics, including precision, accuracy, F1-score, recall, loss, and ROC, en-
suring a well-rounded comparison of models. 

1.2. Novelty and Justification of the Study 

The novelty of the research lies in combining advanced preprocessing methods 
like outlier removal, feature standardization, and SMOTE-based balancing with 
the evaluation of both CNN and DT models on dataset of UNSW_NB15, which is 
a modern and complex benchmark for network intrusion detection. Unlike many 
prior works that focus on either deep learning or classical models in isolation, this 
study justifies its approach by aiming to capture the strengths of both paradigms, 
leveraging CNN’s capability for hierarchical feature extraction and DT’s interpret-
ability for decision-making. By considering the problem from two angles, it can 
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learn more about how the models perform on actual cybersecurity data, which in 
turn can help us design better intrusion detection systems. 

1.3. Structure of the Paper 

The article is structured like this: Section II presents a review of related work on 
advanced persistent threat (APT) detection. Section III details the dataset, prepro-
cessing techniques, and the implementation of the proposed model. The exper-
imental results and a comparison to previous methods are detailed in Section 
IV. The study is concluded and future research directions are outlined in Section 
V.  

2. Literature Review 

The research is based on an extensive review and critical analysis of the literature 
on APT detection, which influenced the scope of the research and the general di-
rection of the work. 

Yan and Xiong (2020) proposed Web-APT-Detect (WAD), an unsupervised 
anomaly detector that builds a self-translation machine using an attention-based 
encoder-decoder. To better identify harmful patterns in HTTP requests, their at-
tention techniques can enhance the quality of self-translation machines. Their 
technique achieves an F1-Score of 0.9844 in experiments on CSIC 2010 dataset, 
matching or exceeding that of the state-of-the-art supervised algorithm and the 
known unsupervised algorithm [13]. 

Joloudari et al. (2020) stated that NSL-KDD was input into the machine learn-
ing frameworks of Bayesian networks, quickly detect and classify APT-attacks us-
ing DL and C5.0 decision trees. When testing these models experimentally, a 10-
fold cross-validation method is also employed. Results show that the C5.0 Bayes-
ian network model, decision tree model, and 6-layer DL model all have respectable 
ACCs: 95.64, 88.37, and 98.85, respectively. In addition, the 6-layer DL model had 
FPR of 1.13, the Bayesian network model of 10.47 and the decision tree model of 
C5.0 model had FPR of 2.56, which is an essential threshold [14].  

Ayoade et al. (2020) stated that attack campaigns are typically prolonged in an 
effort to avoid being discovered. In order to identify unusual activity, they utilize 
a method that generates execution traces of the host nodes by utilizing a prove-
nance graph. When compared to baseline models, their methodology outperforms 
them by a wide margin, with an average increase of 11.3% in detection rate and 
18.3% in true positive rate (TPR) [15]. 

Ghafir et al. (2019) stated that APT campaign elementary alerts are correlated 
in the phase by a correlation structure.  Rudimentary notifications were gener-
ated with the help of an adjustable time window, and its properties were compared 
to form a correlation. Attack decoding is the second step of the suggested system. 
The proposed approach yields better predictability of the order of APT stages with 
at least 91.80 accuracy. Moreover, with two, three and four subsequent alerts, it 
predicts the subsequent phase of APT campaign with 66.50 percent, 92.70 percent 
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and 100 percent, respectively [16]. 
Prakash, Sankaran and Jithish (2019) proposed a new method of detecting 

threats of malware on smartphones based on elements of information theory and 
statistical techniques. They use the Kullback-Leibler divergence measure to iden-
tify unusual smartphone use patterns by parameterizing CPU utilisation, RAM 
utilisation, and network data. The findings of the experiment conducted to test 
the proposed approach indicate that the proposed method can detect dangerous 
activity of Android cellphones with an accuracy of 86.24 [17] [18]. 

Khosravi-Farmad, Ramaki and Bafghi (2018) stated that this was one of the fre-
quently presented IKCs that were selected to be examined further on presentation 
and discussion. Further, the mapping study is conducted between models of IKC 
and the current methods of MTD following a novel and comprehensive taxonomy 
of MTD methods at different levels. Finally, and definitely not the last, the effect 
of MTD is evaluated in the case of a case study (IP Randomisation in particular). 
To ensure that they are not infiltrated by attacks based on IKC, the results of the 
testing indicate that the MTD approaches are the best [19] [20]. 

The current body of work on advanced persistent threat (APT) detections has 
looked at a range of solutions, with encoder-decoder models with attention mech-
anisms, ML and DL-based classification, provenance graph-based analysis of be-
haviors, correlation frameworks based on probabilistic models, lightweight statis-
tical solutions in mobile settings, and moving target defense (MTD) solutions. Alt-
hough these approaches show considerable improvement, a number of issues are 
yet to be addressed. Most methods are very dependent on certain datasets which 
restrict their applicability in varied settings. Others concentrate on one of the in-
dividual components of APT detection, including anomaly detection or stage pre-
diction, but do not offer an integrated framework capable of addressing the stealthy, 
multi-stage and evolving aspects of APTs. Also, model-based approaches that are 
lightweight tend to lack accuracy, and all models based on deep learning are com-
putationally intensive, which makes them hard to deploy in real-time. Besides, the 
flexibility of the existing methods to new types of attacks and zero-day attacks 
remains low. These loopholes point to the necessity of stronger, scaled, and smarter 
detection paradigms capable of compromising efficiency against quality, adjusting 
to any changing threats, and offering all-encompassing protection in various areas 
of application.  

Table 1 below presents a consolidated overview of recent studies on Advanced 
Persistent Threat Detection, outlining the models applied, key findings, datasets 
utilized, existing challenges, and potential directions for future research.  

3. Research Methodology 

The proposed methodology begins with collecting the UNSW_NB15 dataset from 
Kaggle, followed by a comprehensive data preprocessing stage that includes data 
cleaning, standardizing numerical features using StandardScaler, removing outli-
ers, and applying SMOTE for class balancing. After preprocessing, dataset is split  
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Table 1. Machine-deep learning approaches for efficient persistent threat identification. 

Author & Year Proposed Work Dataset Key Findings Challenges & Future Work 

Yan & Xiong 
(2020) 

Web-APT-Detect (WAD), an  
unsupervised anomaly  

detection algorithm using  
encoder-decoder with  
attention mechanism 

CSIC 2010 

Achieved high F1-score, 
comparable to  

state-of-the-art supervised 
models 

Limited to HTTP request 
patterns; needs evaluation on 

diverse datasets and real-world 
traffic 

Joloudari et al. 
(2020) 

Implemented a Bayesian  
network, DL, and C5.0  

decision tree system for APT 
classification and detection. 

NSL-KDD 
DL model achieved the 

highest accuracy with the 
lowest false positive rate 

Dependence on benchmark  
dataset; real-time adaptability 

and handling novel attacks  
remain challenging 

Ayoade et al. 
(2020) 

Provenance graph-based  
approach with online adaptive 

metric learning to detect  
anomalous behavior in  

prolonged APT campaigns 

Execution traces 
of host nodes 

Outperformed baseline 
models, improving  

detection accuracy and  
true positive rate 

Computational overhead of 
provenance graph analysis; 

scalability and deployment in 
large systems need further study 

Ghafir et al. (2019) 

Correlation framework and  
Hidden Markov Model 
(HMM) for APT stage  

prediction 

Correlated alerts 
from security  

systems 

Accurately estimated APT 
stages and predicted next 
attacker steps with high  

precision 

Relies on accurate correlation  
of alerts; effectiveness may  

decrease with noisy or  
incomplete data 

Prakash, Sankaran 
& Jithish (2019) 

Statistical and  
information-theoretic  

approach (Kullback-Leibler  
divergence) to detect  

malware-based attacks on 
smartphones 

Smartphone  
system data 

(CPU, RAM,  
network usage) 

Lightweight method, less 
computationally intensive, 

effective for low-power  
devices 

Lower accuracy compared to 
ML/DL models; needs  

robustness against complex  
and evolving mobile malware 

Khosravi-Farmad, 
Ramaki & Bafghi 

(2018) 

Comprehensive taxonomy of 
MTD techniques; case study on 

IP randomization against  
intrusion activities 

Case study (IKC 
models & MTD 

techniques) 

MTD techniques improved 
defense against intrusion 

activities 

Practical implementation  
challenges; performance  

overhead and integration with 
existing security systems require 

attention 
 

 

Figure 1. Proposed flowchart for Advanced persistent threat 
detection. 
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into testing (30%) and training (70%) subsets. Two ML models, CNN and DT, are 
then proposed for experimentation. Important measures are used to assess per-
formance of these models like F1-score, precision, recall, accuracy, ROC, and loss, 
enabling a robust comparison and analysis of their effectiveness for the given task. 
Figure 1 shows the suggested methodology’s total workflow [21]. 

The following section details of the steps outlined of flowchart are explained 
below. 

3.1. Data Collection and Visualization 

The UNSW_NB15 dataset, which was obtained from Kaggle, is used in experi-
mental procedures. The UNSW_NB15 has 42 features in its clean format. Of the 
42 features, 39 are numerical in nature and 3 are non-numeric (categorical) qual-
ities. It has conducted EDA on the dataset. Here’s the EDA plan used and analyzed 
for research work: 

 

 

Figure 2. Correlation analysis. 

 
A correlation heatmap of the dataset is displayed in Figure 2, which displays 

pairwise correlation coefficients between characteristics along the x and y axes.  
Correlation strength and direction are shown by color intensity; An extremely 
negative correlation is shown by dark blue (−1.00), a perfectly positive connection 
by dark red (1.00), and no correlation by white (0.00). The diagonal line of dark 
red squares reflects each feature’s self-correlation. The heatmap reveals strong 
correlations among features such as f10_sttl, f41_ct_srv_dst, and f27_smean, 
while others, like f13_ct_dst_sport_ltm and f8_dbytes, exhibit weaker or negative 
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relationships. 
 

 

Figure 3. Number of normal and attack samples. 

 
Figure 3 illustrates the class distribution within the dataset, with category 0 

having just over 50,000 instances and category 1 nearly 120,000. The taller bar for 
category 1 highlights a clear class imbalance, where category 1 is significantly 
more prevalent than category 0.  

3.2. Data Pre-Processing 

Data preprocessing is initial and most crucial step in ML model creation [22]. In 
this study, several preprocessing techniques were applied, including data cleaning, 
outlier removal, standardization and SMOTE. The complete sequence of prepro-
cessing steps is explained in detail below to ensure a clear understanding of how 
the data was prepared for modeling and visualization.  
• Data Cleaning: The dataset had all the necessary data points. Most of the fea-

tures are continuous in nature and are considered useful for the classification 
process. 

• Removing Outliers: Outliers were removed from the dataset prior to the data 
visualization step to ensure a clearer and more accurate understanding of fea-
ture distributions. 

• Standardizing Numerical Features: To guarantee uniform scaling across fea-
tures, numerical columns were standardised using the StandardScaler. After 
being trained on training data, the “scaler” object was applied to both testing 
and training sets. It can find the formula in Equation (1): 

xz µ
σ
−

=                           (1) 

in which z stands for the regularized or scaled value, the feature’s starting value is 
denoted by x, its mean by μ, and its standard deviation by σ. 
• Data Balancing: The UNSW_NB15 dataset is imbalanced, with one class smaller 

than the other. Imbalance can be addressed via sampling-based or cost func-
tion-based approaches. This paper adopts sampling, which includes under-sam-
pling and over-sampling. By eliminating samples at random, under-sampling 
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lowers the majority class, but this may discard important data and reduce ac-
curacy [23]. Over-sampling duplicates minority-class examples, avoiding data 
loss but risking overfitting. To address this, this paper employs SMOTE, which 
interpolates between a sample and its closest neighbors to create synthetic mi-
nority-class samples, improving CNN and DT model training [24] [25]. If the 
data point ( )1 2,x x  belongs to a minority class and its nearest neighbor is cho-
sen as ( )1 2,x x′ ′ , as shown in Equation (2), then the data point is synthesized. 

( ) ( ) ( )1 2 1 2, , random 0,1X X x x= + ×∆             (2) 

where, ( ) ( ){ }1 1 2 2,x x x x′ ′∆ = − −  and ( )random 0,1  represent a random value 
between 0 and 1. 

 

 

 

Figure 4. Imbalanced and Balanced graph of 
the dataset. 

 

Figure 4 shows the dataset’s class distribution both before and after the SMOTE 
was applied. The unbalanced dataset is displayed in the graph on the left, where 
the majority class significantly outnumbers the minority class. The graph on the 
right depicts the balanced dataset obtained after applying SMOTE, where both 
classes have an equal number of samples, ensuring that model training process is 
not biased toward the majority class [26]. 

3.3. Data Splitting 

A 70-30 split ratio was employed to separate dataset into testing and training sub-
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sets, with the majority of the data being used for model training. and the remain-
ing 30% being set aside for performance evaluation. 

3.4. Proposed ML and DL Models 

In this section discuss the CNN and DT models. 
1) Convolutional Neural Network (CNN) 
The area of computer vision has been greatly improved by use of Convolutional 

Neural Networks (CNNs) [27] [28]. An ordinary convolutional neural network 
(CNN) has three layers: a pooling layer, a convolutional layer, and a fully con-
nected prediction layer [21]. One extremely beneficial property in the context of 
classification of images is the fact that the pooling and convolutional layer ensures 
that features extracting the inputs are positional and rotational invariant features. 
Having tens of convolutional and pooling layers, the modern CNNs are incredibly 
deep and can demonstrate promising results in the field of image categorization. 
As an example, Equation (3) shows the flow of data of the simple CNN. The equa-
tion can be shown as follows: “FC” stands for “fully connected line”. “Pool” de-
notes the stratum that collects excess water; The activation function is denoted as 
ReLU. The meaning of “conv” is “convolutional layer.” The CNN takes X R (N × 
T × F) as input. N means nodes; T means length of time series; and F means fea-
tures. 

( )( )( )FC Pool ReLU ConvXY =                 (3) 

The simple CNN can be used as an example of data flow as depicted in Equation 
(3). Here is the equation: Y symbolizes the prediction outcome; CNN input is N; 
T stands for time series length; A fully connected layer is represented by FC, and 
F stands for the number of features. The activation function is denoted as ReLU, 
the pooling layer is known as Pool, and the convolutional layer is called Conv [29]. 

2) Decision Tree (DT) 
One kind of machine-learning technology that is frequently used for both re-

gression and classification applications is decision trees. Using the data from the 
training set, the algorithm constructs a decision-and-result tree model [30] [31]. 
The decision-making process is easier to see and understand because of the tree 
layout. Decision trees offer insights about feature relevance in an easily inter-
preted tree-like form. Non-linear relationships can be captured using the tree-
based method. Several threat detection designs in IDS have included decision 
trees, especially when it comes to identifying pertinent aspects for classification 
[32]. 

3.5. Evaluation Metrics 

In this work, a confusion matrix was used to assess the models created with clas-
sification algorithms. F-score, recall, precision, and accuracy were the four statis-
tical metrics used to assess performance. Performance metrics listed below are as 
follows: 
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• True Positives (TP): indicates that an APT assault happens when an alert is 
generated [33]. 

• True Negatives (TN): indicates that an APT assault does not take place when 
no alarm is raised. 

• False Positives (FP): represents the situation in which an APT attack does not 
take place despite a warning being generated.  

• False Negatives (FN): represents the situation where an APT attack takes 
place without an alert being triggered. 

1) Accuracy 
The percentage of data that are correctly classified relative to the total amount 

of data is called accuracy [34]. The percentage of correctly categorized outcomes 
can be expressed using Equation (4) as follows. 

TP TNAccuracy
TP TN FP FN

+
=

+ + +
                  (4) 

2) Precision 
Precision measures the proportion of accurately classified attack data to total 

attack data, indicating the number of expected attacks that really occur. This can 
be illustrated as shown in Equation (5). 

TPPrecision
TP FP

=
+

                       (5) 

3) Recall 
Recall displays the ratio of anticipated attacks to total attacks. Equation (6) pro-

vides a description of this. 
TPRecall

TP FN
=

+
                        (6) 

4) F1-Score 
It represents balanced performance in both precision and recall and as weighted 

is calculated average of PR and RE. The weighted average of all values is one way 
to conceptualize it, as illustrated in Equation (7). 

Precision RecallF1-Score 2
Precision Recall

×
= ×

+
                  (7) 

Loss: It refers to the numerical value that measures how far a model’s predicted 
outputs deviate from the actual target values [35] [36]. 

ROC: A graphical depiction of a classification model’s performance across all 
categorization criteria is called Receiver Operating Characteristic Curve (ROC). 

4. Results and Discussion 

A system with 16 GB of RAM and an Intel Core i5 CPU running at 2.30 GHz is 
used for the experiment. Spyder and Jupyter Notebook, which are installed within 
the Anaconda Python 3.7 environment, are the IDEs utilized. Table 2 shows a 
comparison of the performance of the proposed model of APT detection, which 
uses CNN and DT classifiers. The CNN model had the best results in all the 
measures of evaluation with a recall of 99.14, a precision of 98.71, an F1-score of 
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98.92, and an accuracy of 98.85, indicating its high ability to identify and catego-
rize the persistent threats with a low number of FNs and FPs. Conversely, the DT 
classifier, although having a relatively good performance, had relatively lower 
scores in terms of precision of 96.12, F1-score of 96.12, recall 96.12, and accuracy 
of 95.64. The obtained results are a clear indication that CNN-based method is 
better than the DT model and is better fitted to the complexity of APT detection 
and its elusive nature. 

 
Table 2. The Recommended Model’s Execution on the UNSW NB15 Dataset. 

Performance Matrix CNN DT 

Accuracy 98.85 95.64 

Precision 98.71 96.12 

Recall 99.14 96.12 

F1-Score 98.92 96.12 

 

 

Figure 5. Confusion matrices of the CNN & DT model. 

 
A CNN model’s and a DT model’s confusion matrices are shown in Figure 5. 

The model produced 808 True Positives (identifying 808 cases of class 1) and 8 
False Negatives (erroneously classifying 8 examples of class 1 as class 0), according 
to the CNN Confusion Matrix. The model produced 21 False Positives (errone-
ously categorizing 21 cases of class 0 as class 1) and 520 True Negatives (rightly 
classifying 520 instances of class 0 as class 0), according to the DT Confusion Ma-
trix. 

The CNN and DT models’ ROC curves are shown in Figure 6. The CNN 
achieved an AUC score of 0.9990, displaying nearly faultless categorization capa-
bilities, with an exceptionally high rate of correct classifications and an extremely 
low rate of incorrect ones. In comparison, the DT model obtained an AUC of 
0.9775, also indicating strong performance but slightly lower than the CNN. The 
results highlight the superior predictive capability of the CNN model over the DT 
model. 
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Figure 6. ROC analysis of the CNN and DT models. 

 
The CNN model’s validation and training results across 30 epochs are shown 

in Figure 7. The loss curves are displayed on the left graph, where training and 
validation losses gradually decline and converge to zero, indicating effective error 
minimization and absence of overfitting. The right graph presents the accuracy 
curves, with both training and validation accuracy rising rapidly and stabilizing 
above 0.9, demonstrating that the model generalizes well and achieves consistently 
high performance on both validation and training datasets. 

 

 

Figure 7. Validation and Training Performance Loss and Accuracy Graphs of the CNN Model. 

Comparative Analysis 

Table 3 presents the performance comparison of various models applied to Ad-
vanced Persistent Threat (APT) detection. Among the baseline models, the ANN 
achieved a recall of 98.06%, a precision of 81.54%, an accuracy of 86.71%, and an 
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F1-score of 89.04%, while the SVM performed similarly with 87.05% accuracy, 
82.95% precision, an F1-score of 89.11%, and 96.27% recall. The RF yielded bal-
anced results with 86.5% accuracy, 87.6% recall, 85.9% precision, and an F1-score 
of 86.7%. With the best recall (99.14%), precision (98.71%), accuracy (98.85%), 
and F1-score (98.92%) of any model tested, the suggested CNN clearly came out 
on top. The DT also showed competitive performance, with 95.84% accuracy and 
consistent F1-score, recall, and precision values of 96.12%. The results show that 
the CNN model is the best at detecting APTs.  

 
Table 3. Performance comparison of different models for advanced persistent threat de-
tection. 

Models Accuracy Precision Recall F1-Score 

ANN [23] 86.71 81.54 98.06 89.04 

SVM [24] 87.05 82.95 96.27 89.11 

RF [25] 86.5 85.9 87.6 86.7 

CNN 98.85 98.71 99.14 98.92 

DT 95.84 96.12 96.12 96.12 

 
The suggested CNN and DT models provide different detection of APT. Its 

CNN model uses its deep learning structure to automatically identify the more 
complicated patterns and subtle features of the data, and is able to be effective in 
capturing the nature of persistent threats, which is both stealthy and evolving [37]. 
The fact that it can generalize well on both training and validation datasets makes 
it very applicable in real-life, where the behavior of the attacks can be different. 
Conversely, the DT model is easy to understand, interpret, and use, which is val-
uable in situations where transparency and speed of decisions are paramount. The 
combination of these models exhibits a tradeoff between high feature learning and 
interpretability, which reinforces their use in cybersecurity defense systems [38] 
[39]. 

5. Conclusions and Future Study 

Another type of cyberattack that is terrifying, APTs are characterized by their 
specificity, advanced level, and long-term course. These information attacks that 
are usually executed in silence and without notice are a great danger to individuals 
and organizations and are designed by an extremely motivated enemy. This paper 
used the dataset of UNSW_NB15 as its conclusion and showed the efficiency of 
ML and DL methods in identifying APT. Models were evaluated and trained 
through extensive EDA, data preprocessing and class balancing, and results indi-
cated that CNN was much better than baseline models and the DT classifier, with 
better recall, precision, accuracy, and F1-score as well as an unparalleled AUC 
score. The CNN, where complex patterns are automatically learnt is most appro-
priate to identify stealth and changing cyber-attacks, and the DT offers interpret-
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ability and ease in the required decision-making procedures. 
In future research, the research may be conducted by examining hybrid deep 

learning models, ensemble models, and attention-based mechanisms to achieve 
better detection. Furthermore, real-time APT detection systems, scaling tests in 
large-scale network traffic and implementation in dynamic cybersecurity systems 
need to be considered to guarantee the resilience and flexibility to the emerging 
and advanced threats. 
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