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Abstract 
The public key of the integer homomorphic encryption scheme which was 
proposed by Van Dijk et al. is long, so the scheme is almost impossible to use 
in practice. By studying the scheme and Coron’s public key compression 
technique, a scheme which is able to encrypt n bits plaintext once was ob-
tained. The scheme improved the efficiency of the decrypting party and in-
creased the number of encrypting parties, so it meets the needs of cloud 
computing better. The security of the scheme is based on the approximate 
GCD problem and the sparse-subset sum problem. 
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1. Introduction 

Full homomorphic encryption (FHE) was proposed by Rivest, Adleman, and 
Dertouzos in 1978 [1]. This encryption method can perform operations on ci-
phertext. After decryption, the same operation is performed on the correspond-
ing plaintext. The results are consistent. With such characteristics, the data can 
be encrypted and handed over to the cloud for processing, which not only utiliz-
es the computing power of the cloud, but also reduces the amount of local com-
puting and ensures the security of the data [2] [3]. 

To this end, many scholars have studied how to construct a homomorphic en-
cryption scheme, and proposed a variety of encryption schemes that satisfy par-
tial homomorphism [4]-[9]. In 2009, Gentry et al. [10] proposed the first true 
homomorphic encryption scheme based on the ideal lattice on a polynomial ring, 
but because it is too complicated and inefficient, it has larger difficulty in prac-
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tical applications. In 2010, Dijk et al. [11] improved the above ideal lattice 
scheme and proposed an integer homomorphic encryption scheme, namely the 
DGHV scheme. The public key size of this scheme is ( )10O λ . In 2011, Coron et 
al. [12] optimized the DGHV scheme. For the problem of the large number of 
public keys in the DGHV scheme, a scheme for generating public key integers in 
quadratic form was proposed, which shortened the public key length to ( )7O λ . 
The following year, Coron et al. [13] proposed a “public key compression tech-
nique” for the problem of excessive public key elements in the DGHV scheme, 
shortening the public key length to ( )5O λ . 

Through comparison and research, it is found that the above schemes are 
composed of one encryption party and also a single decryption party, which is 
difficult to meet the problem of multi-party interaction in the cloud computing 
environment. In view of the above problems, this paper studies Coron’s public 
key compression technology, shortens the size of the public key, expands the 
plaintext space in the scheme to n bits, and expands the number of encryption 
parties to achieve multiple encryption methods. A solution composed of a de-
cryption party is more in line with the application needs of actual scenarios such 
as cloud computing. The public key size of this scheme is ( )5O λ . 

2. Basic Symbols and Concepts 
2.1. Fully Homomorphic Encryption 

A compact encryption scheme E encrypts the plaintext according to the encryp-
tion method in scheme E. After the obtained ciphertext is arbitrarily operated, 
the result is decrypted and the result is the same as the plaintext, and the scheme 
E is fully homomorphic Encryption scheme. Expressed as a mathematical for-
mula as: 

( ) ( ) ( )( ) ( )1 2 1 2, , , , , ,n nDec f Enc m Enc m Enc m f m m m  =    

Enc is an encryption algorithm, Dec is a decryption algorithm, f is an arbitrary 
function, cn is ciphertext, and mn is plaintext. 

In general, a fully homomorphic encryption algorithm consists of four parts: 
Key generation algorithm KeyGen (λ): Generate public key pk, private key sk. 
Encryption algorithm Encrypt (pk, m): encrypts the plaintext m with the pub-

lic key pk to obtain the ciphertext c. 
Decryption algorithm Decrypt (sk, c): Decrypt the ciphertext c with the pri-

vate key sk to obtain the plaintext m. 
The ciphertext calculation algorithm Evaluates ( )1 2, , , , , npk f c c c : the oper-

ation of the ciphertext should satisfy: 

( ) ( ) ( )( ) ( )1 2 1 2, , , , , ,n nDec f Enc m Enc m Enc m f m m m  =    

2.2. DGHV Program 

In 2010, Dijk, Gentry et al. proposed an integer homomorphic encryption 
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scheme, namely the DGHV scheme, which is no longer based on ideal lattices 
but on modular operations on integers. 

The encryption algorithm of the DGHV scheme is  
2c m r pq← + +  

where c is ciphertext, m is plaintext, r is random noise interference, p is a private 
key, and q is a large positive integer generated during the key generation phase. 

The decryption algorithm is 

( ) ( )mod mod 2 mod 2c cc p c p Lsb c xorLsb
p p

   
= − ∗ =   
   

 

The public key size of this scheme is ( )10O λ . 
In order to ensure security, the approximate maximum common divisor prob-

lem is introduced. In the encryption process, some ciphertext ix  encrypted by 0, 
{ }:i i ix x r pq= +  is added, then reorder ix  so that 0x  is the largest and 0x  is 
odd. ( )0 modx p  is an even number, then the public key ( )0 1, , ,pk x x xτ=  . 
When encrypting, a subset of the set is randomly added to the ciphertext, and 
the encryption algorithm is  

( ) 012 modiic m r x xτ≤ ≤
← + +∑ .  

The addition of the approximate greatest common divisor problem means that 
the attack on the program is due to an attack on the approximate greatest com-
mon divisor problem, so the scheme is safe [14]. 

2.3. Many-to-One Homomorphic Encryption 

The many-to-one fully homomorphic encryption scheme [15] contains a plural-
ity of encryption parties ( )1,2, ,iP i n=   and a decryption party P. The plain-
text space is M, the public-private key pair ( ),i ipk sk  of the encrypting party, 
and the public-private key pair ( ),pk sk  of the decrypting party. And the en-
cryption algorithm E(⋅) and the corresponding decryption algorithm D(⋅). In this 
model, the plaintext im M∈  of the encryption side, the generated ciphertext 

ic  is im  encrypted by ipk , and needs to satisfy the following properties, 
where ⊕  denotes the operator, i j≠ : 

1) Both the encrypting party and the decrypting party can use their own pri-
vate key to decrypt the message encrypted by their own public key, i.e.  

( )( )i isk pk i iD E m m= , ( )( )sk pkD E m m= . 

2) The encrypting party i cannot use its own private key isk  to decrypt the 
message encrypted by the encrypting party j with its own public key jpk , that 
is,  

( )( )i jsk pk j jD E m m≠ . 

3) The message encrypted by the encrypting party i with its own public key 

ipk  can be decrypted by the decrypting party P with its own private key sk, that 
is,  
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( )( )isk pk i iD E m m= . 

4) Different messages encrypted by the encrypting party i with its own public 
key ipk  have homomorphism under the operation of the decrypting party P, 
that is,  

( )( ) ( ) ( )( )1 2 1 2i i isk pk sk pk pkD E m m D E m E m⊕ = ⊕ . 

5) Different messages encrypted by different encrypting party i and encrypting 
party j have homomorphism under the operation of decrypting party P, that is,  

( ) ( )( ) ( )( )1 2 1 2i jsk pk pk sk pkD E m E m D E m m⊕ = ⊕ . 

3. Improved N-Bit “One-to-One” Homomorphic Encryption  
Scheme 

The DGHV scheme can only encrypt 1 bit of plaintext at a time, and the size of 
the public key element is too large. This section extends the plaintext space to n 
bits, and uses the public key compression technique to improve the key genera-
tion algorithm, using pseudo-random number generation. The f and the seed se 
generate a set of integers iχ  having the same number of bits as ix , so that it is 
not necessary to store the large integer ix , and it is only necessary to store the 
difference between iχ  and ix  as a public key element. 

3.1. Program Establishment 

KeyGen: randomly generate a large prime number )12 , 2p η η−∈   of length η  
bits, and calculate 0 0x q p= ⋅ , where )0 0, 2q pγ∈   is a random odd number. 
Initialize the pseudo-random number generator f and the seed se, and generate 
τ  integers by using ( )f se , that is, 1 2, , , τχ χ χ , and calculate  

( )mod  i i i ip p rδ χ ξ ⋅= + − , 1 i τ≤ ≤ ,  

where ( )2 ,2ir Z ρ ρ∈ − , )0,2i Z pλ ηξ +∈  . Then i i ix χ δ= − . The public 
key ( )0 1 2, , , , ,pk se x τδ δ δ=  , private key sk p= . 

Encrypt: Randomly select the integer vector ( ) )1
0, 2i i

b b
τα

τ≤ ≤
∈ = , randomly 

select the integer ( )2 ,2r Z ρ ρ′ ′∈ − , ciphertext  

( ) 012 2 modn n
i iic m r b x xτ≤ ≤

← + ⋅ + ⋅ ⋅∑ . 

Decrypt: ( )mod mod 2nm c p← . 
In order to ensure the security of the scheme, the parameters in the above 

method need to meet the following restrictions: to resist violent attacks, select 
( )logρ ω λ= ; in order to make the compressed decryption circuit belong to the 

permissible circuit, select ( )2logη ρ λ λ≥ ⋅Θ ; to resist the lattice-based attack, 
choose ( )2 logγ ω η λ⋅= ; apply the residual hash theorem to the approximation 
of the approximate GCD problem, choose ( )logα τ γ ω λ⋅ ≥ + ; To ensure cor-
rect decryption of ciphertext, select 22 logη ρ α τ≥ + + + ; second noise para-
meter ( )logρ ρ α ω λ′ = + + . In this scheme, the parameters take ρ λ= , 
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( )2Oη λ=  , ( )5Oγ λ=  , ( )3Oτ λ=  , ( )2Oα λ=  , ( )2Oρ λ′ =  . 

3.2. Proof of Correctness 

( )

( )

1

1

mod mod 2

2 2 mod mod 2

2 2 mod mod 2

n

n n n
i i

i

n n n
i i i

i

c p

m r b x p

m r b p

τ

τ
χ δ

≤ ≤

≤ ≤

  
= + ⋅ + ⋅ ⋅  

  
  

= + ⋅ + ⋅ ⋅ −  
  

∑

∑

 

In which  

( ) ( )( )
( ) [ ]{ }

( )

mod mod  mod

mod  mod  mod mod

0 0 mod

i i i i i i

i i i i

i

i

p p p r p

p p p p r p

r p
r

χ δ χ χ ξ

χ χ ξ

− = − ⋅

  ⋅

− +

= − − +

= − +

=

 

So the original  

( )
1

mod mod 2 2 2 mod 2n n n n
i i

i
c p m r b r m

τ≤ ≤

 
= + ⋅ + ⋅ ⋅ = 
 

∑  

3.3. Test of Homomorphism 

There are ciphertext 1 1 1 12 2n n
i iic m r b xτ≤ ≤

= + ⋅ + ⋅ ⋅∑  and ciphertext  

2 2 2 12 2n n
j jic m r b xτ≤ ≤

= + ⋅ + ⋅ ⋅∑ , then 

( )

( ) ( )

( ) ( )

1 2

1 2 1 2
1 1

1 2 1 2
1 1

1 2

mod mod 2

2 2 mod mod 2

2 2 mod 2

n

n n n
i i j j

i j

n n n
i i j j

i j

c c p

m m r r b x b x p

m m r r b r b r

m m

τ τ

τ τ

≤ ≤ ≤ ≤

≤ ≤ ≤ ≤

+  
   

= + + ⋅ + + ⋅ ⋅ + ⋅        
 

= + + ⋅ + + ⋅ ⋅ + ⋅ 
 
 

 
= +


 

∑ ∑

∑ ∑

 

( )

( )( ) ( )

( )

1 2

1 1 2 2 1 1
1

2 2
1 1 1

mod mod 2

2 2 2 2

2 2 2 2 mod mod 2

n

n n n n
j j

j

n n n n n
i i i i j j

i i j

c c p

m r m r m r b x

b x m r b x b x p

τ

τ τ τ

≤ ≤

≤ ≤ ≤ ≤ ≤ ≤

  


= + ⋅ + ⋅ + + ⋅ ⋅ ⋅
   

+ ⋅ ⋅ + ⋅ + ⋅ ⋅ ⋅ ⋅         

 
 
 

 
 

 

∑

∑ ∑ ∑

 

( )( ) ( )

( )

( )( )( )

1 1 2 2 1 1
1

2 2
1 1 1

1 1 2 2

1 2

2 2 2 2

2 2 2 2 mod 2

2 2 mod 2

n n n n
j j

j

n n n n n
i i i i j j

i i j

n n n

m r m r m r b r

b r m r b r b r

m r m r

m m

τ

τ τ τ

≤ ≤

≤ ≤ ≤ ≤ ≤ ≤

  
= + ⋅ + ⋅ + + ⋅ ⋅ ⋅    

    
+ ⋅ ⋅ + ⋅ + ⋅ ⋅ ⋅ ⋅          

= + ⋅ + ⋅

=

∑

∑ ∑ ∑  
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4. Improved N-Bit “Many-to-One” Fully Homomorphic  
Encryption Scheme 

Based on the scheme given in Section 3.1, this section changes the key genera-
tion algorithm, expands the number of encryption parties, and gives a 
“many-to-one” fully homomorphic encryption scheme for processing n-bit 
plaintext, and corrects it. Sex and homomorphism have been proved. 

4.1. Program Establishment 

KeyGen: There are multiple encryption parties ( )1,2, ,iP i n=   and one de-
cryption party P in this scheme. The decryption party P generates the public key 

( )0 1 2, , , , ,pk se x τδ δ δ=   from the 3.1 scheme, the encryption side  
( )1,2, ,iP i n=   selects the integer ) ( )12 , 2 2 1i i

ip Zη η−∈ +
 as its own key 

isk , then change the order of ( )1 2, , , τδ δ δ  in the public key randomly to ob-
tain ( )0 1 2, , , , ,pk se x τδ δ δ= 

, and then randomly selected integer  

,0 ,
2,, 0,

i

i i
i

q q Z
p

γ

τ

 


 
∈  ,  

randomly select integer ,0 ,, , 2 , 2i i
i ir r Z ρ ρ

τ ∈ −   , such that  

( ), , , , ,2n
i j i j i j i i j j j i jx p q rχ δ χ δ= − = − + ,1 ij τ≤ ≤ , ,0 ,0 0 ,02n

i i i ix p q x r= + ,  

and ,0ix  is the largest. Then the public key of iP  is  

( )0 ,0 ,1 ,2 ,, , , , , ,
ii i i i ipk se x x τδ δ δ=  . 

Encrypt: Encryption party iP  randomly selects the integer vector  

( ) ), 1
0, 2 i

i
i i j j

b b
τα

τ≤ ≤
= ∈  ,  

randomly selects integer ( )2 ,2i i
is Z ρ ρ∈ − , ciphertext  

( ), , ,012 2 mod
i

n n
i i i j i j ijc m s b x xτ≤ ≤
← + ⋅ + ⋅ ⋅∑ . 

Decrypt: The encryption party iP  can decrypt i isk p=  according to i isk p= ; 
the decryption party P can decrypt ( )mod mod 2n

i im c p←  according to sk p= . 

4.2. Proof of Correctness 

1) ( ),pk sk  is the public-private key pair generated by P. It can be seen from 
3.2 that P can perform correct encryption and decryption. 

2) iP  can correctly decrypt ic  using the key i isk p=  prove: 

, , ,0
1

2 2 mod
i

n n
i i i i j i j i

j
c m s b x x

τ≤ ≤

 
= + ⋅ + ⋅ ⋅  
 

∑  

Since ,0ix  is the largest, it can be written as  

( )( ) ( )

, , ,0
1

, , , ,0 0 ,0
1

2 2

2 2 2 2

i

i

n n
i i i i j i j i i

j

n n n n
i i i j i i j j j i j i i i i

j

c m s b x k x

m s b p q r k p q x r

τ

τ
χ δ

≤ ≤

≤ ≤

= + ⋅ + ⋅ ⋅ + ⋅

= + ⋅ + ⋅ ⋅ − + + ⋅ +

∑

∑
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Finishing can get 2n
i i ic m A p B= + + , where  

, , ,01 2
i

n
i i j i j i ijA s b r k rτ≤ ≤

= + ⋅ +∑ , ( ), , ,0 012
i

n
i j i j j j i ijB b q k q xτ χ δ

≤ ≤
= ⋅ ⋅ − +∑ .  

According to the defined parameters, 2n
i im A p+ < , then  

( )mod mod 2n
i i ic p m= .  

So iP  can correctly decrypt ic  using the key i isk p= . 
3) P can correctly decrypt ic  using the key sk p=  prove: 
As can be seen from 2), 

( ), , ,0 , , ,0 0
1 1

2 2 2
i i

n n n
i i i i j i j i i i i j i j j j i i

j j
c m s b r k r p b q k q x

τ τ
χ δ

≤ ≤ ≤ ≤

 
= + + ⋅ + + ⋅ ⋅ − +  



 
 

 


∑ ∑  

According to 3.2, ( )modj j jp rχ δ− = , j jχ δ−  can be written as j jr l p+ ⋅ , 

jl Z∈ , and 0 0x q p= ⋅ , so it is sorted into: 2n
i ic m A pB= + + , where  

( ), , , ,01 2
i

n
i i j i j i i j j i ijA s b r p q r k rτ≤ ≤

= + ⋅ + ⋅ ⋅ +∑ ,  

, , ,0 012
i

n
i i j i j j i ijB p b q l k q qτ≤ ≤

= ⋅ ⋅ ⋅ +∑ .  

According to the defined parameters, 2n
im A p+ < , then  

( )mod mod 2n
i ic p m= . So P can correctly decrypt ic  using the key sk p= . 

4.3. Test of Homomorphism 

1) P has the homomorphism of the decrypted ciphertext. Proof from 3.3 is 
known. 

2) The encrypting party iP  has homomorphism to the encrypted ciphertext. 
Proof: From 4.2 (2), 2n

i i ic m A p B= + + , with ciphertext ,1 ,1 1 12n
i i ic m A p B= + +  

and ciphertext ,2 ,2 2 22n
i i ic m A p B= + + , then  

( )( )
( )( )

( ) ( )( )( )

,1 ,2

,1 1 1 ,2 2 2

,1 ,2 1 2 1 2

,1 ,2

mod mod 2

2 2 mod mod 2

2 mod mod 2

n
i i i

n n n
i i i i i

n n
i i i i

i i

c c p

m A p B m A p B p

m m A A p B B p

m m

+

= + + + + +

= + + + + +

= +

 

( )( )
( )( )( )

( )((
( )( )) )

,1 ,2

,1 1 1 ,2 2 2

,1 ,2 ,1 2 1 ,2 1 2

,1 2 1 2 1 ,2 2 2

,1 ,2

mod mod 2

2 2 mod mod 2

2 2

2 2 mod mod 2

n
i i i

n n n
i i i i i

n n
i i i i

n n n
i i i i i

i i

c c p

m A p B m A p B p

m m m A A m A A

m B A B B m A p B

m

p p

m

= + + + +

+ + +

+ + + +

=

=

+

 

Therefore, iP  has homomorphism to the encrypted ciphertext.  
3) The decryption party P has homomorphism to the encrypted ciphertext. 

Proof: From 4.2 (3), 2n
i ic m A pB= + + , with ciphertext ,1 ,1 1 12n

i ic m A pB= + +  
and ciphertext ,2 ,2 2 22n

i ic m A pB= + + , the 
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( )( )
( )( )

( ) ( )( )( )

,1 ,2

,1 1 1 ,2 2 2

,1 ,2 1 2 1 2

,1 ,2

mod mod 2

2 2 mod mod 2

2 mod mod 2

n
i i

n n n
i i

n n
i i

i i

c c p

m A pB m A pB p

m m A A p B B p

m m

+

= + + + + +

= + + + + +

= +

 

( )( )
( )( )( )

( )((
( )( )) )

,1 ,2

,1 1 1 ,2 2 2

,1 ,2 ,1 2 1 ,2 1 2

,1 2 1 2 1 ,2 2 2

,1 ,2

mod mod 2

2 2 mod mod 2

2 2

2 2 mod mod 2

n
i i

n n n
i i

n n
i i i i

n n n
i i

i i

c c p

m A pB m A pB p

m m m A A m A A

m B A B B m A pB p

m m

p

=

= + + + +

+ + +

+

=

+ + + +

  

Therefore, the decryption party P has homomorphism to the encrypted ci-
phertext. 

4) The decryption party P has homomorphism for different encryption parties 

iP  and the ciphertext of the encryption party jP . Proof: From 4.2 (3),  
2n

i ic m A pB= + + , with ciphertext 2n
i i i jc m A pB= + +  and ciphertext 

2n
j j j jc m A pB= + + , then 

( )( )
( )( )

( ) ( )( )( )

mod mod 2

2 2 mod mod 2

2 mod mod 2

n
i j

n n n
i i i j j j

n n
i j i j i j

i j

c c p

m A pB m A pB p

m m A A p B B p

m m

+

= + + + + +

= + + + + +

= +

 

( )( )
( )( )( )

( )((
( )( )) )

mod mod 2

2 2 mod mod 2

2 2

2 2 mod mod 2

n
i j

n n n
i i j j j j

n n
i j i j i j i j

n n n
i j i j i j j j

i j

c c p

m A pB m A pB p

m m m A A m A A

p m B A B B m A pB p

m m

= + + + +

= + + +

+ + + + +

=

 

Therefore, the decryption party P has homomorphism to different encryption 
parties iP  and the ciphertext of the encryption party jP . 

4.4. Compression and Decryption Circuit 

In order to avoid excessive noise generated during the encryption process and 
affect the correctness of the homomorphic operation, the ciphertext needs to be 
re-encrypted, and the condition of re-encryption is that the decryption circuit 
can be operated in the Evaluate algorithm. This requires that the depth of the 
decryption circuit is less than the maximum depth allowed by the Evaluate algo-
rithm. Therefore, the decryption circuit needs to be compressed to preprocess 
some of the calculations in the decryption circuit. 
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KeyGen: With the KeyGen algorithm in Section 4.1, generate  

( )*
0 ,0 ,1 ,2 ,, , , , , ,

ii i i i ipk se x x τδ δ δ=  .  

On the basis of this, add three parameters , ,κ θ Θ , and randomly generate a 
bit vector ( ),1 ,2 ,, , ,i i is s s s Θ=   with length Θ . Its Hamming weight is θ . 

The pseudo random number generator 2f  and the seed 2se  are initialized, 
and an integer )1

, 0, 2i ju κ+∈  , 2 Θj≤ ≤  is generated by using ( )2 2f se .  
1

, ,1 mod 2
ii j i j pj s u x κ+

≤ ≤Θ
⋅ =∑ ,  

where 
ipx  = ⌈2κ/pi⌋. Let , , 2i j i jy u κ= . 

Initialize pseudo-random number generator 3f  and seed 3se , use ( )3 3f se  
to generate integer ), 0, 2 i

i j
γχ ′ ∈  , and randomly generate integer  

( ), 2 , 2i i
i jr ρ ρ′ ∈ − , ), 0, 2 i i

i j ipγ ηξ +′ ∈  , calculate  

( ), , , , ,mod 2i j i j i i j i i j i jp p r sδ χ ξ′ ′ ′ ′= + ⋅ − − ,  

then the result of the vector s is encrypted , , ,i j i j i jσ χ δ′ ′= − . The public key 
( )*

2 ,1 3 ,, , , ,i i i jpk pk se u se δ ′= , and the private key sk s= . 
Encrypt: Encrypt the plaintext *

im  with an encryption algorithm to obtain 
the ciphertext *

ic , and find ( )*
, , mod 2n

i j i i jz c y= ⋅ . The ciphertext *
ic  and the 

extended ciphertext ( ),1 ,2 ,, , ,i i iz z z z Θ=   are the output. 
Decrypt: Decrypt, output secret civilization  

( )( )*
, ,1 mod 2n

i i i j i jjm c s z
≤ ≤Θ

= − ⋅∑ . 

This results in a fully homomorphic encryption scheme. 

5. Conclusion 

Based on the DGHV scheme and the public key compression technology of Co-
ron et al., this paper improves the encryption process, expands the number of 
encryption parties, and builds a multi-party encryption with a smaller public key 
size. The integer-homomorphic encryption scheme can encrypt the n-bit plain-
text at a time, which is more in line with the needs of practical applications such 
as cloud computing. Whether it can further reduce the amount of calculation, 
whether it can achieve “multi-party encryption, multi-party decryption” will be 
the direction that will be improved in the future. 
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