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Abstract 
Security and privacy have always been major concerns in cloud computing 
environments, and with the increasing complexity of distributed cloud sys-
tems, these concerns have become even more critical. This paper reviews the 
evolution of security and privacy practices, focusing on the shift from Identity 
and Access Management (IAM) to Zero Trust Architecture (ZTA). IAM has 
long been a cornerstone of cloud security, allowing organizations to manage 
access to resources through policies and authentication methods. However, as 
cloud systems become more distributed and users and devices access resources 
from various locations, IAM’s limitations have become apparent. Zero Trust, 
which operates on the principle of “never trust, always verify”, is gaining mo-
mentum as a robust security model that addresses these limitations. This re-
view explores the key principles of IAM, the shift towards Zero Trust, the chal-
lenges faced by organizations in securing distributed cloud environments, and 
best practices for enhancing both security and privacy in such systems. 
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1. Introduction 

Cloud computing has dramatically transformed how organizations deploy and 
manage their IT infrastructures, providing flexibility, scalability, and cost savings 
[1]. However, the widespread adoption of distributed cloud systems has intro-
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duced new security and privacy challenges. Distributed cloud systems are defined 
as cloud computing environments where resources, services, and data are spread 
across multiple geographic locations, data centers, and potentially different cloud 
service providers, creating a decentralized infrastructure that requires coordi-
nated management and security controls [2]. Unlike traditional centralized sys-
tems, distributed cloud systems rely on resources that are spread across multiple 
locations and accessed by various users and devices, often from external networks. 
This decentralization of resources has led to vulnerabilities in managing and se-
curing access to critical data and services. 

One of the primary security frameworks used in cloud computing is Identity 
and Access Management (IAM) [3]. IAM is essential for controlling access to 
cloud resources, ensuring that only authorized users and devices can interact with 
sensitive data [4]. IAM systems provide a centralized mechanism for managing 
user identities, roles, and permissions. Traditionally, IAM has relied on perime-
ter-based security, assuming that entities inside the network perimeter are trusted 
and do not require constant verification [5]. 

However, with the evolution of distributed cloud systems, the concept of the 
perimeter has become obsolete. The traditional IAM approach is no longer suffi-
cient to protect cloud systems from the growing range of cyber threats [6]. Zero 
Trust Architecture (ZTA) is defined as a cybersecurity paradigm built around the 
principle that organizations should not automatically trust anything inside or out-
side their perimeters and instead must verify anything and everything trying to 
connect to their systems before granting access [7]. Unlike traditional approaches 
that assume trust based on network location, Zero Trust assumes that no entity, 
whether inside or outside the network, can be trusted by default [8]. Every access 
request, regardless of origin, must be continuously authenticated and authorized. 

The introduction of Zero Trust represents a significant shift in cloud security 
practices. By focusing on least privilege access, micro-segmentation, and contin-
uous verification, Zero Trust ensures that every user, device, and application is 
thoroughly vetted before gaining access to cloud resources [9]. This paper will 
explore the principles of IAM, the transition to Zero Trust, the challenges organ-
izations face in securing distributed cloud environments, and best practices for 
enhancing security and privacy. 

2. IAM (Identity and Access Management) in Distributed  
Cloud Systems 

In distributed cloud environments, IAM is crucial for controlling and managing 
user access to cloud resources [10]. As cloud services are often accessed by users 
from various devices and locations, IAM plays an essential role in ensuring that 
only authorized individuals or systems can interact with sensitive data. IAM sys-
tems are designed to authenticate users, manage their roles, and enforce access 
policies across diverse systems and applications [11]. 

The traditional IAM approach, often based on centralized authentication and 
access control, is increasingly being challenged by the distributed nature of cloud 
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environments [12]. In legacy systems, IAM could rely on single, centralized serv-
ers that managed user access to network resources [13]. However, in modern 
cloud systems, where resources are spread across multiple data centers and access 
points, managing access becomes more complex. Multiple cloud providers, hybrid 
cloud environments, and the need for multi-tenancy add layers of complexity to 
IAM systems. These environments require IAM to provide granular control over 
who can access resources, as well as the ability to enforce differentiated access 
controls based on a range of factors, such as user roles, device health, and geo-
graphical location. 

One common IAM model used in cloud systems is Role-Based Access Control 
(RBAC), which assigns users to predefined roles that come with specific permis-
sions to access resources [14]. While RBAC can be effective in managing permis-
sions in static environments, it is less suitable for dynamic, large-scale cloud sys-
tems where access needs to be flexible and frequently adjusted based on real-time 
conditions [15]. In such cases, Attribute-Based Access Control (ABAC) is often 
preferred, as it allows for more dynamic and fine-grained access control by eval-
uating attributes such as user context, device state, location, and the requested 
action. ABAC enables organizations to enforce complex policies in multi-tenant 
cloud environments, where the context of each request might differ significantly. 

Another important IAM component in cloud systems is Multi-Factor Authenti-
cation (MFA), which provides an additional layer of security by requiring users to 
authenticate using multiple factors, such as something they know (password), some-
thing they have (token or phone), and something they are (biometrics) [16]. MFA 
strengthens IAM systems by reducing the risk of unauthorized access due to stolen 
or compromised credentials, which are a major vulnerability in cloud systems. 

As distributed cloud environments grow in complexity, the role of IAM be-
comes even more crucial. Traditional IAM systems must evolve to meet the de-
mands of dynamic cloud infrastructures. With the shift toward multi-cloud and 
hybrid cloud environments, managing identities and access control becomes in-
creasingly challenging [17]. Ensuring that user authentication and access policies 
are consistently enforced across different cloud environments and organizational 
boundaries is critical for securing cloud resources. 

In summary, IAM in distributed cloud systems ensures that users and devices 
are properly authenticated and authorized to access resources, while also helping 
to enforce security policies across complex, decentralized environments. How-
ever, traditional IAM systems, which rely on centralized control, may not provide 
the flexibility needed to handle the unique demands of distributed systems. As a 
result, organizations are looking for more dynamic and adaptive IAM systems, 
such as those based on Zero Trust principles, to meet the needs of modern cloud 
environments [18]. 

3. The Evolution to ZTA 

This review’s analysis of Zero Trust evolution and adoption trends is based on a 
systematic examination of academic and industry literature conducted between 
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January 2019 and December 2024. The methodology involved searching multiple 
databases including IEEE Xplore Digital Library, ACM Digital Library, ScienceDi-
rect, SpringerLink, and Google Scholar using keywords: “Zero Trust Architec-
ture,” “cloud security evolution,” “IAM distributed systems,” “Zero Trust adop-
tion,” and “cloud security frameworks.” The search was limited to publications 
from 2019-2024 to capture recent developments in Zero Trust implementation. 

Selection criteria included: 1) peer-reviewed academic papers and industry re-
ports focusing on Zero Trust or cloud security frameworks, 2) empirical studies 
or case studies with quantitative data on security improvements, and 3) publica-
tions from recognized cybersecurity organizations such as NIST, SANS, and ma-
jor cloud service providers. Exclusion criteria eliminated purely theoretical papers 
without implementation details and studies focusing solely on non-cloud security 
contexts. A total of 89 relevant publications were identified and analyzed to sup-
port the trend analyses and comparative assessments presented in this review. 

ZTA represents a significant departure from traditional security models, which 
operate on the assumption that users and systems inside the corporate perimeter 
can be trusted by default [19]. In contrast, Zero Trust assumes that no one, 
whether inside or outside the network, should be trusted without verification. 
Every access request must be authenticated, authorized, and continuously moni-
tored regardless of where it originates. 

The fundamental idea behind Zero Trust is “never trust, always verify.” In tra-
ditional network security models, once a user or device gains access to the net-
work, they are typically granted broad access to resources [20]. However, with the 
increasing complexity of cloud systems and the rise of hybrid cloud and multi-
cloud environments, the boundaries between internal and external networks have 
become more fluid. As a result, perimeter-based security is no longer sufficient to 
protect cloud resources. Zero Trust is designed to address these vulnerabilities by 
ensuring that security is maintained at every access point. 

Figure 1 illustrates the fundamental differences between traditional IAM ap-
proaches and Zero Trust Architecture. While traditional IAM relies on perimeter-
based security with network location-dependent access control, Zero Trust oper-
ates on the principle of ‘never trust, always verify’ with continuous authentication 
and context-aware decision making. This comparison highlights why organiza-
tions are transitioning from static, location-based trust models to dynamic, iden-
tity-centric security frameworks that better address the challenges of distributed 
cloud environments. 

Figure 1 presents a comparative analysis based on previous studes. We found 
that academic research has focused primarily on Zero Trust architecture and per-
formance improvements, while practice-oriented literature emphasizes organiza-
tional migration strategies. The comparison demonstrates the fundamental shift 
from perimeter-based trust models to continuous verification frameworks, ad-
dressing the research gap identified in empirical evaluations of Zero Trust bene-
fits. 
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Figure 1. Traditional IAM vs Zero Trust Architecture comparison. 

 
The core principles of Zero Trust are least privilege access, micro-segmenta-

tion, and continuous authentication [21]. In a Zero Trust environment, users and 
devices are granted only the minimum level of access necessary for their tasks, 
reducing the potential damage caused by compromised accounts or insider 
threats. Micro-segmentation divides the network into smaller, isolated segments 
to prevent lateral movement by attackers. Each segment has its own access con-
trols, ensuring that even if one part of the network is compromised, the rest of the 
network remains secure. Lastly, continuous authentication means that users and 
devices are constantly validated, even after they initially gain access, based on fac-
tors like device health, user behavior, and context [22]. 

Zero Trust is particularly effective in distributed cloud systems where resources 
are spread across various locations and accessed by multiple devices and users. 
With traditional security models, once a user enters the perimeter, they are often 
granted unfettered access to resources. However, Zero Trust ensures that every 
access request, whether coming from within the network or from a remote device, 
is continuously verified before granting access. 

Implementing Zero Trust requires a shift in how organizations approach net-
work security. It requires integrated tools for identity management, access con-
trol, network segmentation, and continuous monitoring [23]. Modern IAM sys-
tems play a critical role in Zero Trust by ensuring that access is granted based on 
a combination of factors, including user identity, device status, location, and be-
havioral patterns. As a result, Zero Trust is closely linked to IAM systems, with 
both working in tandem to ensure that cloud resources are only accessible to ver-
ified and authorized users. 

The adoption of Zero Trust Architecture provides several benefits in distributed 
cloud systems. By eliminating the assumption of trust based on network location, 
Zero Trust significantly reduces the risk of insider threats and lateral movement 
by attackers [24]. Additionally, it provides greater visibility into user activity, 
making it easier to detect suspicious behavior and respond to security incidents 
in real-time. For cloud environments, where applications are frequently accessed 
from multiple devices and locations, Zero Trust ensures that security is main-
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tained without relying on a fixed perimeter [25]. 
Figure 2 presents trends derived from academic literature analysis, showing the 

correlation between Zero Trust research proliferation and reported security im-
provements. While some studies noted the lack of quantitative empirical evalua-
tions in academic literature [21] [23], emerging studies suggest positive relation-
ships between Zero Trust implementation and security posture enhancement. 

 

 
Figure 2. Zero Trust Adoption growth and Breach reduction (2019-2024). 

 
The historical development of Zero Trust security models, illustrated in Figure 3, 

reflects the academic research timeline documented across multiple peer-reviewed 
databases. The systematic literature review spanning 2016-2025 academic publica-
tions shows increasing research attention to Zero Trust principles, particularly fol-
lowing the publication of NIST SP 800-207 in 2020, which provided the founda-
tional framework for academic investigations into Zero Trust implementations. 

 

 
Figure 3. Evolution of cloud security models (2010-2024). 
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In conclusion, Zero Trust Architecture is becoming a key component of cloud 
security, offering enhanced protection for distributed cloud systems by continu-
ously validating access requests and ensuring that only authenticated and author-
ized users can access critical resources. As cloud environments become more 
complex and decentralized, Zero Trust provides a robust framework for main-
taining security and privacy in a world where traditional perimeter-based defenses 
are no longer sufficient [26]. 

4. Security and Privacy Challenges in Distributed Cloud  
Systems 

As cloud computing continues to gain momentum, the security and privacy chal-
lenges associated with distributed cloud systems are becoming more complex and 
multifaceted [27]. In traditional cloud systems, resources are often centralized in 
a single data center or region, making it easier to apply uniform security controls. 
However, in distributed cloud environments, where resources are spread across 
multiple regions and cloud providers, ensuring consistent security and privacy 
becomes significantly more difficult. 

One of the primary challenges in distributed cloud systems is data leakage. 
Since data is often transmitted across various locations, it becomes increasingly 
difficult to guarantee that sensitive information is fully protected during transit. 
Without end-to-end encryption or proper access controls, data can be intercepted 
by malicious actors during transmission. Data leakage can also occur when sensi-
tive data is stored in cloud systems that are not adequately secured, leaving the 
data vulnerable to unauthorized access or exfiltration [28]. In distributed environ-
ments, ensuring that data remains encrypted both in transit and at rest is para-
mount for maintaining confidentiality and integrity. 

Another significant challenge is the inconsistency of security policies across 
multiple cloud platforms. Distributed cloud environments often involve multi-
cloud or hybrid cloud setups, where resources and data are hosted across different 
cloud service providers or on-premises infrastructures [29]. Each provider may 
have its own security protocols, access controls, and encryption standards, leading 
to potential gaps in security. For instance, while one cloud provider may use 
strong encryption standards, another may use weaker methods, exposing the sys-
tem to vulnerabilities. Ensuring consistent security policies across different cloud 
providers and platforms is critical for preventing security breaches and data ex-
posure [30]. 

Furthermore, cloud environments are highly dynamic and often involve multi-
tenant architectures, where multiple users share the same physical resources [31]. 
This increases the risk of resource contention and unauthorized access, as differ-
ent users may have different access requirements, leading to potential vulnerabil-
ities. Inadequate access controls in multi-tenant environments can result in one 
tenant gaining unauthorized access to another tenant’s data or resources. To mit-
igate this, strict RBAC and ABAC models must be enforced, ensuring that each 

https://doi.org/10.4236/jcc.2025.137001


E. K. Ji et al. 
 

 

DOI: 10.4236/jcc.2025.137001 8 Journal of Computer and Communications 
 

tenant only has access to their allocated resources and data. 
Network vulnerabilities are another critical concern in distributed cloud sys-

tems. As cloud systems are built on the internet and often involve public cloud 
services, data and resources are more exposed to cyberattacks such as man-in-the-
middle attacks, denial-of-service (DoS) attacks, and data interception [32]. Ensur-
ing that data transmission between cloud services is secure and that communica-
tion channels are protected using secure sockets layer (SSL), virtual private net-
works (VPNs), and private networks is essential for preventing malicious attacks. 
Additionally, employing intrusion detection systems (IDS) and intrusion preven-
tion systems (IPS) can help identify and block unauthorized network activity in 
real-time. 

The complexity of compliance in distributed cloud environments also poses a 
significant challenge [33]. Cloud providers must adhere to various regulations, 
such as the General Data Protection Regulation (GDPR) in Europe, the California 
Consumer Privacy Act (CCPA) in the United States, and other regional privacy 
laws. Ensuring that cloud systems are compliant with these regulations while pro-
tecting user data can be difficult when data is distributed across multiple jurisdic-
tions. The different privacy laws in various regions may require data localization 
or restrictions on cross-border data transfer, complicating the management of pri-
vacy in distributed systems. 

Finally, the insider threat is a persistent security concern in distributed cloud 
environments. While cloud service providers implement security measures to 
protect their systems from external threats, there is always a risk of misuse or neg-
ligence by trusted employees or contractors [34]. To mitigate this risk, organiza-
tions must implement comprehensive monitoring and audit logging systems to 
track access to sensitive data and detect any suspicious behavior. Behavioral ana-
lytics tools can also help identify anomalies in user behavior that may indicate 
potential insider threats. 

5. Best Practices for Enhancing Security and Privacy in  
Distributed Cloud Systems 

To address the security and privacy challenges in distributed cloud systems, or-
ganizations must adopt a set of best practices to safeguard sensitive data, manage 
user access, and ensure compliance with regulatory standards [35]. Implementing 
these best practices helps organizations reduce risks and protect their cloud-based 
resources. 

End-to-End Encryption is one of the most important security practices for pro-
tecting data in distributed cloud systems [36]. By encrypting data both at rest and 
in transit, organizations can ensure that even if data is intercepted or accessed 
without authorization, it will remain unreadable and secure. Transport Layer Se-
curity (TLS) should be used to encrypt data during transmission between cloud 
services, and encryption algorithms such as AES-256 should be employed to se-
cure data at rest [37]. Additionally, cloud providers should offer key management 
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services to securely manage encryption keys, ensuring that they are stored and 
handled securely. 

IAM systems are critical for controlling access to cloud resources. Organiza-
tions should implement MFA to enhance the security of user logins. MFA adds an 
extra layer of security by requiring users to provide more than just a password 
[38]. Combining passwords with biometric authentication, tokens, or one-time 
passcodes ensures that only authorized users can access sensitive data. In addition 
to MFA, RBAC and ABAC should be used to manage permissions and restrict 
access to only the necessary resources for each user or system. 

ZTA should be adopted as a comprehensive security model. Zero Trust operates 
on the principle of “never trust, always verify”, requiring continuous authentica-
tion and verification of users, devices, and systems. By implementing micro-seg-
mentation, organizations can create smaller, more isolated segments within their 
cloud infrastructure, limiting the potential impact of a security breach. Least priv-
ilege access should also be enforced, ensuring that users only have the minimum 
permissions required to perform their tasks, reducing the risk of unauthorized 
access. 

Continuous Monitoring and Auditing are essential for detecting potential se-
curity incidents and ensuring that security policies are being followed [39]. Or-
ganizations should implement automated monitoring tools that provide real-time 
alerts for suspicious activity, such as unauthorized access attempts or anomalous 
behavior. Audit logs should be maintained for all access to sensitive resources, 
allowing administrators to trace user actions and detect any signs of compromise. 
Regular security audits should also be conducted to ensure that cloud systems re-
main compliant with industry standards and regulations. 

Data Privacy Practices should be incorporated into cloud security frameworks 
to ensure compliance with privacy regulations [40]. Data anonymization tech-
niques should be used to protect personally identifiable information (PII) when it 
is used for analysis or shared with third parties. Additionally, organizations should 
implement data retention policies that specify how long data should be stored and 
when it should be deleted to minimize the risk of data breaches. Privacy-enhanc-
ing technologies (PETs), such as differential privacy and homomorphic encryp-
tion, can also be used to protect data while still allowing it to be analyzed for busi-
ness purposes. 

Finally, organizations should prepare for incident response by developing com-
prehensive disaster recovery and incident response plans. These plans should in-
clude protocols for detecting, containing, and remediating security incidents, as 
well as strategies for restoring cloud services in the event of a breach. Regular test-
ing and simulation of these plans will ensure that organizations are prepared to 
respond to security threats effectively. 

6. Conclusions 

In conclusion, the security and privacy of distributed cloud systems remain para-
mount as the cloud computing landscape continues to evolve. As organizations 
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migrate their IT infrastructure to the cloud, they are faced with new challenges in 
securing distributed resources and ensuring compliance with evolving privacy 
regulations. The traditional perimeter-based security models are no longer effec-
tive in addressing the complexities of modern cloud systems, particularly with the 
rise of multi-cloud and hybrid cloud environments. As cloud systems become 
more distributed, the need for more advanced and adaptable security practices has 
never been more critical. 

IAM remains a cornerstone of cloud security, but it is increasingly supple-
mented by the adoption of ZTA. Zero Trust, with its emphasis on continuous ver-
ification, least-privilege access, and micro-segmentation, provides a more robust 
framework for securing distributed cloud systems. This shift to ZTA is particularly 
important as the traditional boundaries between internal and external networks 
blur, making perimeter-based defenses ineffective. 

Additionally, the increasing integration of AI-driven security solutions will play 
a crucial role in cloud security. By leveraging machine learning and data analytics, 
AI systems can enhance threat detection, automate incident responses, and con-
tinuously improve security protocols. The use of privacy-preserving techniques 
such as differential privacy and homomorphic encryption will become more prev-
alent, ensuring that sensitive data can be processed without compromising user 
privacy or compliance with regulations like GDPR. 

However, the adoption of these advanced technologies is not without its chal-
lenges. Issues related to data quality, real-time decision-making, and the integra-
tion of Zero Trust models with existing cloud infrastructures must be addressed. 
Moreover, as cloud environments continue to grow in complexity, organizations 
must be proactive in their approach to security and privacy, ensuring that they are 
prepared to respond to both internal and external threats. 

Looking ahead, the continued development of Zero Trust principles, AI-driven 
innovations, and privacy-preserving technologies will shape the future of cloud 
security. By adopting these new practices and continuously evolving their security 
frameworks, organizations can ensure the protection of their cloud-based re-
sources and sensitive data, while also complying with ever-changing regulations. 

In conclusion, cloud security and privacy will remain a dynamic field, requiring 
organizations to stay ahead of emerging threats and adopt the best practices that 
align with the evolving landscape of distributed cloud systems. The future of cloud 
security lies in continuous innovation, where AI, Zero Trust, and privacy-focused 
approaches work in harmony to provide a more secure and compliant cloud en-
vironment for businesses and users alike. 
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