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Abstract

In recent years, the advancement of the Internet of Things (IoT) has signifi-
cantly improved convenience; however, it has also increased security risks.
Due to resource constraints, IoT devices have limited functionality, making it
difficult to implement robust security measures. Additionally, users of home
networks, one of the primary application areas of IoT, generally lack security
expertise. Therefore, it is essential to develop a security system that meets the
requirements of IoT devices while minimizing the burden on users. In this
study, we propose a system that applies Manufacturer Usage Description
(MUD) to home networks to define and control IoT device communication.
This approach enables security measures to be implemented on IoT devices
while reducing user burden. Furthermore, the proposed system monitors net-
work traffic and isolates compromised devices upon detecting an attack,
thereby minimizing potential damage. Through simulation based evaluations,
we demonstrate that the proposed system effectively maintains security re-
quirements.
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1. Introduction

In recent years, the advancement of the Internet of Things (IoT) has gained sig-
nificant attention, leading to its rapid development. As a result, an increasing
number of diverse devices are expected to connect to networks, further enhancing
convenience [1]. The interconnection of various devices enables the collection and
utilization of big data. Moreover, IoT devices are becoming more prevalent in lo-
cal networks, such as home networks, expanding the scope of interconnectivity

between devices [2]. These advancements are anticipated to improve the efficiency
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and convenience of both daily life and industrial operations.

While the advancement of IoT enhances convenience, it also introduces in-
creased security risks as devices that were previously not connected to networks
become integrated into them [3]. Many IoT devices are developed without suffi-
cient security considerations, making them vulnerable to weak passwords, inade-
quate privacy protection, and other security deficiencies [4]. Consequently, they
are frequently targeted by malicious attackers. Compared to traditional compu-
ting devices such as PCs, IoT devices often lack sufficient computing power, net-
work bandwidth, and memory capacity [5]. These hardware limitations, along with
inherent software vulnerabilities, make it challenging to apply standard security
measures, such as encryption, directly to IoT devices. Furthermore, users of home
networks typically prioritize convenience over security and often lack awareness
of the associated risks [6]. Given their limited security knowledge, configuring
security settings independently is difficult for most users. Due to these vulnerabil-
ities, if an attacker infiltrates a home network, they can freely access internal de-
vices, increasing the risk of malware infections and potentially compromising the
entire home network [7].

In this study, we define the communication requirements for each IoT device
and apply the Manufacturer Usage Description (MUD) [8], which performs com-
munication control, to home networks by leveraging Software Defined Network
(SDN). This approach aims to reduce the burden on users while providing a light-
weight security mechanism tailored to the communication requirements of indi-
vidual devices. Additionally, our proposed system monitors network communi-
cations and, upon detecting an attack, isolates the compromised device from the

network to prevent further damage and minimize security risks.

2. Related Work

The National Institute of Standards and Technology (NIST) conducted a study to
evaluate the practicality and effectiveness of using MUD to enhance the security
of IoT devices in small to medium-sized networks [9] [10]. The application of
MUD with SDN enabled the flexible enforcement of communication policies. How-
ever, one major issue is that it does not address attacks originating from within
the network, as devices can freely access each other. Once an intruder gains access,
the security risk extends across the entire network. The number of devices con-
nected within home networks is increasing, leading to heightened security risks
[2]. Therefore, it is desirable to build a system that assumes the possibility of in-

ternal intrusions and minimizes damage in the event of an attack.
3. Proposed System

3.1. System Configuration

In this study, we apply MUD to a home network by utilizing OpenFlow [11], a
representative protocol of SDN, and implement security measures through access

control. In addition, in order to respond to attacks from inside the network, an
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intrusion detection system is implemented on a router to monitor communica-
tions by relaying communications between devices.

The proposed system consists of the following components: IoT devices, a
router, an intrusion detection system, an SDN controller, and an MUD file server.

The details of the configuration are shown below.

3.1.1. IoT Devices
The IoT devices considered in this study are defined as devices that lack sufficient
computational resources, such as CPU and memory, and therefore cannot imple-

ment direct security measures.

3.1.2. Intrusion Detection System
The intrusion detection system is capable of monitoring traffic from both external
and internal networks. It performs traffic analysis at both volume and packet levels

to detect intrusions by attackers and identify abnormal behaviors of IoT devices.

3.1.3. Router

The router serves as an intermediary for communication between IoT devices and
also facilitates communication with external networks and servers. Additionally, the
intrusion detection system is implemented within the router to monitor network

traffic. The router is assumed to have sufficient resources to support these functions.

3.1.4. SDN Controller

The SDN controller retrieves MUD files that specify the communication require-
ments of each IoT device. It then enforces network communication control based
on the policies defined in the MUD file.

3.1.5. MUD File Server
The MUD file server stores and manages MUD files that define the communica-
tion requirements for each IoT device.

Home Network

IoT device § DHCP
§ +MUD URL router

MUD URL
/

flow rule -
MUD URL

MUD flle
MUD flle

MUD file server SDN controller

Figure 1. Application of MUD in home networks using SDN.
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3.2. Application of MUD in Home Networks Using SDN

The flow of applying MUD is shown in Figure 1, with the details shown below.

1) Each IoT device issues its assigned MUD URL when it connects to the net-
work.

2) The router forwards the MUD URL to the SDN controller.

3) The SDN controller retrieves the MUD file from the MUD file server using
the received MUD URL.

4) The SDN controller verifies whether the retrieved MUD file was generated
by the correct author, based on the certificate obtained from the MUD file server.

5) The SDN controller converts the communication requirements described in
the retrieved MUD file from the access control entry format into flow rules and
registers them in the flow table.

6) Communication is controlled according to the registered flow table.

This approach enables access control by configuring communication require-
ments such as protocols, port numbers, IP addresses, and domain names neces-
sary for communication, thereby restricting IoT device communication to only
the required transmissions. Since security measures are not directly implemented
on IoT devices and user configuration is unnecessary, this method reduces user
burden and mitigates security risks without being constrained by the resource lim-

itations of the devices.

3.3. Attack Detection by Intrusion Detection System

In this study, network monitoring is performed using Snort, a signature based
attack detection engine. Snort is a lightweight signature-based system that has
been shown to be effective in environments where computational resources are
limited and traffic volumes are not large [12]. In addition, the security community
is continuously updating the rules and extending the functionality of the system

to keep up with the latest threats.

- Home Network

SDN controller

\
1
1
1
1
1
1

 IoT device A

IoT device B routef

ip_src:172.16.0.A, ip_dst:172.16.0.B drop
ip_src:172.16.0.B, ip_dst:172.16.0.C send packet C
ip_src:172.16.0.B, ip_dst:172.16.0.A drop

Figure 2. Flow table modification.
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The proposed system implements Snort on a router that relays communications
between devices and mediates communications from external networks, and an-
alyzes network communications in terms of traffic volume and packet units. The
system checks the packet headers, payload, etc., and matches them with a data-
base. If a matching signature is found, the system determines that the packet is an
attack or abnormal behavior. When an attack or anomaly is detected, an anomaly

detection message is sent to the SDN controller and the user by email.

3.4. Minimization of Attack Damage

In this study, the minimization of attack damage is achieved by leveraging the
flexible network configuration capabilities of SDN to modify flow tables. SDN
adopts an architecture that separates the control and forwarding functions, unlike
conventional network devices that integrate these functions. By designing and im-
plementing the SDN controller, which serves as the control plane, network ad-
ministrators can freely implement the necessary control functions. In the context
of IoT applications, it is necessary to quickly adjust and optimize network com-
munication speeds and data processing performance based on usage scenarios.
Therefore, SDN is suggested to be suitable as a mechanism that keeps the overall
functionality and performance of IoT systems always optimized [13].

The modification of the flow table is illustrated in Figure 2. When an attack
originating from a compromised internal IoT device is detected, the SDN control-
ler receives an anomaly detection message from the intrusion detection system.
Upon receiving this message, the SDN controller updates the flow table to instruct
all packets to and from the compromised device to be dropped. By completely
isolating the compromised device from the network, this approach prevents fur-
ther internal network damage and mitigates the risk of the device being exploited

as a stepping stone for external attacks.

4. Evaluation
4.1. Evaluation Setup

The configuration of the implementation environment used in this study is illus-
trated in Figure 3. The implementation was carried out on Ubuntu, which was set
up as a guest OS within VirtualBox running on Windows as the host OS. The IDS
was implemented using Snort, a signature-based attack detection engine. The SDN
controller was virtually created on Ubuntu using OpenDaylight, an SDN controller
development platform. By utilizing OpenDaylight’s RESTCONF interface, Mininet
was integrated with the SDN controller and connected to Open vSwitch (OVS),
enabling communication control based on the communication requirements de-
fined in MUD files.

Furthermore, to evaluate the proposed system, a virtual home network envi-
ronment was constructed using Mininet, a network simulator that supports Open-
Flow. The network environment consisted of two hosts and two servers, with

communication requests originating from a malicious server, a legitimate server,
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and hosts. To simulate a scenario in which a compromised device initiates an at-
tack within the network, an environment was set up where a host performs a De-

nial-of-Service (DoS) attack.

OpenDayLight
= ' _l
MUD file server SDN controller
- Mininet

- - - T T T [
I IDS I
: (Snort) :
Seen, I I
SENECE
IoT device A Xy | |
[ I

- -
Q = router
IoT device B (Open vSwitch)

Ubuntu

Figure 3. System configuration for implementation.

4.2. Evaluation Metrics

To evaluate the proposed system, we first verified whether the security measures
were correctly applied. In this evaluation, we considered two types of abnormal
communication:

1) Unauthorized communication from a server that is not permitted by the
MUD file.

2) An attack originating from an internal network device.

As the attack method, we simulated a DoS attack using a SYN flood attack. Un-
der these conditions, we examined whether permitted communications were cor-
rectly allowed, unauthorized communications were properly blocked, and whether
attacks from internal devices were detected, leading to the isolation of the com-
promised device.

Additionally, to assess the effectiveness of the proposed system, we measured
the Round Trip Time (RTT) between IoT devices. The average RTT was calculated
over 10 communication attempts. As a baseline for comparison, we also measured

the RTT in a scenario where no security measures were applied.
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5. Result and Discussion

The results of communication between IoT devices, an authorized server, and an
unauthorized server, as well as the flow table outcomes when an attack originates
from an internal device, are shown in Figure 4. The results confirm that commu-
nication with the authorized server is permitted according to the rules defined in
the MUD file, while communication with the unauthorized server is blocked. Fur-
thermore, when an attack occurs from within the network, the system detects the
anomaly, notifies the SDN controller, and generates a flow table that drops packets
associated with the attacking device.
://www.allow.local:443 --timeout 20 -0 foo.html --delete-after’',)
--2025-02-09 18: 4-- http://www.allow.local:443/
Resolving www.allow.local (www.allow.local)... 263.60.113.13

Connecting to www.allow.local (www.allow.local)|203.6.113.13|:443... connected.
HTTP request sent, awaiting response... 200 OK

*** h1 : ('wget http://www.disallow.local --timeout 20 --tries 1 --delete-after’,)

--2025-02-09 18:20:17-- http://www.disallow.local/

Resolving www.disallow.local (www.disallow.local)... 203.0.113.14

Connecting to www.disallow.local (www.disallow.local)|203.0.113.14|:80... failed: Connection timed out.
Giving up.

actions=drop

Figure 4. Communication to the authorized server (Top); communication to the unau-
thorized server (Middle); flow table for dropping packets upon anomaly detection (Bot-
tom).
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Figure 5. RTT in device-to-device communication.

Next, Figure 5 presents a comparison of inter device communication between
the proposed system with security measures and a system without security measures.
The results indicate that, compared to the system without security measures, the
proposed system exhibits an increase in the average round-trip time by approxi-
mately 0.11 ms.

As shown in Figure 4, by applying MUD to home networks utilizing SDN, we
demonstrated that IoT device communication can be restricted to only necessary
traffic, thereby enforcing access control and reducing security risks. Additionally,

the intrusion detection system successfully detects attacks originating from within
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the home network and immediately updates the flow table, enabling the isolation
of the attacking device. This isolation not only prevents the spread of damage
within the network but also mitigates the risk of the compromised device being
exploited as a means to launch external attacks.

Furthermore, Figure 5 indicates that the proposed system introduces some de-
lay compared to an environment without security measures. This delay is attributed
to the processing load involved in verifying whether incoming packets match the
flow table entries registered by the SDN controller. However, the observed delay
is minimal. According to the QoS Class Identifier (QCI) classification for smart
home services, the acceptable latency for real time communications is defined as
60 ms [14]. Therefore, the delay introduced by the proposed system remains within
an acceptable range.

However, signature-based IDS like Snort has limitations. Specifically, signa-
ture-based IDS detects based on known attack patterns (signatures), making them
unable to handle unknown attacks or zero-day attacks. Even when new types of
malware or variants emerge, they cannot be detected unless their signatures are
registered. Furthermore, if signature database updates are delayed or not properly
managed, detection accuracy can decline. To address these challenges, minimiz-

ing damage through Defense in Depth is crucial.

6. Conclusion and Future Work

This study focuses on the potential for security risks to spread across the entire
home network due to users’ lack of awareness and knowledge about security threats.
To address this issue, we propose a system that leverages SDN to apply MUD and
integrates an intrusion detection system to monitor communications. Upon de-
tecting an attack, the system isolates the compromised device to minimize dam-
age. Through a comparative analysis of device-to-device communication, we demon-
strate that the proposed system maintains security requirements within the home
network while ensuring acceptable communication performance.

As afuture prospect of this study, it is necessary to conduct further performance
evaluations of the proposed system in environments that more closely resemble
real world scenarios. This includes testing with an increased number of devices
and assessing latency when retrieving MUD files from remote servers, because the
processing load on the SDN controller and IDS may increase as the network ex-
pands. These evaluations will help validate the effectiveness and feasibility of the

proposed system under practical conditions.
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