/
oo Resmurch
0.00 Publishing

Advances in Internet of Things, 2021, 11, 26-41
https://www.scirp.org/journal/ait

ISSN Online: 2161-6825

ISSN Print: 2161-6817

Performance Analysis of the Hybrid
MQTT/UMA and Restful IoT Security Model

Omar H. Alhazmi?, Khalid S. Aloufi2

'"Department of Computer Science, Taibah University, Medina, Saudi Arabia

2Department of Computer Engineering, Taibah University, Medina, Saudi Arabia

Email: ohhazmi@taibahu.edu.sa, koufi@taibahu.edu.sa

How to cite this paper: Alhazmi, Q.H. and
Aloufi, K.S. (2021) Performance Analysis of
the Hybrid MQTT/UMA and Restful IoT
Security Model. Advances in Internet of
Things, 11, 26-41.
https://doi.org/10.4236/ait.2021.111003

Received: December 5, 2020
Accepted: January 25, 2021
Published: January 28, 2021

Copyright © 2021 by author(s) and
Scientific Research Publishing Inc.

This work is licensed under the Creative
Commons Attribution International
License (CC BY 4.0).
http://creativecommons.org/licenses/by/4.0/

Abstract

Internet of Things (IoT) environments are being deployed all over the globe.
They have the potential to form solutions to applications, from small scale
applications to national and international ones. Therefore, scalability, per-
formance, and security form a triangle of requirements that must be care-
fully set. Furthermore, IoT applications require higher security standards. A
previously proposed IoT application framework with a security embedded
structure using the integration between message queue telemetry transport
(MQTT) and user-managed access (UMA) is analyzed in this work. The per-
formance analysis of the model is presented. Comparing the model with ex-
isting models and different design structures shows that the model presented
in this work is promising for a functioning IoT design model with security.
The results and analysis showed that the built-in security model had per-
formed better than models with other frameworks, especially with fog im-
plementation.

Keywords

IoT, MQTT (Message Queuing Telemetry Transport), UMA (User-Managed
Access), Network Security

1. Introduction

The area of the Internet of Things (IoT) has faced competing requirements of
performance and security. This tradeoff has always existed in technology and
communication. However, the heterogeneous nature, constrained devices, and
multiple overlapping protocols had made it more complicated than the conven-

tional environment.

MQTT protocol is gaining popularity and higher usage rates over the years.
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Figure 1 shows a survey done by Cabe [1] showing trends from 2016 to 2018,
where 62.61% of the respondents use MQTT, which exceeds the use of HTTP
that has reduced to just 54.1%.

1.1. Research Questions

This work aims to examine and analyze the MQTT/UMA Hybrid model pro-
posed by Aloufi and Alhazmi [2]. The research question we would like to inves-
tigate is that: Is the hybrid MQTT/UMA model efficient enough and with rea-
sonable cost? If yes, how does it compare to other secure schemes?

In this paper, we briefly explain the model; present a thorough investigation of
it; analyze and measure its performance; the model is compared to a Restful
model proposed in [3]; the comparison results will be illustrated. Furthermore,
the models are compared by considering the attributes of service time, latency,
and CPU utilization.

1.2. Literature Review and Related Works

The security of IoT remains a top concern within its deployment remains a ma-
jor challenge; hence, Zhao suggested that IoT sensors can be integrated into the
cloud [4]; Thus, the cloud has become a convenient platform to deploy scalable
and efficient IoT [5] [6]. Moreover, the business model can be built around pro-
viding Sensing as a Service module (SenaaS) [7]. However, latency issues became
a performance drawback of using clouds; fog or edge computing provided proximi-
ty complements to the cloud to overcome the latency issues with promising re-
sults for an efficient IoT [7] [8] [9].

IoT protocols are the backbone of its systems; MQTT, HTTP and CoAP are
prevalent protocols (see Figure 1). MQTT as a standard is presented in [10];
MQTT is a lightweight protocol that uses subscriber/publisher model with high

efficiency suitable to IoT environment of low powered constrained devices.
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Figure 1. 2016-2018: Changes in Usage of Protocols in IoT environments [1].
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Ugalde [11] shows that standard MQTT is not secure enough and needs to
have a security framework. Moreover, Mishra and Kertsiz have surveyed the
evolution of MQTT and its implementations over the past two decades, with
various MQTT implementations; furthermore, they have concluded that MQTT
security is evolving and is expected to continue its evolution [12].

Aloufi and Alhazmi suggested an IoT specific deployment of MQTT proto-
cols; in the deployment, the MQTT broker is in the fog part of the cloud to im-
prove latency and over the cloud-fog by placing the broker on the fog [8]. Fur-
thermore, they have proposed an over REST architecture style as the results im-
proved performance and reliability [3].

User-Managed Access (UMA) protocol is shown in Figure 2 [2]; Kantara ap-
proved the protocol in 2015 [13]. UMA is based on OAuth access management
[14]. Therefore, UMA 2.0 is much more recent than MQTT. OAuth 2.0 scheme
that is considered is fully illustrated in [15]. Recently, Aloufi and Alhazmi have
proposed a hybrid MQTT/UMA model and this paper extends the work to vali-
date the hybrid model [2].

1.3. Paper Organization

This paper is organized into five sections as follows: in section 2 A background
about the MQTT protocol and UMA security model is given 3; then, Section 3
briefly describes the hybrid model and the security Restful model; (4) Sections 4
presents the research methodology; (5) in Section 5, we highlight the results, ex-
plain, and discuss main observations about them; and (6) finally, in section 6, we

conclude the paper with some remarks and results in summary.
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2. The MQTT and UMA Background

There are different IoT protocols, such as MQTT, CoAP, HTTP, and others, as
shown in Figure 1; all these protocols are application layers protocols (see Fig-
ure 3 [16]).

While CoAP is highly competitive to MQTT, due to its mechanisms of explo-
ration and observation, MQTT is probably more popular because it is much
simpler to implement [17] [18] [19]. MQTT consists of clients, a broker, and
subscriber/publisher relationships. The broker is the moderator, who manages
messages and transactions between clients. Clients can either be subscribers, pub-
lishers, or both. The payload of messages transmitted contains data with primar-
ily a subject and its value. The publisher sends messages to the broker periodi-
cally or when there is an update; upon receiving the messages, the broker sends
the messages to a certain subject’s subscribers.

As shown in Figure 1 TCP/IP model, MQTT is one of the main IoT protocols
because of its reliability in delivery over TCP connections. Nevertheless, other
protocols, such as CoAP is transmitted over UDP. Hence, MQTT integration
over TCP makes the merger of MQTT with other protocols that share the same
stack easier.

OAuth2 is an open protocol which allows secure authorization of application
without providing a password [20]. User-Managed Access (UMA) is a profile of
OAuth 2.0. UMA defines how different entities communicate together. UMA
consists of a resource owner (RO), resource server (RS), authorization server
(AS), client and the requesting party (RP). The components work together to
secure access to resources using protection API, authorization API, and tokens
to access the protected resource.

The resource owner (RO) controls resource access by clients. The client is op-
erated by a requesting party (RP). Resources are hosted by a resource server

(RS). An authorization server (AS) has roles defined by the resource owner to
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Figure 3. IoT protocols mapped to TCP/IP layers [16].
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access resources. For example, a resource owner can grant access to an applica-
tion for one-time access to a resource following some roles defined by the owner
and managed by the authorization server. There are three phases of the UMA of
resources, as shown in Figure 2, which are protection, authorization, and access
[2] [20]. Figure 2 shows the transactions. The resource owner is managing re-
sources at the resource server. The resource owner controls the authorization
server, which provides the resources with protection API. Moreover, the protec-
tion API requires a protection API token (PAT) to access a resource. For au-
thentication, the client gets access to a set of resources in the resource server af-
ter being authorized by the authorization server (AS). The authorization API
uses an authorization API token (AAT) to get a requesting party token (RPT).
Finally, the client accesses a resource in the resource server using an RPT.

The client connects with the RS. It gets the resource; then the client connects
to the AS to get a grant of access, and finally, the client can get the resource from
the RS. This transaction is updated from the original one since the UMA model
is updated, and the client has no direct connection with the RO [1] [21]. The
UMA model has different APIs and tokens to be used. Using the protection API,
a PAT is issued by the AS to the RS to access the protection API. The RS is then
issued using the RPT to protect a specific resource for a specific owner. An AAT
is issued by the AS using the Authorization API when the RP contacts the AS
with a well-formatted request as recommended by UMA [20].

The RP will use the token to contact the Authorization API again to get a Re-
questing Party Token (RPT), which is the token that the RP is working to grant
based on ATT.

The RO logs in to the RS to share a R. Then, the RS connects with the AS to
get a PAT for the R. The AS replies with a PAT with the, RS, and RO informa-
tion. After that, when the client (RP) requests access to the R at the RS, the client
requires the access credentials. For this reason, the client is communicating with
the AS to get the RPT and AAT for the specific R. Before the access permission;
the AS sets the access permissions rules. Finally, the client gets the R with a valid
RPT. The UMA data should be exchanged in JSON format [22] [23].

3. The Compared Models
3.1. MQTT/UMA Hybrid Model

Let us briefly describe the MQTT/UMA hybrid model proposed and explained
in detail by Aloufi and Alhazmi [2]. The system is composed of two known sys-
tems, which are the UMA and MQTT. The system is built by directly mapping
of the MQTT and UMA protocols. The proposed model considers providing the
features of both protocols. Therefore, the model extends UMA’s area to reach
IoT devices that work with MQTT protocols. Thus, the model requires mapping
between UMA and MQTT’s functionality to work as one system. This section
shows the mapping of the function of both protocols, UMA and MQT'T.

The AS, RS, RO, client, and RP are mapped with the MQTT broker, MQTT
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publisher, and MQTT subscribers. The model, shown in Figure 4, consists of
one UMA and two MQTT. MQTT manages topics which are considered an R in
UMA. The first MQTT consists of MQTT Broker 1 (MB1), subscriber (S1), and
publisher (P1). The second MQTT consists of MQTT Broker 2 (MB2), subscrib-
er (S2), and publisher (P2). The model works by having P1 publish topics from
IoT devices. MBI gets the published topics from P1. After-that, MB1 publishes
topics to MB2. S1 is MB2 and P2 is MB1. After the topic is published from P1 to
MB1, MB2 gets the published topics from MB1. Finally, MB2 publishes topics to
S2, the subscriber in the second MQTT.

To add UMA to the model, MB1 is mapped with the RO because of both sim-
ilar functionalities since both have resources to share. The S2 is mapped with a
RP since S2 subscribes to a topic with the MB2. The S2 is considered an RP be-
cause it will require a client to access a resource published by a MB2. The MB2
works as a RS because of the similar functionality of holding the resources access
permissions. For the model to be practical and logical for implementations, the
AS and client are considered two different standalone fog servers.

One of the main transactions added by the MQTT broker is the publishing of
any new topic value. Now the RS has the resource and its value. The resource is
available for any successful RP access. However, when a new value of a resource
is received, RS must update the resource and publish it to its subscribers. The
integration between the functionality of the MB2 and RS is the main contribu-
tion of the model.

Figure 4 shows the Hybrid MQTT/UMA model proposed by the authors in
[2]. The model consists of the P1 as a publisher, S2/RP as a subscriber, RS/MB2/S1,
MB1/P2/RO, client, and AS. As will be shown later, most of the proposed mod-
el’s transaction messages are between the three main entities, which are S1/MB2/RS,
client, and AS. Therefore, to increase the model’s performance, RS/MB2/S1,
Client and AS are in the fog layer.

The basic MQTT model consists of an MQTT broker, subscribers, and publishers.

Internet

 Fog Layer |

Figure 4. The hybrid MQTT/UMA model.
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In the model, two MQTT models are joined to make a new MQTT model. Tech-
nically there are no P2 and S1 in the system. P2 and S1 functionality are integrated
into MB1 and MB2, consequently. Moreover, S2/RP gets the messages from the fog
layer, which is expected to provide more connectivity in availability and connection
speed than the first mode and more security enhancement with UMA model.

MB?2 is in the fog layer, which is connected directly with MB1. The model can
be extended by having the MB2 connected to more than one MB1. Furthermore,
each MBI could be using one or more methods for connectivity to the fog layer.

The fog layer provides more performance and security in terms of the high
Quality of Service (QoS) required of a large-scale application [24]. One of the
expected benefits of using the fog cloud is to decrease the response time between
the subscribers and publishers.

The publishers notify the broker of any updates, and the broker notifies the
subscribers. The broker also has the log of each publisher in case it is needed by
subscribers or for more statistical computations, such as the average value of a
specific publisher or timing values, such as the last time a specific publisher up-
dated its value.

3.2. The Restful Model

Restful API is illustrated in Figure 5. Restful can be used on a wide range of pro-
tocols, including HTTP and MQTT. The authors in [3] have proposed a secure
IoT Resources with Access Control Over Restful over HTTP. Furthermore, the
Restful implantation model proposed in [3] is shown in Figure 6; it has sug-
gested moving access control and data management of MQTT to the fog layer,
which has shown significant performance improvements over other existing im-
plementations. Here we compare this Restful implementation with the Hybrid
MQTT/UMA model. Figure 7 shows the flow diagram of the hybrid model

_ GET |

-
PUT —
L | <J,L-SOiN> DELETE <'ETTﬁ’> =

| m—— |
Client FoET Server
Requests Responds

Figure 5. Restful implementation.

THE
INTERNET

Figure 6. The Restful impmention using fog layer for broker [3].
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proposed in [2].

4. The Evaluation Methodology

This section shows the results and discussion of the simulation experiments of
the IoT model shown earlier. While P1 is in direct connection to MB1/P2/RO,
there is no direct connection between MB1/P2/RO and S2/RP. S2/RP obtains the
published topic from S1/MB2/RS, which is well established in security and per-
formance in the fog layer.

MB1/P2/RO is expected to be a private property node in a home or a building
at a security level that should not establish connections with general ones, such
as RPs. Additionally, S1/MB2/RS is assumed to be connected with MB1/P2/RO
with a normal Internet connection.

This is an increase in security without added security overhead for MB1/P2/RO
messages. Effectively, the gained security overhead for messages is added to those
between S1/MB2/RS and MB1/P2/RO and between S1/MB2/RS and S2/RP.

Figure 4 shows messages exchanged between UMA and MQTT units to pro-
vide a reliable IoT system that uses UMA as an added security layer. Most mes-
sage transactions in the model are between the RS, client, and AS. Therefore,
S1/MB2/RS, AS and client are allocated in the fog layer of the model with a
high-speed connection with each other to increase the QoS.

The model of the MQTT/UMA hybrid system is evaluated by a simulation.
Figure 4 and Table 1 show the simulation parameters and system design. The
simulation is configured as shown in Figure 4, while Table 1 shows the transac-
tion time between different connected nodes and the processing time at each
node. The model is mutually inclusive between the UMA and the two-broker
systems of MB1 and MB2.

Table 1. Time required for processing and transaction.

Parameter t (ms.)
Ty 10
Tymiparo 100
Tas 13+10+10
Tsimpars 13+10+ 10
Tsorme 100
Teiinet 10
Ty« MB1P2RO 4
Top1p2r0 x syMB2/RS 200
1/ B2/rs  As 3
T ctient x s1/M B2/RS 3
Teentas 3
Tsarpcient 200
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Figure 7. Hybrid MQTT/UMA transaction flow.

The processing time at each node is as follows. IoT devices are assumed to
publish data with the Poisson arrival process. The processing time at each IoT
device is referred to as 7P1 and assumed to require 10 ms. The processing times
TMB1 = P2 = RO and TS2 = RP are assumed to require 100 ms. Fog servers are
assumed to be equipped with powerful nodes, such as Intel XeonW-3275M @
2.50 GHz. In the fog server, the mean time required to access a database at S1 =
MBI1 = RS is 13 ms. The mean time required to query the database is approx-
imately 10 ms. The mean processing time at S1 = MB2 = RS, AS, and Client is 10
ms. Therefore, TAS and TS1 = MB2 = RS require 33 ms; for comparison reasons,
the simulation follows the specification of Aloufi and Alhazmi [2]. While 7Client
requires only 10 ms. transmission time that required at each node is as follows.
A duration of 200 ms is the required time for Ty - 5 - rox s - am - zs A0d To _ 2oy
ciiens Which are the two connections to the fog layer in the system. There are dif-
ferent online MQTT servers, such as test.mosquitto.org [25]. Based on the
measure connection by ping to the MQTT broker at test. mosquitto.org, the av-

erage transmission time to servers in the fog layer is approximately 200 ms.
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The transmission time between the IoT devices, P1 and node MB1 = P2 = RO
is represented by Ty, 4z - - zo and requires 4 ms. Node MBl = P2 = ROhas a
connection of 10 - 100 Mbps over the 802.11 g protocol or wired connection.
Therefore, MB1 = P2 = RO can connect with a high data rate from IoT devices at
once. However, the sending rate of each IoT device is much lower, allowing the
broker to receive data from several IoT devices. Each IoT device is equipped
with ZigBee, using an IEEE 802.15.4 antenna, with a rate of 250 kbps and a
maximum message size of 127 bytes, according to ZigBee Specification Osipov
[26]. As a result, the transmission time of one message is approximately 4 ms.

The transmission time for the nodes on the fog layer T _ /5 - zox 45 Tclient xs1 =
vz - s and TClient x ASis 3 ms. A ping between two servers in Europe assumed
to be servers in the fog layer, requires between 3 ms and 100 ms, depending on
the location of the fog servers. In this work, it is assumed that the fog server is in
the same area, such as in the same country. Therefore, the assumed time is ap-
proximately 3 ms to exchange a message between two fog servers. The tested
ping between two fog servers in different areas, such as the US and Europe, is
approximately 200 ms.

From the simulation experiments, the arrival rate of data from each of the IoT
devices is 127 bytes per second, which is one reading of subject data keeping the
data size minimal to avoid fragmentation. Because the fog server is assumed to

be in nearby locations, the transmission time is assumed to be 3 ms.

Ix Ty +1x Tygipamo + 2% Tus +3% Tgympors + 1% Toampiparo

(1)

+1X Ty porossimpars + 2% Tsinporscas = 497 ms

10x T, +6xTg; ppors T10x T,

Client
HAX Tepienpsimpa/rscas T 0% Tepenas = 970 ms

+1xTgpp +1X Toyrprciient

(2)

IX Ty +1X Ty poro +2X Tyg + 3% T ppors +1x T, +1xTgpp +1X Topvpiparo

Client ( )
+1 X TMBI/P2/RO><SI/MB2/RS + 2 x TSI/MBZ/RSXAS + 1 X Tclienth]/MBZ/RS +1 + TC]ienthQ/RP = 601 ms

Equation (1) shows that 497 ms is required for protection and initial publish-
ing. For authorization and subscribing, Equation (2) shows that 970 ms is re-

quired. The time of access and publishing is 601 ms by Equation (3).

5. Results and Discussion

The system is modeled as an M/M/1 queuing model with an exponential distri-
bution of inter-arrival time and service time. The system is tested with a mean
inter-arrival time between 601 ms. and arbitrarily high inter-arrival time in ms.
The mean service rate is fixed at ¢ = 1/601, which is the minimum time required
for authorization and publishing. As the experiments show, the overhead created
between UMA and MQTT is the main critical overhead by the model. The UMA
and MQTT are originally separate models; each model has different features and
objectives. In the hybrid model, MQTT and UMA are integrated to provide an
extra layer for security IoT devices. The main objective of the hybrid model is to

add secure access for users for IoT devices. Any IoT device is not connected to
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the world unless connected to a broker or a type of protocol, which allows the
IoT device to send and receive data.

However, the accessibility of IoT devices is expected to be quite high; there-
fore, UMA provides high scalability for IoT devices to publish their data to a
range of users or RP. RP could be another IoT device. Currently, with the ex-
pected future and developing projects of smart cities and buildings, IoT devices
are expected to send a large amount of data (ie., big data). Additionally, the in-
tegration of plug and play is a necessary future for the IoT. In the hybrid
MQTT/UMA model, there is a probable tradeoff; in this case, the system admin-
istrator can discuss the QoS of any model of expected growing IoT projects.

For MQTT, the model is added to UMA to add publisher and subscriber func-
tionality. The model shown in Figure 4 has mainly S1 and MB2 added to RS, S2
added to RP, and MB1 and P2 added to RO. The integration between MB2 and
RS is performed by considering any newly published data received by MB2 as a
request received by RP, which is registered as a subscriber, S2, for a specific topic
or resource, R.

The performance analysis of the system considers only the publishing transac-
tions since the subscription transaction is not repetitive; therefore, the hybrid
model has a negligible effect on the performance. The same applies to the pro-
tection and authorization of transactions of UMA.

For the performance of the system, the time required for publishing a message
with MQTT and UMA is respectively 970 + 601 and 497 ms. for the registration,
protection, authorization, access, and subscription of a message. However, only
497 ms. is required for subsequent publishing, which is only 24% of the time re-
quired for complete transaction. UMA does not repeat the expensive transaction
more than the first time. Consequently, the performance gain by UMA is 74%
with MQTT for secure publishing.

The main model proposed in Aloufi and Alhazmi [2] is referred to as Hybrid
MQTT/UMA model with a Fog Layer (HMUFL).

The hybrid model is evaluated by a comparison with two different models as
follows:

Hybrid MQTT/UMA with fog computing (HMUFL) [2].

Hybrid MQTT/UMW without fog (HMULL) [2].

Access Control over Restful Web Services (ACRWS) [3].

IXT, +1x T x Teg + 1x Tpg g + 3% T, g + 3% Ty s = 1065 ms 4)

FSxS pxMB

For HMUFL, the mean service time is 601, while it is 1389 ms for HMULL.
The publishing time for HMULL is computed using Equation (3); however, be-
cause there is no fog layer in this model, some parameters require different tim-
ing. Therefore, in Table 1 TS1/MB2/RS * AS, TClient * S1/MB2/RS, 0.2 and
TClient * S2/RP changes from 3 ms to 200 ms.

For ACRWS, 1065 ms is required for publishing time, as shown by Equation
(4). ACRWS is a model of access control based on web services. In equations,

TP, TS, and TFS are the processing times at the IoT device, subscriber, and fog
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server, respectively.

The transmission time between the fog server and the subscribers, the pub-
lisher and the MQTT broker, and between the MQTT broker and the fog server
is referred to by TES * S, TP * MB, and TMB * FS, respectively. ACRWS is simp-
ler in design than the other two models. It has more transactions for publishing
a topic from the publisher to the subscribers.

Figure 8 shows the system utilization. The utilization shows a clearer advan-
tage of using the hybrid model with fog than the restful than the hybrid without
fog; here the models compare to each other with various but linear growth rates.
However, in Figure 9 the mean waiting number (queue size) and the mean
waiting time shows exponential growth in the non-fog hybrid model and in the
restful model; however, the hybrid with fog grows in a much slower pace show-
ing clear advantage in performance. Likewise, in Figure 10 almost the same rate
is shown but this figure considers the mean waiting time for messages. Moreo-
ver, Figure 11 depicts the waiting time and queue size; here, the same number of

messages takes longer to process and longer queue sizes in the hybrid without
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Figure 8. System utilization for different arraival rates.
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Figure 9. Mean waiting number (queue size) vs. arrival rate.
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Figure 12. Proortion of time the system is idle.

fog while the ACRWS is in the middle and the hybrid with cloud the time and
the queue sizes are much smaller. The proportion of time the server is idle is

shown in Figure 12.

DOI: 10.4236/ait.2021.111003 38 Advances in Internet of Things


https://doi.org/10.4236/ait.2021.111003

0. H. Alhazmi, K. S. Aloufi

Overall performance comparisons show that the hybrid model shows better
performance when deployed over fog. The performance comparison shows that
while there is a complexity of the access control mechanism design between

models has created a gap in queues size and waiting time.

6. Conclusions

In conclusion, IoT applications are promising for future implementation in dif-
ferent domains, such as smart cities or SenaaS model of business.

When an IoT application works, the number of devices, as well as the size of
the data, grows exponentially. Security is required to secure access to data
sources. Data needs to be protected without compromising performance, neces-
sitating a security layer. In this work, the UMA security protocol is used to add
security with the well-known IoT application protocol MQTT.

There are different IoT application protocols; however, MQTT is the most
popular for its implementation simplicity. This work has shown how to integrate
MQTT and UMA in one fast-performing and secure model. The integration is
maintained by mapping the functionality of both protocols. Performance com-
parisons have shown that there is a performance gain for different functionali-
ties, mainly the publishing function. Publishing is the primary function of any
IoT device. The model has successfully connected remote IoT devices to the
publishing network without compromising security. The data are published and
accessed without accessing the source of the data. Thus, UMA is a promising

model for IoT security.
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